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Welcome

Welcome to the IBM watsonx Assistant for Z for Technical Sales Level 4 Lab Guide (lab guide). The lab guide is part
of the IBM watsonx Assistant for Z for Technical Sales Level 4 learning plan for IBM and Business Partner Technical
Sales and related badge. The learning plan is intended to teach technical sellers and Business Partners how to
conduct a proof of experience (PoX) for a client.

In a fast-paced world, things change...

The products and services may appear differently than what is shown in the lab guide. This can occur if the product or
service is updated with a new version.

Responses generated by IBM watsonx Assistant for Z are likely to change over time. The responses you see when you
run the queries in this section may differ from the screen images captured in the lab guide.

Prerequisite knowledge

The prerequisite requirements to complete this course are as follows:

» Basic Windows or Linux (MacOS) Operating System admin skills, including:

« Open a command prompt or power shell on Windows, or a terminal window on Linux (MacOS)
« Change directories, create directories, and move directories
» Set environment variables and add directories to the default PATH
o Create and modify plain text files with an editor and save as plain text files
» Familiarity with a visual code editor like VS Studio Code is a plus
» The following links may help with these basic skills. This is not an endorsement of the sources. Try searching the
internet for related resources.
o Windows tutorials (and other videos in the series).
» Windows PowerShell.
» MacOS terminal.
o The 50 most popular Linux & terminal commands - full course for beginners (based on the following book).

e The Linux Commands Handbook (Linux/Mac0S).


https://www.youtube.com/watch?v=MBBWVgE0ewk
https://learn.microsoft.com/en-us/training/modules/introduction-to-powershell/
https://developer.apple.com/library/archive/documentation/OpenSource/Conceptual/ShellScripting/CommandLInePrimer/CommandLine.html
https://www.youtube.com/watch?v=ZtqBQ68cfJc
https://www.freecodecamp.org/news/the-linux-commands-handbook/
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5;_()) Read and follow all the directions.

It is important to read and follow all the documented steps. Skipping steps or sections can cause issues with
completing the lab.

Also, invest a few minutes in reading the tips in the Using the demonstration guide section. The tips will save you time
and frustration in completing the lab.

L.ab overview

This lab guide covers the setup, configuration, and usage of watsonx Assistant for Z. This lab guide uses the IBM
watsonx Assistant for Z Velocity collection and the three Velocity Pilot lab environments in IBM Technology Zone

The lab guide also enables dedicated lab environments for customized client PoXs and demonstrations. If you are
preparing for an actual pilot engagement, refer to the Pilot Scoping Guide for watsonx Assistant for Z for additional
information.

Using the lab guide, you learn how to:

e Provision the lab environments

« Create an assistant and configuring conversational search

o Configure assistant settings

» Test conversational search

» Deploy a dedicated instance of OpenSearch for client document ingestion (Optional)
« Import skills for z/0S automations

e Connect apps to assistants

» Create assistant actions

e Create skill flows

« Publish and deploy an assistant

In addition, you import pre-packaged z/0S skills and create custom-built skills to deliver an assistant that handles 3
use cases:

« Retrieving initial program load (IPL) information

e Managing certificates

 Resource Access Control Facility (RACF) administration support


https://techzone.ibm.com/collection/ibm-watsonx-assistant-z
https://techzone.ibm.com/collection/ibm-watsonx-assistant-z
https://ibm.seismic.com/Link/Content/DCCRRWqjGBTVc87VBGCfC2F2VQVV

IBM watsonx Assistant for Z Level 4 Lab Guide 7 / 346

Q Not all capabilities of the offering are covered in the lab guide.

This lab guide covers many features and capabilities of IBM Watson Assistant for Z, but not all. Some uncovered
capabilities may be available in ITZ environments, while others may not, such as using skills for OMEGAMON.
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Support

Think something is down? Check the applicable status pages for any known issues such as a site or service not
being available:

« IBM Technology Zone status

insufficient quota capacity), open a ticket with ITZ support:

» Web: IBM Technology Zone ticket system

» Email: techzone.help@ibm.com

For issues related to specific steps found in the demonstration guide after the ITZ environment is provisioned,
contact the authors:

e Slack:
e #watsonx-assistant-z-technical - IBM only

« #wxo-practitioners - IBM only - for questions that are related to the software as a service (SaaS) instance of
watsonx Orchestrate

» Email: andrewj@us.ibm.com and maxwell.g.weiss@ibm.com

Business Partners, use the IBM Training live Chat Support service or other support methods that are found on the
IBM Training portal here.


https://techzone.status.io/
https://ibmsf.force.com/ibminternalproducts/s/createrecord/NewCase?language=en_US
mailto:techzone.help@ibm.com
https://ibm.enterprise.slack.com/archives/C07ARLXF2R1
https://ibm.enterprise.slack.com/archives/C05B099DNG6
mailto:andrewj@us.ibm.com;maxwell.g.weiss@ibm.com
https://ibmcpsprod.service-now.com/its?id=sc_category&sys_id=6568bfafdb2f13008ea7d6fa4b961990
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Using the demonstration guide

Use these helpful tips to take full advantage of the IBM watsonx Assistant for Z for Technical Sales Level 4 Lab
Guide.

5;9 Printing the demonstration guide v

& Printed or saved copies can be out of date

The IBM watsonx Assistant for Z for Technical Sales Level 4 Lab Guide changes regularly to match the IBM
watsonx Assistant for Z offering and associated ITZ environment. Printed or saved copies of the demonstration

guide can become out-of-date quickly and result in failed steps.

A ready-to-print PDF version of the IBM watsonx Assistant for Z for Technical Sales Level 4 Lab Guide is here.



http://localhost:8000/_pdf/IBM%20watsonx%20Assistant%20for%20Z%20Level%204%20Lab%20Guide.pdf
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You will be creating and using multiple user IDs, passwords, links, and other content throughout the lab. To save time, it
is strongly suggested you create a simple text file to store this data so it is readily available and you can easily cut and
paste the data when needed. Here is a template to get you started.

watsonx Assistant for Z - Level 4 shortcuts:
watsonx Orchestrate

IBM Cloud account:
IBM Cloud resources: https://cloud.ibm.com/resources
watsonx Orchestrate URL:

Assistant name:

Assistant description:

Assistant icon: https://ibm.github.io/SalesEnablement-L4-watsonx-
AssistantForZ/Setup/_attachments/Zeeves75x75.png

OpenShift

Cluster Admin Username: kubeadmin
Cluster Admin Password:
OCP Console:

IBM Cloud container entitlement key:

0S-secret password:

Client ingestion AuthKey:

Wrapper password:

Cluster domain for routes:
Ingestion route (append /vi1/query):

Ansible

Ansible Automation Platform URL:
AAP User Name: admin
AAP password:

Wazi User: IBMUSER
Wazi Password:
Wazi URL:

Live Embed
inetegrationID:

region:
servicelnstancelD:
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@ Viewing images

Images in the demonstration guide can be enlarged by clicking on the image. Press the

dismiss the enlarged image.

2. Click Reserve now

The Reserve now aplion creales a reservation for immediate use. Optionally, schedule the
reservation for a later date, like when you will be at your client's office.

Pilot setup ¥

Next steps e 4

3. Complete the reservation request and click Submit.

The first two reservations will be gimilar to the first image below and and have fields a-e that
will need to be completed.

a. Dptionally, change the Name field for the reservation.

b. Select the Education purpose tile,

¢. Enter a Purpose description

d. Select the region neanest your physical location in the Preferred Geography drop-down
e. The End date and time will be set to 2 days after the current date and time,

. Accept the IBM Technology Zone's terms and conditions and security policies

9. When satisfied with the parameters, click Submit,

s Esc |key or click the X to

@ Image highlighting

In some images, the following styles of highlighting are used:

 Solid highlight box: This style of box highlights where to click, enter, or select an item.

« Dash highlight box: This style of box highlights one of two things: the path to follow to get to a specific location in

the user interface, or areas to explore on your own.

[
"
=
.
[
=
-
-
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http://localhost:8000/_attachments/enlargeImages.gif
http://localhost:8000/_attachments/enlargeImages.gif
http://localhost:8000/_attachments/welcome-1.png
http://localhost:8000/_attachments/welcome-1.png
http://localhost:8000/_attachments/welcome-2.png
http://localhost:8000/_attachments/welcome-2.png

IBM watsonx Assistant for Z Level 4 Lab Guide 12 / 346

-‘;_()) Copying commands and prompts v

Copying and pasting commands and prompts from this demonstration guide is easy and can eliminate typographical
errors.

Click the highlighted copy icon and then use your operating system's paste function. For example,| ~ ctrl |+ V | or
right-click and select Paste .

Prompt 1

What is the APF list in z/0S? Provide a detailed explanation.

5;9 Acronyms and terminology v

IBM employees and the tech industry in general, tend to use acronyms. In the demonstration guide, most acronyms will
appear with a dashed underline. Hover over the acronym to learn its meaning. A question mark (#) icon will first appear
and after a second the tool tip with the acronym's meaning is displayed. Try it here: LPAR.

‘ w8 Guidance for delivering a demonstration o Q
BM watsonx Assistant for 2 Specific guidance for IBM watsonx Assistant for Z and the ITZ Table of contents
Welcome . General demonstration guidance
environment .

Reserve the IBM Technology Specific guidance for IBM

Zone environment . . . watsonx Assistant for Z and the
: Following the scripts provided in the IBM watsonx Assistant for Z for Technical Sales Level 3 ITZ environment

Guidance for delivering a

damonstration Demonstration Guide will help guarantee a successful demonstration: Use mes’e't'ﬁs to help

inanstation scenarios 3 insure success with IBM watsonx Assistant for Z and rhvz IT@nwmnment ;

Next steps IBM Technology Zone H

= Follow the scripts in the IBM watsonx Assistant for X farrecnmicaksales kevel ﬁ‘
Demonstration Guide for the automations amd skills to execute as expected.



http://localhost:8000/_attachments/welcome-3.png
http://localhost:8000/_attachments/welcome-3.png
http://localhost:8000/_attachments/questionIcon.png
http://localhost:8000/_attachments/questionIcon.png
http://localhost:8000/_attachments/acronymHelp.png
http://localhost:8000/_attachments/acronymHelp.png
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9;_()) The Lab Guide table of contents v

This Demonstration Guide uses a responsive browser-based interface to ensure pages are usable on various devices
with different screen sizes. The Demonstration Guide table of contents may be displayed as highlighted in the green

IBM watsonx Assistant for Z for Technical Sales Level 3 Demonstration Guide

Welcome

Welcome to the IBM watsonx Assistant for Z for Technical Sales Level 3 course
and demonstration guide! The goal of this course is to provide IBM and Business
Partner technical sellers the knowledge and tools to demonstrate IBM watsonx
Assistant for Z.

This course is not intended to serve as an in-depth study of IBEM watsonx
Assistant for Z, watsonx, or IBM Z; rather the focus is on learning how to deliver a
client demonstration of IBM watsonx Assistant for Z. More specifically, the focus
is on the end-user creating queries and by using trusted automatiens through
skills that are suggested by IBM watsonx Assistant for Z.

Other aspects of IBM watsonx Assistant for 2 including creating and configuring
assistants, importing and creating new skills, and ingestion of client
documentation are not covered in this demonstration guide. To learn more and
get hands-on with these additional capabilities, check out the Velocity Pilot

Obtaining the IBM watsonx Assistant for Z Technical
Sales Intermediate badge

E):

Welcome

However, if the browser window is sized smaller, the table of contents can be accessed by clicking the main menu icon

= ‘| IBM watsonx Assistant for Z for Technical Sales Level 3 Demonstration.. & Q
2 i

Welcome to the IBM watsonx Assistant for Z for Technical Sales Level 3 course and
demonstration guide! The goal of this course is to provide IBM and Business Partner technical
sellers the knowledge and tools to demonstrate IBM watsonx Assistant for Z,

Click the main menu icon (E) to expand the table of contents.

Continue to the Reserve the IBM Technology Zone environments section to begin the journey to obtain the IBM

watsonx Assistant for Z Technical Sales Advanced badge.


http://localhost:8000/_attachments/demoGuide1a.png
http://localhost:8000/_attachments/demoGuide1a.png
http://localhost:8000/_attachments/MainMenuIcon.png
http://localhost:8000/_attachments/MainMenuIcon.png
http://localhost:8000/_attachments/demoGuide2b.png
http://localhost:8000/_attachments/demoGuide2b.png
http://localhost:8000/_attachments/MainMenuIcon.png
http://localhost:8000/_attachments/MainMenuIcon.png
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IBM Technology Zone environment

To enable sellers to learn how to deliver client pilots of IBM watsonx Assistant for Z, three environments are
available in IBM Technology Zone (ITZ). The environments are part of the watsonx Assistant for Z Velocity lab
collection and can be found in the IBM watsonx Assistant for Z collection.

o Watsonx Assistant for Z lab — watsonx Orchestrate: provides a dedicated environment on IBM Cloud where you
can create and configure the assistant, set up conversational search, import skills, and configure actions.

environment includes Ansible playbooks, which you can import as skills within watsonx Orchestrate and connect
to your assistant. Preinstalled templates for various use cases are also available (covered in later sections). Learn
more about AAP here. Learn more about Wazi, here.

« Single Node OpensShift with NFS storage: provisions a single-node Red Hat OpenShift cluster (SNO) on IBM
Cloud. This cluster installs a dedicated instance of OpenSearch for Watson Assistant for Z, enabling ingestion of
client-supplied documents.-

All activities in this lab guide are required.

To earn the IBM watsonx Assistant for Z Technical Sales Advanced badge and complete the Level 4 learning plan, you

environments typically provisioning in under 30 minutes.

Create a reservation request

1. Click each of the links that follow to open a browser to the reservation pages of the IBM watsonx Assistant for Z
ITZ environments.

You may be asked to authenticate to IBM Technology Zone.

The steps to authenticate to ITZ are not detailed here as they may vary between users.

Watsonx Assistant for Z lab — watsonx Orchestrate - reservation page
Ansible Automation Platform (AAP) & z/0S - reservation page

Single Node OpenShift with NFS storage - reservation page


https://techzone.ibm.com/collection/ibm-watsonx-assistant-z
https://www.redhat.com/en/technologies/management/ansible
https://www.ibm.com/cloud/wazi-as-a-service
https://opensearch.org/
https://techzone.ibm.com/my/reservations/create/66f6f414c428e2fc24fa1088
https://techzone.ibm.com/my/reservations/create/66f806f842f6741b9e19f99c
https://techzone.ibm.com/my/reservations/create/66f806f842f6741b9e19f99c
https://techzone.ibm.com/my/reservations/create/66f806f842f6741b9e19f99c
https://techzone.ibm.com/my/reservations/create/66f806f842f6741b9e19f99c
https://techzone.ibm.com/my/reservations/create/66f806f842f6741b9e19f99c
https://techzone.ibm.com/my/reservations/create/66f6f42ec428e2fc24fa1089
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Q The next two steps are for one of the three environments. Repeat for all three environments.

Follow the steps to create a reservation in ITZ for all three environments.

2. Select Reserve now.

The Reserve now option creates a reservation for immediate use. Optionally, schedule the reservation for a later

date, for example, when you are at your client's office to start a pilot.

IBM watsons Assistant for 2

2Ser ‘u"&ltl@ n Watsonx ASsistant tor Z Pilat - wateanx Orchestrate
View coflection »

W Selecta resaneation ype

SImRLe dRVIFAIMENT FEsorvation sprions!

() Reserve now

{3 Schedule for later

3. Complete the reservation request form and then click Submit.
The first two reservations are similar to the first image and have fields a-e that need to be completed.
a. Name: specify a name for the reservation (optional).

b. Purpose: select the Education purpose tile.

‘;9 For client pilots...

For client pilots, set the Purpose field in the reservation to Pilot and provide an opportunity number to receive a

longer reservation.

c. Purpose description: enter a description, for example: Level 4 education.

d. Preferred geography: select the region nearest to your physical location for improved performance and
reduced network latency.

e. End date and time: the initial maximum will be set to a specific number of days (typically two, but in somce
cases longer) after the current date and time. Instructions follow to extend the reservation end date.

f. Accept the IBM Technology Zone's terms and conditions and security policies.

g. Click Submit.


http://localhost:8000/_attachments/itzRSVPReserveNow.png
http://localhost:8000/_attachments/itzRSVPReserveNow.png
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f

5 A

In addition to the preceding fields, the reservation for the Single Node OpenShift with NFS storage has these
additional fields:

h. OCP/Kubernetes cluster network: leave the default setting of 10.128.0.0/14.

j. Master single node flavor: select 16 vCPU x 64 GB - 300 GB ephemeral storage.
k. OpenShift version: select 4.14.
I. OCP/Kubernetes service network: leave the default setting of 172.30.0.0/16.

m. Accept the IBM Technology Zone's terms and conditions and security policies.

n. Click Submit.


http://localhost:8000/_attachments/itzRSVPReservationPage.png
http://localhost:8000/_attachments/itzRSVPReservationPage.png
https://en.wikipedia.org/wiki/Federal_Information_Processing_Standards#:~:text=The%20Federal%20Information%20Processing%20Standards,States%20government%20agencies%20and%20contractors.
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http://localhost:8000/_attachments/itzRSVPReservationPage2.png
http://localhost:8000/_attachments/itzRSVPReservationPage2.png
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email states the reservation is provisioning and the other email states that the environment is Ready.

In rare cases, the provisioning process can fail. If you receive an email stating the reservation failed, try again by
repeating Steps 1-3 for the environment that failed to provision. In addition, review the Troubleshooting section that
follows. If issues continue, open an ITZ support ticket by using the methods that are mentioned in the Support

section.

Extend the reservation

When the reservations are in the Ready state, you can extend each reservation beyond its original end date. The
duration of the extension will vary by reservation.

1. In the IBM Technology Zone portal, expand My TechZone and select My Reservations.

1BM Technology Zone

pme to Technology Zone, Andrew

ally, they can extend our certified base images and further customize them for

tration, and pilot activities. J‘
‘ Search environments and collections Q.

<

Eingle destination for our go-to-market teams and IBM business partners \ X "
y-demand and live environments to learn, build, show, and share the value of ‘ '

Certified Base Images

N - Best starting point to build
4 ? s |
z L 3 These images are ‘TechZone Certified’ and represent the best starting point for building new content,
‘ o = . showing clients how easy it is to deploy IBM Technology from scratch, or testing custom configurations

2. Click the overflow icon ( =) on the reservation tile and select Extend.

My dashbroard Custom request - Add to calendar B

W My reservations

My ereated collections
My favarites

SIAIUS = Provision ng &
watsonx Assistant for Z Pilot - AAP ...

My reservations

My warkshogs watsonx Assistant g

My evants @ n
Education Education

Siaii dai 5 Transter tdatn
D1 30, 2024 8:10 AM Oct 30, 2024 812 AW
S Y B resar Sl
Now'1l 2024 8:12 AM - Hovd, 2024 8:10 AM

2 A



http://localhost:8000/_attachments/itzMyReservations.png
http://localhost:8000/_attachments/itzMyReservations.png
http://localhost:8000/_attachments/overflowIcon.png
http://localhost:8000/_attachments/overflowIcon.png
http://localhost:8000/_attachments/itzExtendMenu.png
http://localhost:8000/_attachments/itzExtendMenu.png
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3. Click the Select a date option, (a) specify the date to extend to, and then (b) click Extend.

Regareanon
Extend Reservation

Are you sure you want to extend “watsonx Assisiant for Z Pilot - wansonx
Orchesirate™

You have 2 extenssons remaining.

Extansion duie aed time
Salaet & Mate.

11/@352024

Amrica/Chicage

If you anticipate needing more time, repeat Steps 5-6 to extend the reservation to the maximum allowed. Repeat
these steps for the other two reservations.


http://localhost:8000/_attachments/itzExtendRsvp.png
http://localhost:8000/_attachments/itzExtendRsvp.png
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Join the ITZ IBM Cloud account

environments add you to an IBM Cloud account while your reservation is active. During the provisioning process of
these ITZ environments, you receive two emails from IBM Cloud.

You only need to accept the invitation to the watsonx Assistant for Z lab — watsonx Orchestrate environment.

1. Open the email from IBM Cloud and click the Join now links.

IBM Cloud B
¥ Account: Action required: You are invited to join an account in IBM Cloud
To: Andrew Jones

IBM Cloud

Account

Action required: You are invited to join an account in IBM Cloud
Source ID: 1730296453802

Type: Account

Update Time: 30 Oct 2024, 1:54 PMUTC

View notification (in subscribed accounts):

Hi

IBM IBM Technology Zone Adhoc 01 invited you to join the following 1BM Cloud aceount: itz-
shared-z (Account ID: 75d16281c12c46810b91417749e322845).

Join now.
THEUNRTT0IN the account expires in 30 days.

Thank you,
IBM Cloud

In case of any issues, please contact [BM Cloud support.

© Copyright 1BM Corporation 2014, 2024,

2. In the Join IBM Cloud browser window that opens, select the | accept the product Terms and Conditions of the
registration form, and then click Join Account.

Personal information

wirm

@ Account notice



http://localhost:8000/_attachments/itzJoinCloudEmail.png
http://localhost:8000/_attachments/itzJoinCloudEmail.png
http://localhost:8000/_attachments/itzJoinCloud.png
http://localhost:8000/_attachments/itzJoinCloud.png
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After joining the account, verify that the account appears in your available account list in the IBM Cloud portal.

3. Click the following link to open a browser to the IBM Cloud portal.
IBM Cloud portal

4. Follow the directions to complete the authentication to IBM Cloud using the same email address you used to

Log in to IBM Cloud

=]

Continie

0 The account may be different.

The account name should align with the account named in the invitation email you received.

Dashboard -

Greate resource

Select anopion

i} o]

s bl s}
Use Watson Assistant Use Cloud Object Storage 1BM Cloud Essential Maxima Application Sulte Retrieval Augmer
] Wataan Rssistant L#1s ytu Stere limiirss uns Smcrifyand Deerea iy Dwplay an 15 Maxima STt wa LA
) busie conw il atawith ¢ Afrvices. Applicalion Suite instance in €
nrertaces imma any s it via i Red Hat Opanshif cluster.
apglication, device, or self serve portat of 53 AFL. generathve AL apg
‘ chanined on IBM Cloud
n

Populs

Eecammended 2min

Hecommended


https://cloud.ibm.com/
http://localhost:8000/_attachments/itzCloudLogin.png
http://localhost:8000/_attachments/itzCloudLogin.png
http://localhost:8000/_attachments/itzCloudAccountsVerify.png
http://localhost:8000/_attachments/itzCloudAccountsVerify.png
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‘-;9 Does your IBM Cloud portal view look different? v

If your IBM Cloud portal looks different from the images above, it could be because the IBM Cloud portal has gone
through a design change, or your browser window is set to smaller size. Instead of the current selected account

appearing in the top menu, you may see this change account icon: B Click this icon to view the list of accounts

you can access.

IBM Cloud
[ -
20
For you Select an option  ~
1 Build s o )
=} _
Explore 1BM Cloud with this Use Watson Assistant Use Cloud Object Storage IBM Cloud I‘Ejssemlal
= selection of easy starter Watson Assistant lets you Store limitless unstructured Security and Observab
tutorials and services. build conversational data with Cloud Object SeEvicos
e interfaces into any Storage and access it via Deploy core security ar

Accessing the environments

Each reservation provides access to its respective environment. Details for accessing each environment are
provided in the Pilot setup sections that follow in the lab guide.

After all three reservations are in the Ready state and you accept the invitations to the IBM Cloud accounts, proceed
to the next section to complete the pilot setup.

Troubleshooting

® If your reservation for the Single Node OpenShift environment fails... v

If your reservation for the Single Node OpenShift environment fails, try selecting one of the eu-gb region options as the
Preferred Geography.
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Creating an assistant and configuring conversational search

Watsonx Orchestrate allows you to create and configure an assistant with conversational search capabilities.
Configure your assistant to use conversational search by using a hosted OpenSearch instance. The pre-configured
instance of watsonx Orchestrate in IBM Technology Zone (ITZ) boasts over 220 knowledge sources and supports
knowledge based on IBM Z documentation, generating IBM Z context-aware responses to queries with content-
grounded knowledge.

A high-level, logical architecture of the environment is illustrated in the following diagram.

Creating an assistant and
configurating conversational search

@ IBM Cloud

IBM watsonx Orchestrate

IBM watsonx Assistant for Z

extension

IBM watsonx Assistant

3
W o o
18] 18
8 E E
o = =
= <] <]
2
o
« |Inference Foundation Model (IFM)
= LLM Deployment
Cloud Pak infrastructure - software core OpenSearch

Red Hat OpenShift

ITZ environment: watsonx Orchestrate

IBM Technology Zone environment | Platform Requisite |
| Operating System | watsonx Assistant for Z

Access the ITZ IBM Cloud account for the watsonx Assistant for Z Pilot
environment

1. In the IBM Technology Zone portal, expand My TechZone and select My Reservations, or click the following link.


https://www.ibm.com/products/watsonx-orchestrate?p1=Search&p4=43700077722754881&p5=e&p9=58700008198244496&gad_source=1&gclsrc=ds
https://opensearch.org/
http://localhost:8000/Setup/_attachments/LabArchitecture-Lab%201.png
http://localhost:8000/Setup/_attachments/LabArchitecture-Lab%201.png
https://techzone.ibm.com/my/reservations
https://techzone.ibm.com/my/reservations
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Certified Base Images

Best starting point to build

These images are ‘TechZone Certified’ and represent the best starting point for building new content,
showing clients haw easy it is to deploy IBM Technology from scratch, or testing custom configurations.

2. Click the watsonx Assistant for Z Pilot - watsonx Orchestrate tile.

My dashboard

My creatnd coflections

My boc

arked veasches

My

My reservations
Status - Ready. P

watsonx Assistant for Z Pilot - AAP & z/05

My workshaps

Samius - feady

My avents

Pew 11, 2028 6155 AN

0 o

watsanx Assistant for Z Pilot - watsonx 0.

Seanus - fieady i
Single Node OpenShift (VMware on IBM ...

Nov's, 2

S6FM
Now'T, 2023 530N

2

3. Record the ITZ IBM Cloud account name associated with the reservation.

Furpesy

Egucation

Ervironmaent

18M Cions
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11589709 S5a1-411 T-al9e D 1hUE 2297 550

4. Click the IBM Cloud Login link.
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stant for Z Pilot - watsonx Orchestrate
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10800

Reservatian Detalls

Q> Steps to authenticate to IBM Cloud are not illustrated here.

You may need to authenticate to IBM Cloud after clicking the link. These steps are not shown here as they may

vary by individual.

5. Verify that the current IBM Cloud account is the same as the account name recorded in step 3. If the account is

not the same, switch to the proper account.

Resource list W

~  Mame T Group Location Product Status Tags
]
i = Compute [
w Contalvers (0
P
~ Networking
. v Sterage (0
3 “  Converged Infrastructure (0
+

<

Enterprise applications (0
“ ALJMachine Learning [1+

~  Analytics

If the proper account is not listed, click the account drop down and select the proper account.

Note: If your browser window is narrow, the account drop down can be depicted with the Switch Account icon (

).
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3. Click Launch watsonx Orchestrate.
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4. Click the Al assistant builder tile to start creating a new assistant.

16 watsenx Orchostrate

Welcome, Andrew Jones!

Take productivity to the next level

Build

Start tullding the skills, conversations, and auromaions your
Team neads here. Al assistant builder Skill studio

5. Enter a name and optional description for your assistant and click Next.

Plan

Essentials Plan

Automate hew your
business warks

Welcome to Al assistant builder

A Create i Personaize 7 Cusiomize i Preview

E)  Create your first assistant

Let's get your assistant up and running. Name your assistant, add a description, and choose a language. In
tollowingg steps we'll gather more information, show you basic customizations, and give you a preview of what your
assistant will look ke,

Zoeves

Foeyes, the Jeeves for everything 18M Z,

6. Complete the Personalize your assistant form and click Next.

Explore the personalization options. In creating an assistant for a client pilot, consider specifying attributes that

align with the client's business.


http://localhost:8000/Setup/_attachments/cloudWOButton.png
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a. Select Web.
b. Select the industry of your choice.

c. Select the role of your choice.

d. Select the need of your choice.

Welcome to Al assistant builder

& Create A Personalize O Customize £ Proniaw

®  Personalize your assistant

This is whart your customers will experience

2 far watsans Assistant -
Tell uz where yaur ass(ztant will live
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Web
| The Spe
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Tell us about yourself Bk b
This ssdormatian il B ueed 10 persanalite your onbosdingeeseriesce “enat sizm and color do you nes?
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anwailabsle inowhite in & size 9.
Developer
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T Wl 6 Automate emmen 133K8 in 3 natu sl way

7. Complete the Customize your chat Ul form and click Next.

Explore the customization options. When creating an assistant for a client pilot, consider specifying attributes

that align with the client (for example, colors and logos).

Welcome to Al assistant builder

TOM Watermark

[«

Streaming

8. Preview your assistant and then click Create.

Zeowes

Hi! I'm a virtual assistant.
How can I help you today?

{ Fmampte Find encty lecarion, )

L
i

s
¥
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Welcome to Al assistant builder _ _

(=) Preview your assistant

Zeewrs

Hi! I'm a virtual assistant.
How can I help you today?

The assistant is now created.

Zeeves

Assistant architecture
| R —
; .

' ............

I Coavereationa L esrch I
8 swaren
| Al geides
[0 o 2 [0 mnam

| R —

[om [ o

Configure conversational search

In the next steps you will be to configure conversational search for your assistant that uses a hosted instance of
OpenSearch.
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3. Click Set up your Search Integration.

By default, conversational search is not enabled when an assistant is created. Conversational search takes
priority over general-purpose answering if both are enabled. Learn more about conversational search in watsonx

here.
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4. Click Custom service.

Set up a new search integration

Es % RIS

Elasticsearch Custom service

COnNect 10 an existing Elasticsearch COnRCt 10 an QxsTing Mitvus COmnect 6o an exsting service that
instancs, instance, will retriese BOCUMMENES RO your
CONDENE MANAEEMENL SETvDe.
Leam more

5. Complete the Custom service (a-e) form and then click Next (f).

a. Select By providing credentials.

the shared OpenSearch instance. In later sections, you create and customize a dedicated instance.

https://wxadz-opensearch-wrapper-wxa4z-demo-v2-1-0.wxo4z-opc-opensearch-clus-
47e063e6a3ad1f71bf2e58f91c3b4c2e-0000.us-south.containers.appdomain.cloud/v1/query

c. Select Basic authentication in the Choose an authentication type drop-down list.
d. Enter admin in the Username field.

e. Enter secureP@ssword! inthe Password field.

secureP@ssword!


http://localhost:8000/Setup/_attachments/genAILLMdefaults2.png
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Custom service s ﬂ
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6. Enable conversational search and then click Save.

Custom service _ I

Connect service R Gerwema ol svainty (gt

Enable conversational search {optional) What's different?

Deduult sewich behaviss [conversational seasch sif)

i e ek

7. Update the conversational search custom service settings based on your requirements.

Note: The Settings page is divided into two sections in the following images to enhance the visibility of the
screen captures.

Learn more about these custom service settings here.

The following settings are proven to work well. You can experiment with these settings to see how they affect
queries for your client's pilot.

a. Enable Conversational search.

b. Select Single turn. Multi-turn conversation (by selecting Entire conversation) is supported by the offering, but
has not been fully included in the lab guide. See the callout in the Testing conversational search section below.

c. Specify the text that appears to instruct the user to expand the list of citations in the assistant (except web
chat client).

d. Select Lowest for the retrieval confidence threshold setting. This setting checks the confidence of the
retrieved citations before a response is generated.


http://localhost:8000/Setup/_attachments/genAISetupCS2-new.png
http://localhost:8000/Setup/_attachments/genAISetupCS2-new.png
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e. Select Verbose for the generated response length. This setting affects the average response length.
Depending on user input, variations from the selected length can occur.

f. Select Lowest for the response confidence threshold. This setting checks the confidence of the generated
citations after the response is generated.

il
Custom service s _ ﬂ

Setings

Conversational search

- -
cancss i Moz Vebess

g. Keep the default setting of All for the listing of citations.
h. Keep the Default filter field empty.

i. The Metadata field provides a way to adjust your assistant’s behavior during conversational search for your
OpenSearch instance. This option is explored in detail in the Installing and using zassist to ingest client
documents. Leave the field empty for now.

j. The Search display text options specify the default text displayed when no results are found or when
connectivity issues to the backend search service occur. You can keep the defaults or customize the service.

Custom service & EN

LY

Detault filter

Metzdata t

Search display text
[ S



http://localhost:8000/Setup/_attachments/genAISettings1.png
http://localhost:8000/Setup/_attachments/genAISettings1.png
http://localhost:8000/Setup/_attachments/genAISettings2.png
http://localhost:8000/Setup/_attachments/genAISettings2.png

8. Click Save (a) and then click Close (b).
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Complete the configuration

After you save and close the Conversational search configuration page, a few more configurations are needed to get
the best experience from your conversational chat. Details on these settings are available here.
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2. Click Set by assistant under the All items menu.

Praview

" e

@ Actions

@ Allitens

= | Croaved by o

Saved respunees

Create your first action

T e, YO £ S0 YOUF CusStomens accomplish thesr goals.
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3. Click No matches.
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4. Click Step 1 under Conversation steps.
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5. Select without conditions (a) in the Is taken drop-down menu and then click Clear conditions (b).

Note: the Is taken value does not change from with conditions after selecting without conditions.

Clear conditions?

ANE DU ST you Wit This step Taken without conditions? 4l gonditiens and condition
=

P

Froups wil be deléled

6. Delete the default text in the Assistant says entry field.
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13 o sbaction Fallbeck

B Datine cuttomme cemponin

And than
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7. Expand the And then drop-down menu and select Search for the answer.
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8. Click Edit settings.
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9. Click After generation.
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10. Select End the action after this step and then click Apply.
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12. Select Step 2 (No matches count) under Conversation steps and click delete (El ).
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13. Click Delete in the confirmation dialog to delete Conversation step 2.
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Are you sure you want to delete step 27

Vou will ot b alle 1o recover this dataongs delelad

14. Click Close (the x icon) the Editor window.

Cusamar rary win: Stepl &

Tetaken  without conditions .

Aslstant s

H G oBE AR L

15. Click Fallback in the Actions table.

@ Actions :
LT - = -
] Crmabed by you

St by assistant Tt i ) e se: us

Variables - | e o

Craatedd By you
& Sot by ansintant S miatchus L :

Se by Infagratian ITI o .
-

16. Delete all of the Conversation steps.

Note: The following image is edited. Only five steps are shown, but all six need to be deleted. You need to select
each step individually. Click delete () and confirm the deletion.
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18. Click the Global settings (@).

IBM watsonx Assistant for Z Level 4 Lab Guide 39 / 346

Actions

@ Allites

Last eaited Examples Count

T

Wasialiles

19. Click No matches under the Conversation routing tab.

Status
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20. Move the slider to More often (or select More often in the drop-down).

The setting helps ensure that actions are triggered less often unless the user’s query specifically matches the
action’s input.

sanx Orchestrate

Global settings “ “

Conversation routing Change Harw format Asgouit Y
Ask claritylng quastions Unreeognized input by cugtamars triggers the N tetios Action Ihal can be

configured 1 feich answers frem a search integration of 1rigges the F
Customize modes  Bia actian,
No matches By selting his threshald, you Can aflect how oftan your assistant routes

CUSTOMETS 10 1he "No Matehes™ action,
Search routing

More often w

—a
A

21. Click Autocorrection.

Global settings _ “

Conversation routing Erangn conversation topic mnmiaive A New Nutoedrestss Dl formats

A ciarifying questions
Curtnmize moden | Baks

Mo makches

22. Click the autocorrection toggle to turn the feature Off.
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25. Click Web chat.
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26. On the Style tab, click the Streaming toggle to enable streaming.

The streaming setting allows responses to be streamed to the assistant and displayed as they are generated
versus waiting until the full response is received and then displayed.
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How can [ help you today?
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27. Click the Home screen tab.

onx Drchestrate

sty Auncner e

£ Customize your chat Ul
Update the style to match your brand and your website. A developer
can also add more advanced styling changes with code. Learn more
Zewves

wa

How can I help you today?
@

Zneves

(@) Standard: For virual agents and cUSIDMEer SUPPOI expanonces.

) carbontor AL For use in Internal 1BH products.

-

J

(-E-\aﬂ'ali' Find nearby location

28. Customize the Home screen by setting a custom Greeting message and deleting the default Conversation
starters. Optionally, adjust the Background style.
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30. Click the Suggestions toggle to turn this feature Off.
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31. Click (a) Save and exit and then click (b) Close.
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There are enhancements that you can make to configure how the large language model (LLM) responds to your
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2. Click Add instructions.

Base large language model (LLM) s

Select a miodel
u ekt

Preiew

3. Enter a prompt instruction.

Your assistant's LLM gives refined responses by following the prompt's instructions, which clarify how to

achieve the end-goal of an action.

Enter prompt instructions in the field. The maximum number of characters you can enter in the prompt
instruction field is 1,000.

The following is an example prompt instruction that works well. Experiment with different prompt instructions.

You are a subject matter expert on mainframe systems. Please respond to all prompts with
truth and accuracy. Keep all answers short and concise, unless requested to provide details.

them.
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Generative Al

Base large language model (LLM) »x

Answer bahavior
Genpal-purpons saawaring

~ Comeres

4. Toggle General-purpose answering to Off and then click Save (ﬂ ).

The ability exists to configure the answering behavior of your assistant to provide responses that are based on
the preinstalled content or general content.

On the Generative Al page (under Prompt Instructions), you see the Answer behavior section. After you

configure Conversational search, you see that it is enabled (toggled on) with the search integration added.

If you enable both general-purpose answering and conversational search, conversational search answering
takes precedence over General-purpose answering.

Recommendation: For purposes of retrieving Z-specific answers and responses, it is recommended that you turn
off general-purpose answering and leave only conversational search turned on.

@  Generatve Al aref 0

Base large language model (LLM) =

Seleci a model

R L ———

Add prompt instructions
A st

Answer behavior

Testing conversational search
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Now, you can begin issuing queries to test the assistant's responses. For more detailed responses, try appending

"Please provide a detailed response.” to the end of your question.

Important: Modify settings iteratively based on your assessment of response quality. Review and change them at
any time. For example, add extra prompt instructions, change response verbosity, and modify OpenSearch indexes.

1. Hover over the Home (@) and click Preview.

------

nguage model (LLM) #

2. Experiment with different prompts and validate that the answers are reasonable and related to IBM Z.
Other prompts and responses follow.
Note: The responses that you receive can vary from the ones shown.

Prompt:

What is z/0S continuous delivery?

Example output:

@  Preview assistant

@ Zeewes

e oy THH wassons: (1)

Prompt:

What is the APF list in z/0S?

Example output:
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Prompt:

Why is Db2 different than other database systems?

Example output:

= B watsen Orchestrase

@ Zeres

Prompt:

What happens during an IPL on IBM Z?

Example output:
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@ Experiment with multi-turn (entire conversation) contextual awareness.

In the December 2024 release of IBM watsonx Assistant for Z support for multi-turn contextual awareness was
added. This capability enables the assistant to use an entire session history for retrieving search results and
generating answers. This handles context-dependent questions well but may over-rely on past topics, even if the
user has moved on.

Experiment with this setting by changing your custom service contextual awareness setting from Single turn to

Entire conversation.

Custom service o

Sentings Imstance

@ by using this feature you agree 10 the Pricing and Tarms, This feature is net PCL x
valiclated. Tho use ol this 031 may impact your FCI compliance

Conversational search

Use a witsonx generative AT moded hosted in Dallas, TX US, to generate conversational iesponaes.

O sngietu

uits and generating
1 work with conteat

=
(®) Entire comvorsation  Bans
Thes asskstant uzes the entire siation histany for netrimving search resuits and genarating

angwars, This handies contet-cependant quostions well but may over-raty on past topics,
v i 1ip usor Bas moved o,

MW 50 W kW

Search configuration

To 1St This. g0 10 The evaluanions page

Once enabled, try sequential prompts like:

What are some features of z/0S?

Give me an itemized list?

Tell me more about item 3.

Troubleshooting

the methods that are mentioned in the Support section.

You have a working assistant that uses IBM Watson Assistant for Z. Explore different prompt instructions and
settings. If you encounter issues, refer to the Troubleshooting section that follows for resolution.

Continue to the Creating a stand-alone OpenSearch instance for document ingestion to learn how to configure a
dedicated OpenSearch instance for ingesting client-specific documentation into the RAG model.

The following are issues that you may encounter. If the provided resolutions do not work, contact support by using
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® Assistant responds to all prompts with, "I might have information related to your query to share, but am v
unable to connect to my knowledge base at the moment"

This Assistant is unable to connect to the custom service URL specified. This could be a network issue, the service may
be down, the service may be restarting, or the service is no longer running at that URL.

Before reaching out to Support, try the following:

+ Wait a few minutes and try again. It may be the service was in the process of restarting.

¢ If you printed this demonstration guide or saved a copy, verify you are using the most current version of the lab guide
and the correct service URL (https://wxa4z-opensearch-wrapper-wxa4z-demo-v2-1-0.wxo4z-opc-opensearch-clus-

47e063e6a3ad1f71bf2e58f91c3b4c2e-0000.us-south.containers.appdomain.cloud/v1/query). The URL may have
changed since you saved or printed the lab guide.
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Bring your own search and documents
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Creating a stand-alone OpenSearch instance for document
Ingestion

Now that you created and deployed your own assistant with conversational search capabilities, your client can
understand how watsonx Assistant for Z provides its content-grounded responses to any Z-related questions. In the
previous section, you configured your assistant to use a pre-configured Z RAG that has over 220 knowledge sources,
and uses this knowledge to provide Al-generated responses.

Next, learn to enable clients to personalize the assistant with an internal knowledge base that contains
documentation they add to the Retrieval Augmented Generation (RAG). This helps provide a level of context-
awareness for their own environment when environment-specific questions are asked to the assistant.

Now, install and configure a “Z RAG” on Red Hat OpensShift enabling the bring-your-own-search (BYOS) and bring-
your-own-documentation (BYOD) capability to ingest other documentation. In doing so, you deploy a dedicated

the ingested documentation (BYOD).

Below is a high-level, logical architecture of the environment deployed in this section.


https://opensearch.org/
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Creating a stand-alone OpenSearch
instance for document ingestion

@ IBM Cloud

IBM watsonx Orchestrate

IBM watsonx Assistant for Z

extension

IBM watsonx Assistant

3
B T T
HIHEL
Q0 by by Z RAG
% £ £ with
'é s] s] Data Ingestion (BYOD)
&
« |Inference Foundation Model (IFM)
= LLM Deployment
Cloud Pak infrastructure - software core OpenSearch
Red Hat OpenShift Red Hat OpenShift ‘
ITZ environment: watsonx Orchestrate ITZ environment: Single Node OpenShift

IBM Technology Zone environment | Platform Requisite |
| Operating System | watsonx Assistant for Z

Technology Zone environment section to complete the reservation.

Install the Red Hat OpenShift command line interface utility

ITZ My reservations

2. Click the Single Node OpenShift tile.
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3. Scroll down and record the Cluster Admin Username and Cluster Admin Password.

Reservation Detalls

BAlATIITLII0ITET Pl Yeate sl oxp brchioneibm.cem AT 10
3 mnnerEanL6TIATLAIRITE] T GaBetd oo achrnna ilm e - 41222
Hauser

ustrnacdiin

4. Click the OCP Console link.

Note: OCP stands for OpenShift Container Platform.
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Reservation Details
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5. Enter the Cluster Admin Username and Cluster Admin Password values from step 3 and click Log in.

Log in to your account RedHat
OpenShift

kubeadman Welcome to Red Hat OpenShift

Password *

6. Click Help (E) and then click Command Line Tools.

kube:admin =

Yol are lagged In o5 a femparary administrative user. Update the chisfar Suth configuration fe allow others toJog in.

o Administrator

Overview

Hame

Cluste: Shate Feectiack
Operators il

About

Hrosidody Getting started resources. @

hatwarking B Setup your chister o Bud with guidled documentatian M Explare new acmin featury

Storage

Addigantiny peoviders 4 AR Explorer 4

machine.
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luba:admin =

You are logged Inas » temporary administrative user, Update fie chastier Ofuth.configation 1o allow athers talog n

Command Line Tools

Home
Operators oy hagm command &

3 o¢ - OpenShift Command Line Interface (CLI)

Networking With the CipenShift comemand ine intertace. you can create spplications and manage OperShilL projects liom & Lerminat

- o5 a5 the kubect] binary but It i further eatendes 1o nathety suppart OpenShift Contaier Platiorm fratures
Storage

helm - Helm 3 CLI

PATH, or set the PATH environment variable to include the location of the oc binary.

8. Verify the installation by running the oc command on your local workstation.

oc --help

Sample output:

andrewjones@Andrews-MBP ~ % oc —--help
OpenShift Client

This client helps you develop, build, deploy, and run your applications on any
OpenShift or Kubernetes cluster. It also includes the administrative
commands for managing a cluster under the 'adm' subcommand.

Basic Commands:

login Log in to a server

new-project Request a new project

new-app Create a new application

status Show an overview of the current project
project Switch to another project

projects Display existing projects

explain Get documentation for a resource

Build and Deploy Commands:

rollout Manage a Kubernetes deployment or OpenShift deployment
config
rollback Revert part of an application back to a previous deployment
8 Mac/0S users may need to adjust security settings. v

The oc binary may cause a security exception. Adjust the security settings by opening the System Settings utility
and clicking Privacy & Security. Under Security locate the message about the oc binary and click Allow Anyway.
Return to the terminal window and try the oc --help command again and click Allow Anyway when prompted.

Prepare to ingest documents

Before ingesting documents, complete the following setup steps.
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Log in to the OpenShift cluster from your local terminal

Note: If you just installed the oc utility, skip the next 5 steps.

ITZ My reservations

2. Click the Single Node OpenShift tile.
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watsonx Assistant for Z Pilot - watsonx O...

3. Scroll to the bottom of the reservation page and record the Cluster Admin Username and Cluster Admin

Password.

Resorvation Dotalls

BAATZITLIIBITET Pl Ybabedd osp e chione b mucem A 1R

ssh BrunerBapi bT2TLI0ITLT DB babedd oep dschrane s coon -p A0222

4. Click the OCP Console link.
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Reservation Details

ap|ATIITLIIBITT TeT Y babcst ocp echaoneibm.comAd 180

=3 BRAerEARLAT2ATLIRITH? T GaBeAd.ocpRcheana M. com -3 4RI 22

Hoewve.euclovd echeome. iam,con

Doweloud hubecesfiy 3,

5. Enter the Cluster Admin Username and Cluster Admin Password values from step 3 and click Log in.

Log in to your account RedHat

OpenShift

Wsername *

kubeadman Welcome to Red Hat OpenShift

Password *

6. Click the kube:admin profile drop-down and click Copy login command.

= Red Hat
= CpenShifton IBM Techzone

Copy logn command

You are logged inas & temporary administrative user. Update the dhuster Ofwth configumtion 10 allow athers o log in
% Administrator

Wser Preferences

Command Line Tools

Home
Operators ooy g s
Warkioads

o¢ - OpenShift Command Line Interface (CLI)

Networking

With the OpenShift command i Face, you can creste spplications and manage OpenShilt propects from

The o< binany offers the same capa s thi kubect] binary, but (¢ s further extended 10 natively support OpenShifs

Storage

7. Click Display Token.

Display Tokan

8. Select and copy the Log in with this token string.
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For most operating systems, double-click the value, then right-click and select Copy.

Your API token is
5ha256~2uWREKDNkYniIYOmBg8iKoUXPdFF Fmou-ods5Fs rdMa

Log in with this token

ac login —token=sha2 s~z iWRRKDNKYN LLYOnEQLK cUXPAFF Fmou-2435F s roNA —server=httpsi//apl. 672079320707 107 28652304, 0Cp. techzone  4F S H:\;:jﬂ
n

L_Capy |
Use this token dirsctly sgainst the API e
Samrch Google for "< begh - ioken=shadBll-.
curl -H "Authorizations Bearsr shadSE-zuWRBKDAKYNATYOREGRLKoUNPFFFmou-odsSFs rdiA® "https://api.E72679320C 4716720652304 0cp. teel priy.. Wl/users/an

Oper in Reading Made
Teanalate Sebetion lo English

Foaquest ancthar Ioien Iepect
Logout Speech >
Sorvices 3

9. Open a command prompt or terminal window on your local workstation.

10. Paste the login command and press enter.

[ N ] - 1" -rah — 135237

andrewjones@Andrews-MBF ~ % oc login --token=sha2B56~mJ4LBK6cUMyNyk2Z69KMm3vbPlsWcBSWoeeDdVqtAS4 ~—server=https://api.672371d38376796109 |
babchdd.ocp.techzone.ibm. com: 6443

Logged into "https://api.672371d38376796Ffb96abcsd.ocp.techzone.ibm.com: 6443" as “"kube:admin" using the token provided.
You have access to 78 projects, the list has been suppressed. You can list all projects with 'oc projects’

Using project "default™.
andrewjones@Andrews-MBP ~ %

Create a working directory

1. Create a directory to store the configuration files that you will create in the next steps.

A Instructions vary by your local workstation's operating system.

The directions that follow may vary depending on your operating system. The examples provided are based upon
MacOS.

mkdir watsonxAssistant

2. Change to the new directory.

cd watsonxAssistant

200 m i — -zmh — 138n37

andrewjones@Andrews-MBP ~ % oc login —-token=sha256~ml4L8KécUMyNyk2Z6FKMm3vbPLlsWeBSWlee0dVgtADSs ——server=https://apl.&672371d38376796Tb9 ©
éabcdd.ocp.techzone, 1bm.com: 6443

Logged into "https://fapi.&672371d38376796Fb96abcad.ocp.techzone.ibm.com: 6443 as “kube:admin® using the token provided.
You have access to 78 projects, the list has been suppressed. You can list all projects with 'oc projects'

Using project "default".
andrewjones@Andrews-MBP ~ % mkdir watsonxAssistant |

andrewjones@Andrews-MBP ~ % cd watsonxAssis

andrewjones@Andrews-MBP watsonxAssistant %
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Install IBM Certificate Manager on Red Hat OpenShift

1. In a text editor, create a file that is named catalogCertManager.yaml and paste the following text in the file.

Q Formatting of the yaml file is critical!

The content of the YAML file must be formatted exactly as shown. Use the Copy icon to prevent typographical
errors.

File name:
catalogCertManager.yaml
File contents:

apiVersion: operators.coreos.com/vlalphal
kind: CatalogSource
metadata:
name: ibm-cert-manager-catalog
namespace: openshift-marketplace
spec:
displayName: ibm-cert-manager-4.2.7
grpcPodConfig:
securityContextConfig: restricted
image: icr.io/cpopen/ibm-cert-manager-operator-
catalog@sha256:4dcf4ace4b5f166T83b310631f7e6404dbf78d8e98a9d4fcf52fedf576a55cabe
publisher: IBM
sourceType: grpc
updateStrategy:
registryPoll:
interval: 30m@s

2. Install the IBM Certificate Manager operator in the Red Hat OpenShift cluster.
oc apply -f catalogCertManager.yaml

The preceding command returns a message that states the ibm-cert-manager-catalog was created.

3. In the OpenShift web console, click Operators and then select OperatorHub.

Red Hat

Dpenshift on IBM Techzone

i are logged in s b termpoeary administrative usr. Update the dhater Qfuth sonfiguation te allaw sthen t kg in.
2 Administratar

Command Line Tools

ac - DpenShift Command Line Interface (CLI)

With the ipertShift command e interface, you can create applications and manage OpenGhits projects from a terminal

Warklioads i
. the kubwst] binary, But it is further sxtencied 1o natively suppan CpenShift Container Pltform (ratures

Networking

4. Click the Project to pull-down menu and click the Show default projects toggle.
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6. Enter IBM Cert Manager in the search field and then click the IBM Cert Manager tile.

5;3 Be patient.

It may take a minute or two for the IBM Cert Manager tile to appear.

Note: The current version of the operator may differ than shown in the image below. Select the most current
version.

You are logged In as 2 temporiny adminkstrative user. Update the chustes Outh conflguration 1o allow othevs ta log in.

Project opershift-marketplace =

ity and Red Hat partners, curated by Red Hat. You gan purchase commencial software throwgh Red Marketpleos . You caninstall Operators on your clusters to provide optional add-ons and shared

e Operator capabilities will appear in the O

D cover Operaters from the Kubernetes coms
services Lo your developers. After installation,

ok per Catalog providing o self-seevice experence
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| Ao Miitems

Operatorub

2l/Machine Learning :
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Eig Dt
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Storage
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7. Click Install.

IBM Cert Manager x

A 2.7 prondced Dy [BM
Install
Channel You can use BEM Cart Manager Ciparatar ta insfall the 1EM certificate manager sardice: BEM cortficate
i T ager service 2342 and manages K509 certificates fram various Jources, such 35 3 Smp SKning
vi2 T bayppnic o sallCisgned. Rsndored cartibeated M vabd hnd op 1o dite ded will e caBERE. belon

they aupine. IF you ame using this operator as part of an IBM Cloud Fak, cee the decumantation for your
Wersion specific [BM Cloud Pak to bearn more-abrout |
et 183 0 ks, 3w M

eperator service. For mare

Capability level
& Ban lentall
& Seamless Upgrades.

Source

ib-cert-manager-4.2.7

8. Keep the default settings and click Install.

Red Hat a o @ kube:admin =
hift on IBM one
You arm logged in w.a terrgosry sdministrative usec. Uipcate: the chister Ciwth configuition to sl othens ta log in
cartub ¥ Cperaier instatation
Install Operator
Install your Operator by subscribing teone of the update channels 1o keep the Operator up to date. The strategy determines either marual or sutomatic updates.
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Version *
427 - (50 CertificateRequest (3 Certificate
Mot available A Certificate resource shouid be created
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h pae Spec.secrethlane , Documentatian
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Do not continue until...

The installation process takes a few minutes. Do not continue until you see the following message: Installed
operator: ready for use.

= RedHat

OpensShifton IBM Techzone

o s Bogied in 48 b temposany sdvanistrative user Update the chater Ofuth configuration to aliow sthavs 1o leg .

o Administrator

Installed operator: ready for use

Install the watsonx Assistant for Z Operator (for OpenSearch)

1. In your command prompt or terminal window, create a new namespace called wxa4z-byos in the Red Hat
OpenShift cluster.

oc create namespace wxa4z-byos

2. Create or obtain your IBM Container Software production entitlement key.
A production entitlement key is required to pull the container images that get deployed by the operator.
To create or retrieve your existing entitlement key, follow the instructions here.

If you don't have an entitlement key at the above link, click the Add new key to create a new one or visit this link

to create a new one.
If extra assistance is needed, refer to this site. Note, the process here is not
Locate your existing key or create a new one and continue to the next step.

3. Click copy and record your entitlement key for future use in a secure location.
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Pak Access Management
Entitlement keys
Cantalner software Ubrary Access your container software
Your entitlement key allows you to access all your container software in the IBM Entitled Registry. For a full list of

container software you own, view your container software library

Active entitlement keys

Use any active entitlement key ta log in to tha image ragistry and retrieve any container softwara you own. A it by
v

— You can have a maximum ef (5) entitiement keys.
— Once a key is deleted, it's no longer valid,

Issue date: October 17, 2022

B wewe sesnais . searaes sessseesgn

Copy iu}

Delete 1]

4. In your command prompt or terminal window, set an environment variable with your production entitlement key.
Substitute your production entitlement key copied in the last step for <entitlement key> .

Mac OS:

export IBM_CS_ENT_KEY=<entitlement key>
Microsoft Windows:

set IBM_CS_ENT_KEY=<entitlement key>

5. Enter the following command to create a pull secret for the Container Registry.

Mac OS:

oc -n wxadz-byos create secret docker-registry icr-pull-secret --docker-server=cp.icr.io --
docker-username=cp --docker-password=SIBM_CS_ENT_KEY

Microsoft Windows:

oc -n wxadz-byos create secret docker-registry icr-pull-secret --docker-server=cp.icr.io --
docker-username=cp --docker-password=%IBM_CS_ENT_KEY%

LR ] T watsoneAssistant — cocurerip Bid-puml:- — -3h — 13537
andrewjones@Andrews-MBP watsonxAssistant % oc create namespace wxadz-byos
namespace/wxatz-byos created

ANOTEWICNESWANTEEWS—MBF WATSONXASSISTANT % EXporT LBM_US_ENT_KEY=

andrewjones@Andrews-MBP watsonxAssistant % oc -n wxas4z-byos create secret docker-registry icr-pull-secret —-docker-server=cp.icr.io --d

%MW&#WWMW C3 _ENT_KEY.
secret/icr-pull-secret created :

andrewjones@Andrevs-MBP WatsonxAssistant % I

6. In a text editor, create a file that is named catalogSource.yaml and paste the following text in the file.
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Q Formatting of the yaml file is critical!

The content of YAML files must be formatted exactly as shown. Use the copy icon to prevent typographical errors.

File name:

catalogSource.yaml

File contents:

apiVersion: operators.coreos.com/vlalphal
kind: CatalogSource
metadata:
name: ibm-wxa4z-operator-catalog
namespace: wxad4z-byos
spec:
displayName: "IBM watsonx Assistant for Z Operator Catalog"
image: icr.io/cpopen/ibm-wxa4z-
catalog:v2.1.0@sha256:a085d360b6aabe40cf86a632eb5cd190a0407d1c54ec1b2d1d2fb5507f39a524
publisher: 'IBM'
sourceType: grpc
secrets:
- icr-pull-secret

7. Create your document catalog in the Red Hat OpenShift operator.

oc apply -f catalogSource.yaml

L] L =] - PV L~ == IS = T30N3T

andrewjones@Andrews-MBP watsonxAssistant % oc create namespace wxakz-byos o
namespace/wxatz-byos created

andrewjones@Andrews-MBP watsonxAssistant % export IBM_CS_ENT_KEY=eyJl@eXAiOiJKV1QiLCJIhbGei0idIUzI1Nil9.eylpc3Mi0illQkBgTWFya2VBcGxhY2Uil
CIpYXQi0jE2NiYwMTk10DASImpRaSI6I JNKkOWUYMzZZTAZMDAzMzVhNT JhYTkzMWNmOTcyMORLING . 4M3XRD4X zkHMSOKFNI4uKVeWZASNEADZO3eL_11AZxY
andrewjones@Andrews-MBP watsonxAssistant % oc -n wxadz-byos create secret docker—‘registry icr-pull-secret --docker-server=cp.icr.io --d
ocker-username=cp ——docker—-password=3IBM_CS_ENT_KEY

secret/icr-pull-secret created

andrewjones@Andrews-MBP watsonxAssistant ¥ vi catalogSource.yaml

andrewjones@Andrews-MBP watsonxAssistant % vi catalooSource.vaml
andrewjones@Andrews-MB? watsonxAssistant %loc_apply -f catalogSource.yaml|

andrewjones@Andrews—MBP watsonxAssistant % l

8. In the Red Hat OpenShift web console, click OperatorHub and select the wxa4z-byos project.


http://localhost:8000/byosd/_attachments/createCatalog.png
http://localhost:8000/byosd/_attachments/createCatalog.png

Shifton IBM Techzone

RedHat

IBM watsonx Assistant for Z Level 4 Lab Guide 67 / 346

o Administrator
| Project spenchift-marketplace »

openshift-node -
Cperators epanshift-nutssi-inra »
cpenshift-oauth-apisenes .
| cpenshift-cpenstack-infra "
spenshift-cperator-lilecycle-mansger L
apenshift-operators -
epmpabifl-cart-infra *
epenshift-com-kubemetes #  Community
cpanahift-routs-cortrolier- manager *
nent
openshift-service ca -
opanshift-service-ca-aperter *  ovision
anage AP
il s *
epenshift-vaphere-inira .
tachzana-infrs »
| wmadi-tyos - ity

Strearring & Meaaing

ou ntm bogged in ax & temporary sdminis

parinars, curated by Had Hat. Yo
Bties wil appear in the ©

. Commusnty
[DEPRECATED] CrowdStrike
Operator

proniced by Srom

DEPRECATED] Liki the
CrawdStrike F.

Operator
from the certified channef instead

,ﬁ% Marketplace

Abot Operator-w3D.0

d by Rerbiaca Techncloge

an puichase commecial software thatgh R
hog providing 3 self-service experience.

i e, Update thee chustes Qfuth confiquration te sllom athers 1o log

. Marketplace

[DEPRECATED] CromdStriko
Operator

provided by

CrowdSike

[DEPRECATED)] U the

o

Stz Falcon Operator

the cenified channe| Futeed

o Cenifisd
Accuknox Dperator
vl by ACCUTOX Ing

[E Cammunity

[DEPRECATED] Hazalcast
Platform Operator

Saeicast In

[DEPRECATED] Use the costifiee

Hazelcast Operator instead

. P Hat

Advanced Cluster
Management for Kubernetes

o 1, ks can Install Operatons on your chisters 1o provide optional add-ons and shared

624 itern

9. Enter ibm watsonx in the search field and the click the IBM watsonx Assistant for Z Operator Catalog tile.

@ Be patient.

[t may take a minute or two for the IBM watsonx Assistant for Z Operator Catalog tile to appear. Reload the

browser page if the operator is not listed.

Note: The current version of the operator may differ than that shown in the image below.
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10. Click Install.

abwmaces commurity and Red Hat partners, curated by Hed Hat
rinstalistion, the Operatar capablities wil sopeatin the Develaper Catalog providing 3 self-service separience:

Yo aré laggad In 33 & tempiorany administrative use: Update th

You can purchase commac il scftwans theough Rec |

r Ofuth configurmtion te

o Qe to lag i,

e @

hube:admin ~

w0, You can install Operators on your chusters o pravide optional acd-ons and shared

Titems

Note: The current version of the operator may differ than the one shown in the image after this. Select the most

current version.
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11. Select A specific namespace on the cluster (a) under Installation mode and wxa4z-byos (b) for the Installed
Namespace, then click Install (c).
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Do not continue until...

The installation process takes a few minutes. Do not continue until you see the following message: Installed

operator: ready for use.

c @ kubae:admin

Wous are loggedin s s tempoary sdminstrative e, Lpdate the chister Qtuth confiounation to allow others to login.
% Administrator

1BM watsonx Assistant for 2 Q

Installed cperator: ready for use

Utser Mana

A

12. In your command prompt or terminal window, run the following commands to add the Container Registry

credential to the operator's service account.

Mac OS and Microsoft Windows:

oc patch serviceaccount ibm-wxa4z-operator-controller-manager --type merge -p
'{"imagePullSecrets": [{"name": "icr-pull-secret"}]}’

Microsoft Windows:

oc patch serviceaccount ibm-wxa4z-operator-controller-manager --type merge -p
{\"imagePullSecrets\":[{\"name\":\"icr-pull-secret\"}]}"

ece [ watsonuAssistant — cecuser®n] 345-pymic- — -2sh — 138037
andrewjones@Andrews—-MBP watsonxAssistant % oc create namespace wxa4z-byos

namespace/wxa4z-byos created
andrewjones@Andrews-MBP watsonxAssistant % export IBM_CS_ENT_KEY=eyJleeXAi0iJKV1QiLClhbGci0ilIUzI1NiJ9.eylpc3MinillQkagTWFya2VecGxhY2UiL

CIpYXQi0FE2NG YWMT k10DAs ImpBaSI6TjNkOWUyMzZF2TAzMDOzMzVhNT JhY TkzMWNmMOTcyMDR1IN® . SM3XRO4Xz kHMSOKFNI&uKVcWZESnEAOZO3el _11A2xY
andrewjones@Andrews—MBP watsconxAssistant % oc -n wxa4z-byos create secret docker-registry icr-pull-secret —--docker-server=cp.icr.ie —-d
ocker-username=cp ——docker-password=$IBM_CS_ENT_KEY

secret/icr-pull-secret created

andrewjones@Andrews—MBP watsonxAssistant % wi catalogSource.yaml

andrewjones@Andrews—MBP watsonxAssistant % vwi catalogSource.yaml

andrewjones@Andrews—MBP watsonxAssistant % oc apply -f catalogSource.yaml

catalogsource.operators,coreos,com/ibm-wxadz-anaratnr-cataloa _created

andrewjonesPAndrews—MBP watsonxAssistant % oc project wxaiz-byos

Now _using project "wxatz- byos" on server "https://apl. 672371d38376796TbP6aschd. ocp. techzone. 1bm. com: 64437,

andrew}ones@Andrews—HBP watsonxAssistant % oc patch serviceaccount ibm-wxa4z-operator-controller-manager ——type merge -p {"lmagePullS&
cretst: T44 Limdicr—pull-secret"}1}:

3serv1ceaccuunt!1bm—wxaaz operator-controller-manager patched

andrewjonesPAndrews-MBP watsonxAssistant %

13. In the Red Hat OpenShift web console, under Workloads, click Pods.
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15. Run the following command to set the administrative policy for the workspace.

oc -n wxadz-byos adm policy add-scc-to-user privileged -z byos

andrewjones@Andrews-MBP watsonxAssistant % oc create namespace wxa4z-byos

namespace/wxa4z-byos created

andrewjones@Andrews-MBP watsonxAssistant % export IBM_CS_ENT_KEY=eyJl@eXAiOiJKVIQIiLCIhbGciNilIUzIINiIJ9.eylpcaMi0illQkegTWFya2VlcBxhy2Uil
CIpYXQi0FEZNT YWMTK10DASImp@aSI6I INKOWUYMzZ JZTAZMDAzMzVhNT IhY TKkzMWNMOTCyMORLING . 4M3XRD4XZKHMSOKFNI4uKVcWZE6SNEADZO3eL _11A2xY
andrewjones@Andrews-MBP watsonxAssistant % oc —-n wxa4z-byos create secret docker-registry icr-pull-secret ——docker-server=cp.icr.io —-d
ocker-username=cp ——docker—password=8IBM_CS_ENT_KEY

secret/icr-pull-secret created

andrewjonesPAndrews-MBP watsonxAssistant % vi catalogSource.yaml

andrewjonesPAndrews-MBP watsonxAssistant % vi catalogSource.yaml

andrewjones@PAndrews-MBP watsonxAssistant % oc apply -T catalogSource.yaml

catalogsource.operators.coreos.com/ibm-wxab4z-operator-catalog created

andrewjones@Andrews-MBP watsonxAssistant % oc project wxadz-byos

Now using project "wxadz-byos" on server "https://api.672371d38376796fb96abcsd.ocp.techzone. ibm.com:6443" .

andrewjones@Andrews—-MBP watsonxAssistant % oc patch serviceaccount ibm-wxa4z-operator-controller-manager --type merge -p '{"imagePullSe
crets": [{"name": "icr-pull-secret"} ]}’

serviceaccount/ibm-wxadz-operator-controller-manager patched

andrewjones@Andrews-MBP watsonxAssistant % oc -n wxakz-byos adm policy add-sce-to-user privileged -z byos
iclusterrole.rbac.authorization.k8s.io/system:openshift:scciprivileged added: "byos” :

andrewjones@Andrews-MBP watsonxAssistant % |

Deploy required secrets and the custom bring-your-own-search (BYOSearch) resources

1. In a text editor, create a file that is named os-secret.yaml, paste the following text in the file, and then modify
the default password.

File name:

os-secret.yaml


http://localhost:8000/byosd/_attachments/installAssistantOperator6.png
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Substitute a secure password of your choosing for the string <OPENSEARCH_PASSWORD> . Record this value for
later use.

File contents:

apiVersion: v
stringData:
password: <OPENSEARCH_PASSWORD>
kind: Secret
metadata:
name: opensearch-creds
namespace: wxa4z-byos
type: Opaque

2. Create the secret by running the following command.

oc apply -f os-secret.yaml

3. In a text editor, create a file that is named client-ingestion-secret.yaml, paste the following text in the file,
and then modify the default password.

File name:

client-ingestion-secret.yaml

Substitute a secure authentication key of your choosing for the string <CLIENT_INGESTION_AUTHKEY> . The
authentication key can be a random password. Record this value for later use.

File contents:

apiVersion: v
stringData:
authkey: <CLIENT_INGESTION_AUTHKEY>
kind: Secret
metadata:
name: client-ingestion-authkey
namespace: wxad4z-byos
type: Opaque

4. Create the secret by running the following command.

oc apply -f client-ingestion-secret.yaml

5. In a text editor, create a file that is named wrapper-creds.yaml, paste the following text in the file, and then
modify the default password.

File name:

wrapper-creds.yaml
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Substitute a secure password credential of your choosing for the string <WRAPPER_PASSWORD> . The password
can be a random password. Record this value for later use. Use this password in the following steps when you
configure your BYOS connection in your assistant to connect to the network route.
File contents:
apiVersion: v
stringData:
username: admin
password: <WRAPPER_PASSWORD>
kind: Secret
metadata:
name: wrapper-creds

namespace: wxad4z-byos
type: Opaque

6. Create the secret by running the following command.
oc apply -f wrapper-creds.yaml
7. Obtain and record your cluster domain that is used for routes by running the following command.

oc -n openshift-ingress-operator get ingresscontroller default -o jsonpath="{.status.domain}"

The output from the command does not include a newline.

The value returned for the cluster domain does not include a newline. When copying the value do not include the
character or characters used for your command line prompt. Do not include your prompt in the next step! For
example, the command may return apps.678e206af501a868a5828e4a.ocp.techzone.ibm.com% . You do NOT want
to include the % character which was part of the terminal command prompt.

Note: The output of the command will be a string similar to:
apps.672b79320c7a71b728e523b4.ocp.techzone.ibm.com

8. In a text editor, create a file that is named byos.yaml and paste the following text in the file.

File name:
byos.yaml

Substitute the domain name recorded in the previous step for the string <YOUR_CLUSTER_DOMAIN> .

File contents:
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apiVersion: wxa4z.watsonx.ibm.com/v1
kind: BYOSearch
metadata:
name: byosearch
namespace: wxad4z-byos
spec:
imagePullSecrets:
- name : icr-pull-secret
namespace: wxad4z-byos
clusterName: wxa4z-byos-cluster
clusterDomain: <YOUR_CLUSTER_DOMAIN>

opensearch:
secretName: opensearch-creds

persistence:
enabled: true
storageClass: "managed-nfs-storage"
accessModes:
- ReadWriteOnce
size: 24Gi

wrapper:
createRoute: true
resources:
requests:
cpu: 2
memory: "500Mi"
limits:
cpu: 2
memory: "1Gi"

clientIngestion:
secretName: client-ingestion-authkey

resources:
limits:
cpu: "500m"
memory: 2Gi
nvidia.com/gpu: "@"
requests:
cpu: "500m"
memory: 1Gi
nvidia.com/gpu: "@"
pvc:
storageClass: "managed-nfs-storage”
enabled: true
size: 24Gi

9. Run the following command to deploy BYOS on your cluster.

oc apply -f byos.yaml

Verify all the required pods are running and get the network route to your BYOS instance
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Do not continue until...

The BYOS deployment can take 20 minutes or more to complete. Do not continue until all the pods have a status of
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. Copy and record the location for the wxa4z-opensearch-wrapper route.
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Update your assistant with the new BYOS instance route

https://wxadz-opensearch-wrapper-wxa4z-
byos.apps.672b79320c7a71b728e523b4 .ocp.techzone.ibm.com/v1/query

Important: The above URL will not work for you. Use the value of your specific OpenSearch instance that is

Username and the Password will be the password that you specified in the wrapper-creds.yaml file.

@ Don't recall how to set the customer search URL?

Refer back to Creating an assistant and configuring conversational search if you don't remember how to specify
the customer search URL.

3. Test your assistant and verify that it is still answering questions that are related to IBM Z.

Experiment with different prompts and validate that the answers provided are reasonable, and that you can view

correctly and you specified the wrapper-creds.yaml password as the admin password.

Troubleshooting


http://localhost:8000/byosd/_attachments/ocpRouteToWrapper.png
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The following are issues that you may encounter. If the provided resolutions do not work, contact support by using
the methods that are mentioned in the Support section.

® Pods have a status of ErrlmagePull or ImagePullBackoff v

If the pods starting with ibm-wxa4z-operator have a status of “ErrlmagePull” or “ImagePullBackoff”, you can delete the
pod and it will automatically restart and pull the image successfully. Wait until the pod is re-created successfully.

® The wxa4dz-client-ingestion pod does not start v
Did you include the % character in the clusterDomain name when creating the byos.yaml? To resolve, edit the
byos.yaml file and run the following command again. The current pod will be terminated and a new one started. This

will take about 20 minutes to start.

oc apply -f byos.yaml
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Installing and using zassist to ingest client documents

With bring-your-own-search (BYOS) installed and configured in your assistant, you can now prepare for document
conversational search by creating an internal knowledge base with their documentation. Using the client's
documentation allows the assistant to provide valuable responses to a range of questions not possible with the
default documentation available.

As an example, a client mentioned that their developers often need reference material on company-specific legacy
code or company-specific syntax. The users must search through volumes of documentation to find it or look at old
code. Also, a need for their operational support group to quickly determine how to resolve technical issues using
runbooks exists.

You can show your client how watsonx Assistant for Z can assist developers and operational support personnel in
finding answers about internal processes for code development and deployment.

Currently, only PDF, HTML, and DOCX file formats are supported for ingestion.

A high-level, logical architecture of the environment is illustrated in the following diagram.
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To prepare for document ingestion, you can also reference the setup instructions that are located here.

Install the zassist utility

The zassist utility is an executable program that automates the ingestion of client documentation into the RAG for
watsonx Assistant for Z. A version of zassist is available for download for IBMers and Business Partners for
conducting pilots. Follow the steps to download and install zassist.

@ How do clients get the zassist utility?

The utility is available to clients through IBM Passport Advantage.

1. Click the following link and download the zassist.zip file.

https://ibm.box.com/s/j3nt5iw4fqdSw2jgcqwxnjlsu8bpvl77


http://localhost:8000/byosd/_attachments/LabArchitecture-Lab%202%20-%20b.png
http://localhost:8000/byosd/_attachments/LabArchitecture-Lab%202%20-%20b.png
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https://ibm.box.com/s/j3nt5iw4fqd5w2jgcqwxnjlsu8bpvl77
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2assist.aip

sl zip

assist

2. Extract the zassist.zip file.

3. Locate the appropriate file for your local workstation's operating system.

< watsonxAssistant

Name

1 byos.yaml

@ cacrt

1 catalogCertManageryaml|

! catalogSource.yam|

! client-ingestion-secret.yam|

“: 7 mac-arm

" "

u> = : L]

L f‘!‘u\tqr;quokvssai ssssmmaml
I zassist.zip

= M

Date Modified

Today at 12:17 PM
Today at 11:36 AM
Today at 915 AM

Today at 9:25 AM
Today at 10:05 AM
Today at 10:04 AM

Sep 5§, 2024 at 11:15AM
Sep 18, 2024 at 815 AM
Sep 18, 2024 at 8:156 AM
Sep 18, 2024 at 817 AM
Sep 18, 2024 at 8:156 AM
Sep 18, 2024 at 815 AM
Today at 1:47 PM

ooo
goa LT] 0
Size

956 bytes
Zero bytes
476 bytes
397 bytes
155 bytes
149 bytes

©v Q
Kind

YAML
certificate
YAML
YAML
YAML
YAML
Folder
Folder
Folder
Unix Ex...ble File
Folder

Folder

ZIP archive

4. Either copy the appropriate zassist file to a directory in your PATH, or add the appropriate directory to your PATH

environment variable.

Additional information for running the preceding tasks can be found here.

ﬁ Windows users may need to rename the file zassist file!

If the zassist file does not execute properly, rename the file to zassist.exe.

5. Run the zassist command to verify that it is working.

zassist

soe
andrewjones@Andrews-MacBook-Fro

andrewiones@Andrews-MacBook-Pro watsonxAssistant %

3 watsoniAssistant — - i3h = 157 =40
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‘-;f)) Mac/0S users may need to adjust security settings. v

The zassist binary may cause a security exception. Adjust the security settings by opening the System Settings
utility and clicking Privacy & Security. Under Security locate the message about the zassist binary and click Allow

Anyway. Return to the terminal window and try running teh command again.

Ingest client documentation using zassist

With the zassist command installed, you are now able to begin ingesting data.

Step-by-step guidance for ingesting documents using zassist is provided in the IBM watsonx Assistant for Z

documentation.

1. Download the BYoD.zip file.

BYOD.zip

A What is in the sample client documentation?

Three sample documents are included:

e Mainframe_COBOL_Error_Codes.pdf

This is a document containing company-specific mainframe COBOL error codes for their application.
Developers within the organization typically review this document to quickly diagnose issues based on the
application error codes returned.

e Mainframe_Operational_Incidents_Log.pdf
This document is leveraged by the organization’s operational support team and contains historical records of

production-level incidents that occurred. For each incident, there’s a record of what the incident was, the date,

how it was resolved and who was involved in resolving the incident.

This document is leveraged by the development team and contains details about the organization’s internal
framework for developing applications consisting of legacy COBOL CICS interoperating with new Java code.

Within the document contains company-specific coding practices and code syntax that the developers

frequently reference.

2. Extract the BYoD.zip file.
3. Change to the BYoD directory.
4. Set the TLS_VERIFY environment variable to false.

Mac OS:

export TLS_VERIFY=false


https://github.com/IBM/SalesEnablement-L4-watsonx-AssistantForZ/raw/refs/heads/main/docs/Setup/_sampleDocs/BYOD.zip
https://github.com/IBM/SalesEnablement-L4-watsonx-AssistantForZ/raw/refs/heads/main/docs/Setup/_sampleDocs/BYOD.zip

Windows OS:

set TLS_VERIFY=false

Windows OS PowerShell:

Set-Item Env:\TLS_VERIFY "false"

5. Initialize the zassist environment.

zassist init
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6. Retrieve the server URL for the client ingestion server.

echo https://$(oc -n wxadz-byos get route wxadz-client-ingestion -o jsonpath="{.spec.host}")

The output of this command is your unique URL for your client ingestion server.

Project wada-tyes =

Routes

T Filter = Mame =
Hanwe
(P v cient-ingestian
G} wwa - opensonnch-wrapper

Storage

7. Retrieve the client-ingestion-authkey .

oc -n wxadz-byos get secret client-ingestion-authkey -o jsonpath="{.data.authkey}" |

d

R O @

kubezadmin

You aem logged in wxa tempocary sdministrathve unee. Undate the chiater Ofuth configucation to allow others to log in.

Lo<ation

Status

& Accepted

B Accepted

base64 -

The output of this command is your unique auth-key that you had previously set. You will need the output of both

previous commands in the next step.

® If the command doesn’t work for you...

You can find your authkey value by viewing the client-ingestion-secret.yaml file you created and copying the

value set for the authkey parameter.



http://localhost:8000/byosd/_attachments/GetIngestRoute.png
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8. Login to your server. Replace <server url> with the value from step 6.

zassist login <server url>

9. When prompted, enter the password from step 7. Verify that a Success message is received.

10. Verify zassist is ready to ingest documents by checking the status.

11.

zassist status

o0 0 £ BYOD — -rah = 111x32

andrewjones@Andrews—MBP BYOD % export TLS_VERIFY=false

andrewjones@Andrews-MBP BYOD % zassist init

andrewjones@Andrews-MBP BYOD % echo https://%(oc -n wxa4z-byos get route wxa4z-client-ingestion -o jsonpath="{.
spec.host}")

https://wxabdz-client-ingestion—-wxas4z-byos.apps.67850b0240¢6211133baB749.0cp. techzone.ibm.com
andrewjones@Andrews-MBP BYOD % oc -n wxa4z-byos get secret client-ingestion-authkey -o jsonpath="{.data.authkey
3" | baseb4d -d

8 e

andrewjones@Andrews-MBP BYOD % zassist login https://wxa4z-client-ingestion-wxas4z-byos.apps.67850b02408c6211133b
a8749.o0cp.techzone.ibm. com

Enter .Password: *

S o T R EE O MR (P DT T I :

landrewjones@Andrews—-MBP BYOD % zassist status

Gathering local files...

Local Ingested Loaded Path

yes na no dev/COBOL-CICS-to-Java-Internal-Framework.pdf
yes no no dev/Mainframe_COBOL_Error_Codes.pdf
yes na no ops/Mainframe Operational Incidents Log.pdf

andrewjones@Andrews-mMBP BYOD % I

Ingest the documentation using the commands.

For the next steps, you must be in the root directory called BYOD.

zassist ingest dev

zassist ingest ops

12. Upload the ingested documents.

zassist load dev

zassist load ops

13. Verify that all documents were successfully ingested and loaded.

zassist status


http://localhost:8000/byosd/_attachments/zinitsummary.png
http://localhost:8000/byosd/_attachments/zinitsummary.png
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L ] [ ] £ BYOD = - reh = 111233
landrewjones@Andrews—MBP BYOD % zassist ingest dev |
Gathering local files...

Comparing uploaded files with local files...
Uploaded 2 documents

Started 2 embedding jobs

Completed 2 embedding jobs

Gathering local files...

Comparing uploaded files with local files...
Uploaded 1 documents

Started 1 embedding jobs

Completed 1 embedding jobs : - i
andrewiones@Andrews-MBP _BYOD % zassist load dew
Gathering local files...

Loaded 2 documents into Opensearch database
andrewiones@Andrews—MBP BYOD % zassist load ops
Gathering local files...

Loaded 1 documents into Opensearch database
landrewiones@Andrews-MBP BYOD % zassist status
Gathering.local..files....

Lecal : Ingested Loaded | Path

yes yes yes ' dev/COBOL-CICS-to-Java-Internal-Framework.pdf
yes :yes yes - dev/Mainframe_COBOL_Error_Codes.pdf

yes ‘yes yes ops/Mainframe_Operational_Incidents_Log.pdf

andrewjones@Andrews—MBP BYOD %
andrewinnes@Andrews—MBP BY(OD %

Verify that the assistant is using the ingested documents

Use the watsonx Orchestrate Al assistant builder to verify your document ingestion.

1. Enter the following prompt in your assistant and record the response (cut and paste into a text file on your local
machine).

The customer application is failing with ERR-CBL-001, what does this internal error mean?

@ Preview assistant oy link 1o thars Changeloyaut B hangé background. & Custormice web chat &3

Zeeves

Hi! I'm Zeewves. How can I help you today?

The custamer application is failing with ERR-CBL-001. what does this intemal error mea ‘l'ﬁ >

2. Click the Down arrow to view the citations for the response.



http://localhost:8000/byosd/_attachments/zassistLoadSuccessful.png
http://localhost:8000/byosd/_attachments/zassistLoadSuccessful.png
http://localhost:8000/byosd/_attachments/customerIngest1.png
http://localhost:8000/byosd/_attachments/customerIngest1.png
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1M watsonx Orchestrate

@ Preview assistant opy link 1o shars. T2 Ghange layaut ] Ghange backgreu SN Cusomine web chat
@ @ Zeeves (o)
The customer application is bailing with ER%-CAL-001, what does this Internal srror maan?
=3
&

3. Click View source for the Mainframe_COBOL_Error_Codes-... citation.

@ Preview assistant oy link o share 1) hange Lyoul 1 | | crange bachgrouna  # Custemize Witk chat

@ Zeaves

& Yalling will ERR:CBL-O0T, what divirs T Btornal eirof miai

Mainframe_COS0L_Erro

Q Take note of the order of the response citations!

4. Accept the security risk to view the source document for any ingested document cited.

The steps to accept the security risk for the document are not shown as it varies by the browser you are using.
The risk occurs because the certificate for the connection to the SNO instance is not secure. Notice that the URL

contains the path to your SNO instance route.


http://localhost:8000/byosd/_attachments/customerIngest2.png
http://localhost:8000/byosd/_attachments/customerIngest2.png
http://localhost:8000/byosd/_attachments/customerIngest3.png
http://localhost:8000/byosd/_attachments/customerIngest3.png
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Company-Specific Mainframe COBOL Error Codes

List of Eror Codes
ERR-CIL-201; Null valwe encountered bn mandatory field.

ERR-CBL-802; Overflow n mumeris computation.

FRR-CRL-B03: Fiks nat Sourd i JCL lsput directary.

FRR-CIRL-004: Duplicats recerd detecod disrin g WRITE oparation.
ERE-CIFL-005: index out of bounds in table processing.
ERR-CRL006: isvakid RED EFINE clause detected in sinscrare
ERR-CIL-007; 5004 abend due to invalid memory reference.

ERR-CHL.D0B: Division by zer encountered in srithmetic speration,

FRR-CRL-009; INSUFFICTENT MEMORY: Ussabile to 3Bocate g2 orage Sor SORT oparatsan. E

ERR-CRL-010: File sratus 35 Fils not epened (ormecily befere §oorc
ERE-CHL-011: Data mismatch error s READ INTO dause.
ERR-GRL-012; Invabid key o SEARCH ALL for indesed file,
ERR-CIEL-013: SOCT abend: Data exception encountered.
ERE-CIL-014: Lock timecat in CICS transaction.

FRE-CRL-015: File sxanus S0: Gesseral file handling ervor,
ERR-CIFL-016: |ob afled due tn excecded time allocation (MANCC=12).
ERE-CHL-017: Attempt to WHITE beyond maximem file size.
ERR-CEL O1H: Begal MOVE operation detected om OOMP: 3 foebd.

. ERR-CEL-019; Misadigned DD statement in J0L
N ELEsESEENEEERIREEAN RN AR R AR AR AN

5. Repeat the preceding steps for the following prompts in your assistant and record the responses (cut and paste
into a text file on your local machine).

Are there any production incidents that were resolved in relation to Data corruption in the
production database. If yes who can I collaborate with to resolve a similar issue today and
what are their names?

What specific syntax changes do I need to make in COBOL to call Java using the internal
framework? Please provide a detailed explanation.

What is the internal git lab link to execute the Java on z/0S pipeline?

Adjusting the search behavior

Do you recall the Metadata field when you configured your assistant?


http://localhost:8000/byosd/_attachments/customerIngest4.png
http://localhost:8000/byosd/_attachments/customerIngest4.png
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Custom service wa

nnnnn e

Default filter

- Metadata

Search display text
Dafinns the bt yOUT Berh wil despl

Marerulti found

The Metadata field provides a way to adjust your assistant’s behavior during conversational search for your
OpenSearch instance. Now that you have your own docs that are ingested for conversational search, you can set the
metadata field for your assistant to use those documents in its content-grounded search. If you leave the metadata
field empty, then it defaults to settings found to perform well but may not use the ingested documents as part of the
search results.

If you leave the Metadata field empty, OpenSearch relies on the default settings, which means OpenSearch searches
all the default IBM-provided documentation and all of the ingested customer documentation using the following
value:

{"ibm_indices" :"*_ibm_docs_slate, *_ibm_redbooks_slate",
“customer_indices”:“customer_*"}

Replacing the wildcard string with an explicit list of indices allows for personalization. The metadata setting is where
you can input specific indices (pointing to the underlying documentation) that you want your assistant to use for the
content-grounded search. There are over 220 products and topics that the OpenSearch instance has IBM
Documentation for. You can find those indices and products here.

You can input a subset of indices into the “Metadata” field in cases where you want your assistant to only gather
context for specific IBM products or topics. The specific indices can be listed out in this format:

n o, u "o "o u

{“ibm_indices” :“<comma separated index values>", “customer_indices”:“customer_*"}

and no ingested client documentation, you can enter the following into the metadata field:

{“ibm_indices” :“ss41q8_ibm_docs_slate”}


http://localhost:8000/byosd/_attachments/genAISettings2b.png
http://localhost:8000/byosd/_attachments/genAISettings2b.png
https://ibm.box.com/s/anioal2xuwbsck8v3l4r48juzh9tbcqn
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If you have a mix of IBM Documentation and client documentation ingested, then there's an optional search string
that you can use to set the “weights” used for each.

For example:

{"doc_weight":

{"product_docs":0.5,

"customer_docs":0.5},

"ibm_indices":"*_ibm_docs_slate, *_ibm_redbooks_slate",
"standardize" :true,

"customer_indices":"customer_*"

}

In this case, “product_docs” is the weight that is assigned to “ibm_indices” and “customer_docs” is the weight that is
assigned to “customer_indices”. For more information on customizing the metadata field for conversational search,
refer to this supplemental video found here.

click (c) Close. Notice the weight for customer_docs is heavier than the weight for product_docs.

{"doc_weight":

{"product_docs":0.2,

"customer_docs" :0.8},

"ibm_indices":"*_ibm_docs_slate, *_ibm_redbooks_slate",
"standardize" :true,

"customer_indices" :"customer_*"

}

i IBM watsonx Orchestrate

Custom service = Em E

setings instance
Citations

Criations will be desplayed 1o the end user, This doasn’t impact the numbor of citatians usod in th
respanse.

All

Default filter

Mexadata

“customer_indices* ‘customer_**

Search display text

Dafing This bext your search will display 10 tha end user

2. Hover over the Home (@) icon and click Preview.

3. Click the Restart conversation (: ) icon.


https://ibm.ent.box.com/s/2quy4drqp3bolgd6flqm0l1c549fz64x/file/1661645917984
http://localhost:8000/byosd/_attachments/customerIngest5.png
http://localhost:8000/byosd/_attachments/customerIngest5.png
http://localhost:8000/byosd/_attachments/homeIcon.png
http://localhost:8000/byosd/_attachments/homeIcon.png
http://localhost:8000/byosd/_attachments/reloadAssistantIcon.png
http://localhost:8000/byosd/_attachments/reloadAssistantIcon.png
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©  Preview assistant sy link ta 2har | | enangetayour manEs Baskgraung S coccnise webchat B

Assistant

Hi! I'm a virtual assistant.
How can I help you today?

—_—
[, Example: Find nearby location )
ek o st

P ~
[_Examphe: cneck account Baiance |
>

=
(,_Exampio: Sow now 1 can ralp |
_ - -

Powere by 1M watsonr ()

4. Repeat the queries four queries run earlier and record the results and the order of the response citations.

Compare the two sets of results. Notice how the answers changed based on the weighting of the ingested
documents versus the IBM product documentation. Were the ingested documents always the first document cited?
If not, why do you think that is?

Before proceeding, experiment with different metadata and other configuration settings for your custom service
instance.

ﬁ) For client pilots

If you or your client have other documents to ingest, you can do so by repeating the steps using zassist. The Velocity
Pilot ITZ environment is limited in compute and storage capacity. The following limits should be adhered to:

e Loading documents can take a long time, especially with > 100 MB of text.
e Itis recommended to run large loads late at night.
e When loading, ensure your workstations does not sleep during the process.

 If you receive a batch time error, set the batch size to a lower number for that command. For example:

zassist ingest . -s 50



http://localhost:8000/byosd/_attachments/reloadAssistant.png
http://localhost:8000/byosd/_attachments/reloadAssistant.png
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Skills and skill flows
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Getting started with skills and actions

Watsonx Assistant for Z automates a range of IBM Z related tasks through assistant interactions by importing skills.
Each skill is a pre-defined automation that accomplishes some unit or units of work by running tasks. For example,
skills can view z/0S IPL information or work with z/0S datasets.

Watsonx Assistant for Z extends watsonx Orchestrate, allowing users to build new skills from Ansible Automation

Playbooks, JCL, or REXX as skills. Learn more importing and building skills here.

A high-level, logical architecture of the environment is illustrated in the figure that follows.

Adding skills to assistant

@ IBM Cloud @ IBM Cloud
Ansible Auotmation
Platform
IBM watsonx Orchestrate Ansible Automation
Controller
<& A
Y
IBM watsonx Assistant for Z
extension LR -|§ignsd CA ificat quired for skills to communicate directly with L*OSW] ------ -
@ IBM Cloud
IBM watsonx Assistant .
g ‘¥  ZOSMF
B I I
HIHEL
o s |3 - =
& £ £ with
'é o o Data Ingestion (BYOD) v A 4
&
»_(Inference Foundation Model (IFM) Job/script execution
= LLM Deployment on z/0S
Cloud Pak infrastructure - software core OpenSearch
Red Hat OpenShift Red Hat OpenShift ‘
20 Waz)
ITZ environment: watsonx Orchestrate ITZ environment: Single Node OpenShift ITZ environment: AAP & z/05
IBM Technology Zone environment | Platform Requisite | |m |
| Operating System | watsonx Assistant for Z L — ]

Environments

Watsonx Orchestrate


https://www.ibm.com/docs/en/watsonx/waz/2.x?topic=building-skills-from-ansible-controller-zos
http://localhost:8000/skills/_attachments/LabArchitecture-Lab%203.png
http://localhost:8000/skills/_attachments/LabArchitecture-Lab%203.png
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The Z Skills Accelerator extension is already configured in your watsonx Orchestrate IBM Technology Zone (ITZ)
environment. You can use this component to import new skills.

Ansible Automation Platform and Wazi as a Service

To import skills for automations, you use Ansible Automation Platform (AAP) and Wazi as a Service (Wazi aaS) to
serve as the z/0S back-end. Learn more about AAP here. Learn more about Wazi, here.

The two resources are provisioned together in the ITZ environment that you reserved earlier. This environment
enables the ability to manage and automate z/0S tasks and subsystems with various preinstalled Ansible
playbooks. It includes a z/0S back-end (Wazi as a Service) with all needed prerequisites.

The playbooks provided cover various use cases for automating z/0S management. Ansible’s capabilities for
automating various Z-specific tasks are not limited to the use cases that are preinstalled in the AAP instance. The
preinstalled playbooks are tasks from the ‘IBM z/0S core collection’. Using this environment accelerates the ability
to showcase the value of watsonx assistant for Z, and to get started with simple automations that can be expanded.

along with web-based access to AAP to experiment with different playbook templates. These templates are
imported into watsonx Orchestrate as skills and connected to your assistant.

For more information on the AAP and Wazi z/0S environments, refer to this document.

The playbook templates that are preinstalled in AAP cover various use cases, which you can explore, including:

« z/0S Certificate Management (create, delete, list, and renew certificates)
» dataset management (create, delete, fetch datasets)

e Submit JCL

e Run Operator commands

¢ Run TSO commands

e And more

Each of the sections that follow build upon each other. Complete each to successfully enhance your assistant by
starting with Explore Ansible Automation Platform.


https://www.redhat.com/en/technologies/management/ansible
https://www.ibm.com/cloud/wazi-as-a-service
https://ibm.ent.box.com/v/ansible4zos-demo-guide
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Explore Ansible Automation Platform

‘-;_()) Be sure to record the information as instructed

Several of the steps below instruct you to record values from your ITZ reservation. Be sure to do this as they will not
only be used in this section, but also in later sections of the lab guide.

1. In the IBM Technology Zone portal, expand My TechZone and select My Reservations, or click the following link.

pme to Technology Zone, Andrew

Eingle destination for our go-to-market teams and IBM business partners
~demand and live environments to learn, build, show, and share the value of
lly, they can extend our certified base images and further customize them for

ptration, and pilot activities
Search enviranments and ollections  Q,

q.
s

‘-‘mﬁ
R |

|

\‘ll )
) 0
8

Certified Base Images

Best starting point to build

These images are ‘TechZone Certified’ and represent the best starting point for building new content,
showing clients how easy it is to deploy IBM Technology from scratch, or testing custom configurations.

@ ol e
{ 4 My reservations
My beckmarked Hrarches s
My tavorites
My 4ervs tisis

Suanis - Rasdy

Sywtus - Besdy

My work hops

Single Node OpenShift (VMware on IBM C...

My avinis

Mo 5. 2024 05 AM

M6, B024 812 AM

N 12, 20249:04 AR Wow 11, 2024 65T AM

MIA 0

watsonx Assistant for Z Pilot - AAP & 2/05

Filter by intrastrchsn

Sratus - Raady

watsonx Assistant for Z Pilot - watsonx 0...

Mo 5, 3004 £:003 AM
Mav 43, 7024 6:08 AM

[

3. Locate and record the AAP User Name (For Ul access) and AAP User Password fields.


https://techzone.ibm.com/my/reservations
https://techzone.ibm.com/my/reservations
http://localhost:8000/skills/_attachments/itzMyReservations0.png
http://localhost:8000/skills/_attachments/itzMyReservations0.png
http://localhost:8000/skills/_attachments/itzMyReservations5.png
http://localhost:8000/skills/_attachments/itzMyReservations5.png
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1034109

169.63.103.211

LB USER

4. Record and then click the Ansible Automation Platform Ul link.

10000

Reservation Details

W0R4L06

130.239.83.37

A2AL07

167.63.103.211

1BMUSER

5. Enter the Username and Password that is recorded in step 3 and click Log In.


http://localhost:8000/skills/_attachments/itzAAPReservation0.png
http://localhost:8000/skills/_attachments/itzAAPReservation0.png
http://localhost:8000/skills/_attachments/itzAAPReservation1.png
http://localhost:8000/skills/_attachments/itzAAPReservation1.png
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Welcome to Ansible Automation

Platform! REd Hat
Plse i Ansible Automation

Platform

Username *

admin

Passward *

6. Click Templates under the Resources section.

a e - & admin -
B Atech preview of the new Arsible Artomation Platfoe user interface can be found hare.
Dashboard D
Hosts Failed heorsts Irvertories bwventory syne failures Projects Project sync failures
Jobststus  Recent.Job: Recent Template
Pastmonth »  ANjebigpes v Alljobs -
.
i
.
s
w
L]
&
=
2
g
WT e @A W0 0T 012 1003 W4 WS 1018 N7 T WM WD 0w DR YRl MM 107 WM W 0@ W@ 10N WAl un @ M3 W ms e

@ The AAP instance is preconfigured to the Wazi aaS instance

Note that because the AAP instance and the back-end z/0S system are preconfigured, no changes are needed to
execute the templates and they will target your provisioned z/0S system by default.

7. Locate the z/0S Ping template and click the rocket (¥) icon to start the template.


http://localhost:8000/skills/_attachments/aapLogin.png
http://localhost:8000/skills/_attachments/aapLogin.png
http://localhost:8000/skills/_attachments/aapTemplatesMenu.png
http://localhost:8000/skills/_attachments/aapTemplatesMenu.png
http://localhost:8000/skills/_attachments/rocketIcon.png
http://localhost:8000/skills/_attachments/rocketIcon.png
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L e - 2 admin =

Views 3 2/0S Data Set - Dalete Jab Template

3 2/05 Data Set - Fetch Job Template -« s L]
» 205 Gathver Facts Job Template /52024, E55:04 AM « , L]
» 205 Job Submit Jab Template /572024, G558 AM + rd L]
3 /0% Jeb Submit Any Job Template Default L # =
3 2/08 Jobs - Submit, Guery, Retrieve Jab Template - P (]
3 2/0S Operater Command Job Tamplate + s L]
» z/0% Ping Job Template 1/7/2024, 8.33:06 AM « ' (L]
2 2/05 TSO Command(s) Jab Template + F L]
a e - & admin =
Jabs > 9 a
Qutput
aBacktodobs  Detalls  Cutput
2/0S Ping @ Succansd Plays 1 Tatks 1 Hosts Elapsed Ooooos o & (]
Sudout = Q
B Events processing complete. F
h ~ b S ¥
0. Identity added: /runnerfartifacts/9/ssh_key_dava {/runner/artifacts/9/ssh_key_data}
1= [WARNING]: Collection ibm,ibm_zos_core does not support Ansible version 2.14.2
2
35 PLAY [Ping /05 host to ensure network connectivity, ] ssssssssssssoooooooocs  08:35:18
4
5+ TASK IPing z/04 server using zos_ping module wia S5M.] sesssscsccoosscoooocosososos §88:35:18
67 ok: [203_host]
7
B PLAY RECAP S oot s s oo oo o oot 08135111
9r zos_host t ok=1  <hanged=8  unreachable=e failed=d  skipped=n rescuad=9 ignsred=a

Organirations

Usars

Take time to explore the other templates that are ready to use. Learn more about the automation capabilities here.


http://localhost:8000/skills/_attachments/launchzOSPing.png
http://localhost:8000/skills/_attachments/launchzOSPing.png
http://localhost:8000/skills/_attachments/zOSpingJob.png
http://localhost:8000/skills/_attachments/zOSpingJob.png
https://ibm.ent.box.com/v/ansible4zos-demo-guide
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Importing skills from Ansible Automation Platform

import them as skills into your watsonx Orchestrate instance, which is used for assistant guided actions.

Import skills into your assistant

you do not, refer to the initial steps in Creating an assistant and configuring conversational search.

1. Return to your watsonx Orchestrate instance and expand the main menu and click Skill studio.

Andrew Jones!

i to the next lewel, | ; 3 v

= b4 @ beres

AL assistant builder Shill stuchio

2. Expand Create and click Import API.

Welcome to Skill studio

Shills

Skills

Add skills

) Chacna tha soure

Choose the source

[BM Cloud Pak for busmess 118 Cle

2605 Skifts accelerator (Tral) Uitsth 188 Bobotic Process Automation TN Barsiness Automalion Warkllow 1M Opserationa] Decisson Manager ax
Autoemation « On premises Aatoma & pevvce

earlier.


http://localhost:8000/skills/_attachments/woSkillStudioMenu.png
http://localhost:8000/skills/_attachments/woSkillStudioMenu.png
http://localhost:8000/skills/_attachments/woSkillStudioImportMenu.png
http://localhost:8000/skills/_attachments/woSkillStudioImportMenu.png
http://localhost:8000/skills/_attachments/skillsTrialTile.png
http://localhost:8000/skills/_attachments/skillsTrialTile.png
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a: Connection Type: ansible

b: Application Name: <enter a meaningful name for the skills that you will import> - record this name, you will
need in the next section

f: Search Pattern: * (displays all skills available)

Connect to find shills from
2]05 Shalls accelerator (Trial)

Add skills a
1 Ghoose the sowmse Sebect thi s b
Choose the source
c
TaM Cloud Pak for Business T Clouc Pak for Dusness 2145 Skills accalarator [Trial) uiPath M Robonc Pracess Aamanicn TAM Business Aurcmatcn ) ©
Autoenazion - Gn peemises Aatomaon &3 3 serice [RP&Y a5 a sarice
5 ag-ghawEs AT e cam
]

5. Expand the Ansible Job Template Proj... folder.

Q Explore the other available skills

Take time to explore the available skills. There are many utility skills provided out of the box with the “Z Skills
Accelerator” which are needed for actions such as retrieving the output of an Ansible skill. Consider importing
these utility skills to enable more complete automation execution flows.

Add skills

3 Choose the sourte 4 Serect the skils
Select the skills

* [ Ansibe o Template Prey



http://localhost:8000/skills/_attachments/skillsForm.png
http://localhost:8000/skills/_attachments/skillsForm.png
http://localhost:8000/skills/_attachments/addSkills0.png
http://localhost:8000/skills/_attachments/addSkills0.png
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6. Click aap4zos.
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7. Select the skills that you want to import into your application and then click Save as draft.

For this lab, select the Z/os ping and Z/os gather facts skills.

Select the skills

Sam Descripsion St

Zjos ping, 2 wkifls - this playbook peoga. @ Meady toadd
B aapsims

2jos gather tacts 2 kil - Ehts sample: plarbos.. 9 Aeady ooy

O'@m |

L]

O

O Ready

e o

o o
[

(5]
@

(]

oo o
@ @

a
-]

N

8. Click the ellipses ('* ) for the first skill and select Enhance this skill.


http://localhost:8000/skills/_attachments/addSkills1.png
http://localhost:8000/skills/_attachments/addSkills1.png
http://localhost:8000/skills/_attachments/addSkills2.png
http://localhost:8000/skills/_attachments/addSkills2.png
http://localhost:8000/skills/_attachments/ellipsesIcon.png
http://localhost:8000/skills/_attachments/ellipsesIcon.png
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Welcome to Skill studio
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Shills

Skills
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9. Review the skill enhancement options and then click Publish.

Austhar Lastedited

92024

On the Enhance this skill page, you can specify enhancements to the default skill. Refer to this documentation

for more information on enhancing skills.

Enhance the “z/05 Gather Facts” skill

Hame

B and dees e thic Chill o a wiy Shat belle users how it woad and mhy thy weuld want b wse o

/05 Gather Fact
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10. Repeat steps 8 and 9 for each skill you imported.

/05 Gaiher Facis

Welcome to Skill studio

OpRimze prOCUCTIMTY by ws3ing prosects 10 build andl manage shil ows and connecton
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Shills Aew
Skills
Name: Stepba the process. Status Skill ryee
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http://localhost:8000/skills/_attachments/addSkills3.png
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https://www.ibm.com/docs/en/watsonx/waz/2.x?topic=files-enhancing-publishing-skills
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The selected skills are now ready for use and available to your assistant. In the next section, learn how to connect
them to your assistant.
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Connecting skills to your assistant

Once you have a subset of skills that are published, the application you created can be connected to your assistant.

1. Expand the main menu and select Skill sets.

Step i the process Staius Skill type Athvsr Last edibed
I © Futlished traporied sncloowBlones-ic con
o © A poried o o 1920
a O ru

Shill sels

Toam Skils

Ko skills

Team Skills

& Munage shifts ¢

3. Click the Connections tab.

Shill se1s

Skills

Shills (0)

N shilks

Cick Masage sk &

Zeeves draft


http://localhost:8000/skills/_attachments/skillSets0.png
http://localhost:8000/skills/_attachments/skillSets0.png
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4. Click the Search (“*) icon.

1B watbonx Orchestrate

Zeeves draft

Skill sets

Connaction

Agplication

Nunsber of skills Credestial type Connected by Action

5. Search for the application name you specified in the previous section.

= 10Mwatioex Orckestrate

Zeeves draft

Sl sars

Canneciies

O, B stalli

Application

Nuniber of skills Credential typs: Connected by 1 Action

6. Click the ellipses (¢ ) and click Connect app.

Zeeves draft

Skill stz

Zévves draft

Canneciises

0 s

Application

Nuribes of skiils. Credential type Connacied by O} Aetion

7. On the Connect to Ansible Controller Skills form, keep the defaults and click Connect app.


http://localhost:8000/skills/_attachments/searchIcon.png
http://localhost:8000/skills/_attachments/searchIcon.png
http://localhost:8000/skills/_attachments/skillSets3.png
http://localhost:8000/skills/_attachments/skillSets3.png
http://localhost:8000/skills/_attachments/skillSets4.png
http://localhost:8000/skills/_attachments/skillSets4.png
http://localhost:8000/skills/_attachments/ellipsesIcon.png
http://localhost:8000/skills/_attachments/ellipsesIcon.png
http://localhost:8000/skills/_attachments/skillSets5.png
http://localhost:8000/skills/_attachments/skillSets5.png

IBM watsonx Assistant for Z Level 4 Lab Guide 103 / 346

Connect ta Ansible Controller Skills - 7 skills

& Click Connaet app 10 ravids th

The application is now connected to the draft version of your assistant.

0 zskills X

Application ‘Number of skills Credential type Conmected by 3 Action

Bemeperpage 5~ L-lof1item 1~ ofLpage

Continue to the next section to create actions for your assistant.
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Creating actions for your assistant

Now that the skills in your application are connected to your assistant, you are ready to create actions that are tied to

those skills. Learn more about building actions here

Configure the number of input fields

Before configuring actions, it is important to modify a setting within watsonx Orchestrate that allows triggered skills

to display as forms (versus conversational skills).

1. Click your (a) profile icon and then click (b) Settings

Learn more about configuring input fields here.

Zeeves draft

Skill pets

Application Kumber of ikills Cradentis! typa Connact el By (1)

2. Click the Skill configurations tab.

Dixta Retansion

 for 30 lays. Aler 30 days, 1he £hat hissonyis deleted pemeanenty

3. Enter 0 for the Number of form fields.

Settings

Skill canfiguratisas

Skill configurations

Set default for maxemum number of telds 1o consider @ il 10be comersationa

[:



https://www.ibm.com/docs/en/watsonx/watson-orchestrate/current?topic=assistants-building-your-ai-assistant-actions
https://www.ibm.com/docs/en/watsonx/watson-orchestrate/current?topic=actions-defining-how-interact-skill-in-conversation#configuring-multi-turn-conversations
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Create actions

1. Click the main menu and select Al assistant builder.

er of fields to consider a kil tobe conversational

2. Hover over the Home icon (™) and click Actions.

: | domm

@ Generative Al

5 Actions
B Preven 10, T028 L1404 AH S
i w et e AT § a g x
T Emvircaments
Anatyze ;
istant " = o "
Somize your dssistant with theso Customice your Create a fallback plan Preview b debug Custamize web chat Satupa channet Sat up live agent Publis
grewting Tl ot assistant te Erable debug mede Desin hom you Seiect the channels you Integiate bve agents 1o bt

3. Click Create action.

@ Actions @
@ Al A
m Created by you
Varisblas
=

[ b
Create your first action I
00

4. Click the Skill-based action tile.

Create an action kY

What kind of action do you want to build?

J. -
%} - -
\ [ -
= =1 -
Shill-based action Custom-built action
18 PO ROASOS Dased on Budd an st that hdps. perionm a sk Dt e Ot s T I0N S080 Doy -SR60
Mt o 4 P Try acking
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Facts tile reflects when you added the skill to your application.
R X
Em

Build an action from a skill

Select a skill

ch kill publishad ae

2/05 Ping

 wiills - This playbeek pings the BIGS Rast e
v

Eewt connectivil

Last upsated; 2004+11-19T15,58:30 5672

Summarize a Servicanow ingident

in watsoneal

it upciabed: 2024-11-04T10.40-05 A28

Salesforce case sentiment anakyze

ien of yaur action.

2/0S Gather Facts.

2 skilla - Tris sampls playhook Ssmonsicatas
the 705 gathes facly moccie which
ZYDS-5cHiC informtion 1o The 2105 hoe

Last updaied: 2024-11-497T15:56:26,8432

Summarizn a Salertorce appartunity

m watsomnal

Last updaind: 3054-11-04710:40:00 7402

Dutiook email summary

Summarize the Welses meening Irnseript

i WARSGE 4

Last vpdated: 2004-11-04TA004%:16 5032

Sharepolnt document summary

I waksony_a

Last upelatec: 2004-11-04T20 48-55 7072

@i issee summarization

Susnmarize the Bax cantent

in wetuanai

Last updated: 2024-11-D4T10:49:43 0772

Salasloh email sammary

in watzane.ai

Last updated: 3024-12-04T10-40:54 5227

Github issue sentiment

Summasize 3 Zendesh ket

o warionx =

Last updated, 20381104710 49009 4762

Saloslorce cane suemmarkzation

o watsaneal

Loet wpclatned: 2038-11-04T10: 4848 1957

Generatean emal|

6. On the New action dialog, (a) enter a prompt a user of the assistant might use to initiate the action and then (b)
click Save.

Sample prompts:

Get z/0S facts

Gather z/0S facts

Mew action ‘
AT Do yeue CUslomar Say U S0 1his Interation?

! G 205 facts.

7. Add any extra prompts (a) and then click the save (&) (b).
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http://localhost:8000/skills/_attachments/createActions4.png
http://localhost:8000/skills/_attachments/createActions5.png
http://localhost:8000/skills/_attachments/createActions5.png
http://localhost:8000/skills/_attachments/diskIcon.png
http://localhost:8000/skills/_attachments/diskIcon.png

IBM watsonx Assistant for Z Level 4 Lab Guide 107 / 346

z Fach: =4 2 =
ERTR— b
d Add example phrases: N F
Cenfiguratios ersalio
s
URTSaeT MigRT ULE 18 LN Thie aesian Tomk 7

Garfee 2108 facts.

Gt 2105 facts

8. Click Preview.

Add example phrases: % T &

Tetal: 2

9. Enter one of the prompts you specified in step 9 or 10.

Prompt:

Get z/0S facts


http://localhost:8000/skills/_attachments/createActions6.png
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/05 Gather Facts s @ :
Eustamer sty with
Add example phrases: a4 F
Cenfigaration
Sl Mama
sl 14
ErIer pheases your cusiomer might use 1o 81t this astcn Total: 2
& 05 1 @ Frovi
" e
¥ o ¥
=

10. Review the returned results and record the job number.

If an error is generated or the action is not performed and only search results are returned, review the

following Troubleshooting section.

Cuntmer starts with:
Add example phrases:

Cartigurien

Total: 2
Gathar 205 facts @ Preview

L ]
Get 205 facts ..

e wecam 1



http://localhost:8000/skills/_attachments/createActions8.png
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Verify the job in the Ansible Automation Platform console

1-12af12 =

Mectivity Stream
Name Status Type Start Tame Finish Time 4 Actions

aw Approvals

12 = 2/QS Gather Facts @ Sucorastul Playbook Run 12/5/2024, 747:32 AM 12/5/2024, 71741 AM ¥

Jobs 3 12-2/08 Gather Facts

Qutput

¢Back o Jobs | Detads | | Output

z/ 05 Gather Facts] @ Successi Plays 1 Tasks 4 Homs ) Elapsed 000009 F & B

Stdout = Q

¥
Resources = '}

w -27 TASK [Print cut all gathered facts about the z/05 host.] sckcocboococsssss=ess 8717138
28 ok: [zos_host] => {

29 "ansible_facts™: {

W “arch_level™; "2",

Er “cpc_nd_manufacturer": "IBM",
S3z “cpc_nd_podel™: “ARR",

EE] “pc_nd_plant": “C1",

34 “cpc_nd_segna": "2377R18283477,
35 d_type": “"BBESEZ",

a1 “iodesc": ",

Teams a2 “lodf_config™: “DEFAULT",

43 “iodf_pane™: “PROV.IODF88",
tad “iodf_unit_addr": "DE28",

Administration 45 "jaf

Crodential Types

IBM watsonx Assistant for Z provides utility skills to retrieve the job output. It is also possible to create a skill flow
that executes the z/0OS Gather Facts skill followed by the Retrieve job output utility skill in sequence; passing the job

ID from the first skill to the second to view the output within the assistant. Creating a skill flow is covered in the next
section.

Troubleshooting


http://localhost:8000/skills/_attachments/createActions10.png
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® Skill returns "Sorry, we're having issues generating a response" or the action is not performed and only search v
results are returned.

tsonx Orchestrate

208 Gatter Facts B @ "

Customes slarts mith:
et Add example phrases: & 7

Ceafiguration

Skill Nama: 7

Shill 1 Ancinis

ENter pRIases your CUSIOMEr MIEHE Use 10 1an this action Totak: 2 B e -
-
&
Welcome, how can | assist you?
Garber 2/05 facts @
L)
Get 205 facts @ Giathvér 2/0% fact

£ ErrorIn the res ponss

& SKibl error

This error appears to be an intermittent issue when a skill is first added. To resolve, add the skill to your personal skills
catalog using the steps that follow. If you encounter the issue, try the steps that follow:

1. Expand the main menu and select Chat.

Add example phrases:

ENter PIFASS yOuUr CuSIomaY MighT w60 10 ST this action Toral: 2
s Freview

2. Click Add skills from the catalog.



http://localhost:8000/skills/_attachments/skill-error-1.png
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sonx Orehestrate

%  Hi,I'mwWatson. Lot g1 to mon

3. Search for the skill app you created earlier and click the tile for your app.

son Orehestrate

Skill catalog

Shills are grouped by app. Select an app to sew all the shills that use that apg.

Apps
Salesloft = Cognos Skill flows O Adobe Warkfront Ca Webex
a7 3k = K o -4 K Be A ° 28
g TBM Process Mining = Salesforce Chatter Ansible Controfler Skills - z shills ~  Interview top candidates using ... - Reveal your existing applicants...
) sk e 5 & 2 kil 5 > gk ¥
Selsmic FreshService Werkiay HOM Zoominte
% o @ ol By o ll 13 55

4. Click Add skill for all the skills you want to add.

BM wationx Ovchosirate

Ansible Controller Skills - z skills

Conneetapp &%
@)

Ansible Controller Skills - z skills

2035 Gather Facts 2/05 Ping

5. Click Connect app.
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http://localhost:8000/skills/_attachments/skill-error-7.png
http://localhost:8000/skills/_attachments/skill-error-8.png
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Ansible Controller Skills - z skills
@ ==

A Fersenad skifis

Ansible Controller Skills - z skills

/05 Gather Facts 205 Ping
s - T dan £l - Thus

wibiondk pevgt the 105 hadt o teat

use password for Ul)), and then click Connect app.

Connect to Ansible Controller Skills - z skills

= ]

7. Expand the main menu and select Chat.

Skills - z skills

z skills

8. Try one of the prompts you created for your skill.

Prompt:

Gather z/0S facts
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S LD Watson Check cut the skills in the catalog 1o see how 1
can Prelp you

Gaiher 2/05 facts

Mopr are the results of the £/0S Gathes Facts skill

D status

pending

* Ansible Controller Skills - 2 skills

You should now be able to run the skill through the assistant preview.



http://localhost:8000/skills/_attachments/skill-error-13.png
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Creating skill flows

Add the utility skill

1. Open IBM watsonx Orchestrate Skill studio.

Andrew Jones!

¥ 1o the next level.

,:,:

AT assistant builder

|V
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run the action and display the results, a skill flow is needed. Skills are often more valuable when combined with other
skills. You can create a skill flow to use two or more skills together to finish a task (like returning the output of a
previous skill). When you create a skill flow, you map the output of one skill as the input for subsequent skills. Learn
more about creating skill flows here.

As mentioned in a previous section, default utility skills that are provided with the watsonx Assistant for Z skills
collection. The Retrieve job output utility skill is used to return the output of a skill.

Automate how your
buginess works

Welcome to Skill studio

Sikills and apps Projsts

Shills

Skills

Hame Step in he process Status

¥ NOSFing FRady 1o s @ Publishes

Lot edited


https://www.ibm.com/docs/en/watsonx/waz/2.x?topic=combining-skills-into-skill-flows
http://localhost:8000/skills/_attachments/skillFlow0.png
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| Add shilts

Add skills

&} Choose the source Sebect Uhe shills

Choose the source

_ i = it b iats

1BM Cloud Pak for Bus
Automatinn < On ps

3 IEM Cloud Pak for Business 2f05 Skills accederator (Trial) UiPath 1BM Robatic Frocecs Automation (RPA) IEM Business Autemation Workdlow as
Automation as 3 sorvice asenice

1BM Operational Decision Manager 15
aservice

earlier.
a: Connection Type: ansible
b: Application Name: <use the same application name from the previous section>

c: Connection URL: <enter the URL for your AAP Ul>

f: Search Pattern: *

Connect to fin:
z/05 Skills accelerator (Triall

Add skills a

ille from

Choose the sounce

P00 kil mccelarator (Trial) uiPsih M Asbobc Process Automatian m
(Y an

5. Expand Ansible Utility Skills and click Ansible Utility Skills.
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Add skills

Choote e coufte @ Sebect the shll

Select the skills

B seaiie ubity Skria il Beeription Santuy

6. Select Retrieve job output and click Save as draft.

Add skills

% Choosa the soarce A Selact the wiilly

Salect the skills

R iy s skill Desciigtion Status

(] LS e : . 4 @ Hesdyloadd

@ Hesdy boad

L] Retriewe job gutput 2 shills - retrigee job tatpu © Hoady o add

7. Click the ellipses (¢ ) for the Retrieve job output skill and select Enhance this skill.

Welcome to Skill studio *
Dptimize praductvity By wing prajacts 8o Buls and manige tkill Rz snd cannaciors, 18060/
Shills aod apps s o
Shills
B:
Skills
Nase Step inthe precess Satus Shill rype Auhar Last edited
ET 1 S0 away 10 B feady @ Ready 10 publish Impoited AN e L T EOM Novemtee 19 3028
Ready 1o use ° Futished Empaeried andrewiones-teocom Novermder 1% 2024
w206 Gathes Facts Ready 1o use @ FPubbshed Imparted AN e N T COm Moverier 1% 2024

8. Review the skill settings and then click Publish.
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Retrieve o cutput

2 skifts - Retriee job outpet iry job I

9. Select Skill sets from the main menu.

IBM watsonx Assistant for Z Level 4 Lab Guide 117 / 346

Freview
The skl will [ook like Ehis &

the Catalog.

Ratrizve o cutput

Thi skt will look like This in 1

Retrieve job cutput

Step in the process

Status

o © Fusishes
Aady b © Puttshed
RApady & Futishes

tmporied

Skill type Ratbrar

Last pdited
Ipoed e o1 €08 10z
dhewijones-tucon miber 15 2029
il 074

Zeeves draft

SKill £#ts
a
alt ~
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Application

a
O

a8

Numbes of kills Craduntial typo Commectad by Action
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11. Click the Search (“.) icon.

= 1M wationx Orchestrate

Zeeves draft

Skill sets

Connaction

Agplication

Nunsber of skills Credestial type Connected by Action

12. Search for the application name you specified earlier.

= 10Mwatioex Orckestrate

Zeeves draft

Sl sars

Canneciies

0 B shills

Application Nuniber of skills Credential typs: Connected by 1 Action

Toems perpage: &

13. Click the (a) ellipses () for your application and (b) click Edit connection.

Zeeves draft

Shill sets

Zowms dralt ~

Canmections

O zakills

Applicatien Wumber of skills Credential type Connmested by Actian

14. Verify that the application is Connected (a) and then click Close (b).

@ Connect the application if it is not connected.

Use the AAP user name (admin) and the AAP password for your ITZ reservation.
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Edit the Ansible Controller Skills - 2 skills connection o E

Add the skills to your Personal skills

1. Click Skill catalog in the main menu.

am whill vet_ Applization coessctions are required o exeeube shills. Sat pretenescs 38 an applicatien Level to

umber of skilts tredential type

2. Search for the application name you specified earlier.

Skill catalog

Skills are grouped by app. Select an apg to see Akl h skills thal use that app.

3 st aiils

[ sk

Maost popular skills

Sen an email Create alead Send an email
frarm oo m Sabmiever g
™M = " :
e el + . - Ads il +
All Apps
. Coupa ZoomInto .. HubSpat CRM Appiio Targeiprocess Salestarce Zendesk Service
W s oy P skt O | owits ® i E s s
Calendly Square Oracle E-Business Suita GitLab Toggl Teack Microselt Teams
® B ks st W | Lo Qi L
Al s ats Do entan BLE £ | Al sats fmabinsn Calistasan Aassien Enasan Eismsdstin L e PR (B ]}

3. Click the tile for your application.

Note, the tile name is proceeded by Ansible Controller Skills.
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Skill catalog
Shills are grouped by app. Select an app o see all the shills that use ihat app.
hill x =
Apps
O Zoominfo Workday HCM g FroshServics O  Seismic Reveal your oxisting applic... = Interview top candidates u...
B e - o | @ ol B 1 F 2
Salestorce Chafter a g 1BM Process Mining O 'Webex O, Adobe Workiront £y, Sl Hlows Mnsible Controller Skills -z ...
s o o Il N E :] o 1 1B e :
Cognos o, alesloft
& sk .

4. Click Add skill for each of the skills you want to add to the flow.

I watwons Orchestrate

Ansible Controller Skills - z skills (3) m

Ansible Controller Skills - z skills

Fretriewe jobs output 2/i05 Gather Facts 205 Ping

Create the skill flow

1. Click Skill studio in the main menu.

Skills - z skills (3)

/0% Gather Facts 2/ Ping

2. Expand the Create drop-down menu and click Skill flow.
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Welcome to Skill studio
Skills and apps e o
Skille

Skills
Wame Step inthe process Status
At rve job cutput Heady touse
2H0E Pmg Henty b use O Pubbishes
21605 Gathes Facts Ruady to e © Fublisted

Shitl typa Huthar

impertad

Last adited

sean

Next, you need to add the z/OS Gather Facts skill and the Retrieve job output skill to the skill flow. Use the

Search apps function to locate the skills.

4. Search for the application name you specified earlier and click the tile.

Uncaled & UE

Stant

5. Click Add Skill in the z/0OS Gather Facts tile.

Add Skills

2 sills
O Zoomlnfo

28 20k
0g Seismic
= Salestorce Chatter
Do Madobe Warkiront
Bo

Cognos

Workelay HCH

: L]
Reveal your existing applic..
IBM Process Mining

Shill flows

Salestalt

FreshService

= Interview top candidates u.,
Og
G

Webex

Ansible Contralter Skills « ...
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2/05 Gather Facts

7. Click the + icon after the z/0OS Gather Facts tile.

2/05 Gather Facts

8. Repeat steps 5 and 6 for the Retrieve job output skill.

After adding the Retrieve job output skill, your skill flow should look like:
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/105 Gather Facts

Retrieve job output

Next you must map the output values of the first skill to the input of the second skill. In this case, pass the job ID
output from z/0S Gather Facts as an input for Retrieve job output.

9. Click the Retrieve job output tile.

{05 Gathoe Facts

Retrieve job output

10. Select the Input tab and click the id field.
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11. Click the z/0S Gather Facts skill in the Mapping data for "id" section.
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Amtibls Controliar Skills - 2 ukilly

Inpet

St

/05 Gathvar Facts

Retrieve jol output

12. Click the job icon.

Asslbls Contraller Skills - 2 skills

Inget

Mapping dats for *id” =
Shills)

205 Gather Facia

= (M watsonx Orchestrate

| Create a Flow

unaiind & bud 5 |

Sran

2/05 Gather Facts

Retrieve job output

End

13. Verify that the job appears in the id field.

Actiong

Ansible Controdler Skills - z skills

Input

Mapping data for “id* x
Skilis/Ansible Controller Skills - z skils-2/0S Gather Facts
il ouiput {2}

b fE23
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£ IBM watsonx Orchestrate

Artians o

f Croate a Flow

untitigs & ]D[E Anslble Contraltor Skills = 2 shills .
CI Fepeat this kil
Input ®
start
CED Hide s farm 4
ph %

2f05 Gather Facts

Retrieve job autput

14. Do not toggle/enable the Hide this from the user setting as it is needed in order to display the full output of the

previous skill.

For this lab guide, this option is left disabled. Learn more about this option here.

Actians w

Anslble Cantralier Shills - 2 skills
untitid & JD!E 7 =
I Repeat this skl
Enput 2
Start
O Hioe st
g %

2f0S Gather Facts

Retrieve job sutput

15. Click the x to close mapping window.
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Shills

2/05 Gather Facts

Retrievi job oulput

16. Click the pencil (ﬁ).

Ations

S

/0 Gather Facts

Retrieve job output

End

17. Enter a (a) Name and (b) Description for your skill flow and then (c) click Save.
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Untiied ]0

205 Gather Facts

Retrisve job sutput

18. Expand the Actions pull-down and click Save as draft.

£/05 Gather Facts

Retrieve joly output

19. Expand the Actions pull-down and click Enhance.

Agtens

Edit Skill flow details

n—

Beuese gather-tactsllow

Zeeves-gather-facts-llow 1 ]

/05 Gather Facts

Retrigwe jols output

Acticns. -
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On the Enhancing the skill pages, you can:

« modify the skill name, description, and version

 add phrases (prompts) that will be recognized by the assistant to call the skill flow

20. Click the Phrases tab.

21. Replace the existing phrases (prompts) and then click Publish.

Notice that the default prompts are either not intuitive (the skill flow name) or a bit verbose. Replace the existing

phrases with phrases that you anticipate users will use.

Example prompts:

Show me z/0S facts

Gather and display z/0S facts

Enhance the "Zeeves-gather-facts-flow" skill

iather and desplay 205 facts

Enable the skill flow in your assistant
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4. Click the Skill-based action tile.

Examples count Steps count Status.
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Create an action

What kind of action do you want to build?
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5. Click the skill flow that you created earlier and then click Next.

Note: it may take a minute for the tiles to appear on the screen.

Build an action from a skill
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6. Enter an example prompt for the skill and click Save.

You can use one of the prompts you used earlier for the skill flow.

Show me z/0S facts

MNew action

TWPLLE choss YOUT CUBLOE £y 10 &1t TRL in teeaction?

[ Shaw me 205 farts

7. Enter any additional phrases (prompts) and then click the save (&).

nummary

inwalsoneai

Lt ypazed: 2024-11-04TI0:48:55. 7072

Githul isue summarization
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Add example phrases: &« 7

il Mg
sl
r
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8. Click close (x).
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Customer starts with:

Add example phrases: W F
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i What [ CyBIoaer W
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Skt eSS Facts @

9. Select the original skill that you created (a) (not the skill flow you just created), click the ellipses (b), and then
click Delete (c).

Actions [
@ Allem -
] Created by you coon [2 | Cancet
- B a fLast editnd Examplas count Sbaps count Statuz b
B | 28 205 Gathar Facs anbucs g 2 o L]
a g ) 3
" c

Saved respanses

10. Wait for system training to complete.

Note: The message changes to "System is trained" and then disappears.
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= Created by you
FR B e Last edined Examples count Steps count. Satus
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o

Saved reaponses

11. Click Preview.
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12. Enter one of the prompts you specified into the assistant preview.

Show me z/0S facts

a0 AClons @

Creatod by you |

Saved responses

Preview g =

3 Welcome, how can | ssuxt you?

b e
@
3.
-
XTI

13. Wait 10 seconds and then click Apply.

Note: It is important to wait for the first job to complete before submitting the second job in the flow.
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14. Review the results from the skill flow.

Use both scroll bars in the assistant preview to review all the returned information. The output is similar to what
was seen in the AAP web console. The character strings like [8;32m are special characters that are not properly

displayed in the assistant preview interface.
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Content

Identity added: /runner/artifacts/16/ssh_key_data (/runner/artifacts/16/ssh_key_data)
[1;35m[WARNING]: Collection ibm.ibm_zos_core does not support Ansible version 2.14.2[0m

PLAY [Gather z/0S-specific facts.] *###sksxik
TASK [Gather all facts about z/0S host.] #******** [0;32mok: [zos_host][0m

TASK [Print gathered facts about the master catalog.] **** [0;32mok: [zos_host] => {[0m [0;32m "msg": [[Om
[0;32m "master catalog dsn: CATALOG.VS01.MASTER",[0m [0;32m "master catalog volser: OPEVS1"[0m
[0;32m ][0m [0;32m}[0m

TASK [Print only CPC and I0DF info from gathered z/0S facts.] ****** [0;32mok: [zos_host] => {[Om

[0;32m  "msg": [[0m [0;32m "manufacturer: IBM",[0m [0;32m "model: A00",[0m [0;32m "plant: C1",[0m
[0;32m "iodf name: PROV.IODF00",[0m [0;32m "iodf config: DEFAULT"[0Om [0;32m ][0m [0;32m}[0m

TASK [Print out all gathered facts about the z/0S host.] #**** [0;32mok: [zos_host] => {[0m

[0;32m "ansible_facts": {{0m [0;32m "arch_level": "2"[0m [0;32m "cpc_nd_manufacturer": "IBM",[0m
[0;32m "cpc_nd_model": "A00",[0m [0;32m "cpc_nd_plant": "C1",[0m

[0;32m "cpc_nd_seqno": "20D90792EB76",[0m [0;32m "cpc_nd_type": "008562",[0m [0;32m "edt": "00",
[Om [0;32m "hw_name": "",[0m [0;32m "ieasym_card": "(00,K2)",[0m [0;32m "io_config_id": "00",[0m
[0;32m "iodate": "', [0m [0;32m "iodesc": ", [0m [0;32m "jodf_config": "DEFAULT",[0m

[0;32m "iodf_name": "PROV.IODF00",[0m [0;32m "jodf_unit_addr": "DE28",[0m [0;32m "joproc": ",[0m
[0;32m "iotime": "",[0m [0;32m "ipaloadxx": "K2",[0m [0;32m "ipl_volume": "D25VS1",[0m

[0;32m "load_param_device_num": "DE28",[0m [0;32m "load_param_dsn": "SYSO0.IPLPARM",[0m

[0;32m "lpar_name": ",[0m [0;32m "master_catalog_dsn": "CATALOG.VS01.MASTER",[0m

[0;32m "master_catalog_volser": "OPEVS1",[0m [0;32m "nucleus_id": "1",[0m

[0;32m "operator_prompt_flag": "M",[0m [0;32m "parmlib_dsn": "K2.PARMLIB",[0m

[0;32m "parmlib_volser": "USRVS1",[0m [0;32m "primary_jes": "JES2",[0m

[0;32m "product_mod_level": "00",[0m [0;32m "product_name": "z/0S",[0m

[0;32m "product_owner": "IBM CORP",[0m [0;32m "product_release": "05",[0m

[0;32m "product_version": "02",[0m [0;32m "smf_name": "VS01",[0m [0;32m "sys_name": "VS01",[0m
[0;32m "sysplex_name": "LOCAL",[0m [0;32m "tsoe_rel": "05",[0m [0;32m "tsoe_ver": "4"[0m

[0;32m "vm_name": "[0m [0;32m }[0m [0;32m}[0m

PLAY RECAP ##*ttkirtix [0:32mzos_host[0m :[0; 32mok=4
[0m changed=0 unreachable=0 failed=0 skipped=0 rescued=0 ig nored=0

The previous scenario might or might not be relevant for your client's use case. The scenario illustrates how to
sequence skills together in a skill flow to create an action that your assistant triggers based on prompts that use the
pre-configured Ansible automation templates. You are encouraged to create your own skill flows and prompts that
use other skills available within the AAP instance. As an example, create a skill flow for the z/OS Ping skill. Be sure
to add the Retrieve job output skill to view the results.

Next, learn about custom-built actions.
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Creating custom-built actions

To this point, you learned how to:

« import skills into watsonx Orchestrate
o add applications with those skills to your assistant
 create skill-based actions for your assistant

e combine skills in a skill flow

You can also create custom-built actions. Custom-built actions have actions with different steps to take in
conversations and form sequences of prompts that define the conversation experience. The steps can be defined
with or without conditions, which help control the custom responses. Steps within the custom action can end with
routing to conversational search, triggering another existing subaction, and other actions. Custom-built actions are a
powerful way of customizing the user's experience.

Learn more about creating custom-built actions here.


https://www.ibm.com/docs/en/watsonx/watson-orchestrate/current?topic=builder-building-your-ai-assistant-actions#build-action-from-skill
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Importing pre-packaged z/0S skills

Provided with Version 2 of watsonx Assistant for Z is a set of pre-packaged skills. These skills are used to automate
various tasks on z/0S, such as running different console commands and retrieving logs from batch jobs.

The list of pre-packaged skills available include:

Authorized program list

» z/0S IPL Information

» Display zOS parmlib datasets
e UNIX System Services options
» Display zOS subsystems

o List spool files

» Retrieve dataset content

» Retrieve spool file content

authority (CA) signed certificates.

As an example, the following are console commands that are used in some of the pre-packaged skills:

o Authorized Program list — operator command -> d prog, Inklist
» z/0S IPL Information - operator command -> d iplinfo

» Display zOS parmlib datasets - operator command -> d parmlib

You can import the pre-packaged skills to your sandbox environment by downloading the compressed file here and

following these instructions.

Extract the embedded JSON file and modify the file for your environment by following these instructions.


https://ibm.box.com/s/fs0keb7mhbovv0dhnls4h9akmbsjiubd
https://www.ibm.com/docs/en/watsonx/waz/2.x?topic=importing-prepackaged-zos-skills
https://www.ibm.com/docs/en/watsonx/waz/2.x?topic=files-building-skills-from
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Publishing and deploying your assistant

To this point, acting as an Assistant Builder, you built the assistant, configured conversational search, and added
skills and automations. You tested your assistant by using the preview capability of Al Assistant Builder. The

preview capability is a closed environment for experimenting with prompts.

After your assistant is finalized, you can publish it to make it available to users. Each assistant that you create
comes with two environments: draft and live. You configured your assistant in the draft environment. Each
environment has its own set of IDs, URLs, and service credentials referenced by external services.

The Environments page in the Al assistant builder has tabs for managing both the Draft environment and the Live

environment:

Resolution Methods

“four sysistant resaONds 10 your users with answers from these sources.

Chanesls Riree ag Dratt comtent

B webchat [_SJ Last edited

Extansiom

Search

Resolution Methods

iftar ant Vous RESICTANE MEDONGE T8 POUr ULME with JEwers Fam thice Courres

channeis rowse catalog B Content

] wab cha [_F @ Mo published version

Exiensions
3 Search

Extend what your assistant can answer by searching your
existing documents

The Draft environment contains all your in-progress work in the Actions, Preview, and Publish pages. Use the Draft
environment tab to build out your assistant and use for internal testing before deployment. Any integrations
(channels) that you use for the Draft environment are unique to that environment, and changes to draft integrations
don't affect the Live environment.


http://localhost:8000/_attachments/draftView0.png
http://localhost:8000/_attachments/draftView0.png
http://localhost:8000/_attachments/liveView0.png
http://localhost:8000/_attachments/liveView0.png
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Publish the assistant

Each time that you publish, you're creating a new version of the assistant, for example V1. When you publish your
content, you're creating a snapshot of the draft content, resulting in a version.

Versions do not contain integration configurations or environment settings

Published versions contain all of the content from actions, including settings and variables. However, versions do not

contain integration configurations or environment settings. Integration configurations and environment settings must
be configured manually in each environment.

For managing quality-control and versioning, the Live environment is the version of the assistant to give to users.

Follow these steps to publish the first version of your assistant by using Assistant Builder:

1. Hover over the Home icon (@) and click Publish.
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Fublish
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* a 3 =
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Setupa channel Set up tive agest Pubalis

Aamine yous SELARRE with thoss

Ganeral purpase
dmpkEs the GArscans of your assissant O finibe: i
l @ Defautt behavisr

| 5 Cemversational search l s

2. Click Publish.

@  Publish

Unpublished content
Chasges To conbent miade in your drst envirenment are rellected hese

Draft content

Change typs Contem type Last madified
L4

3. Enter a description of the changes (a), set the environment to Live (b), and then click Publish (c).
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Configure the live environment
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Important: When the live environment is created, the settings from the draft environment are not carried over (for
example, the configuration of the OpenSearch instance used for conversational search).

1. Hover over the Home icon (@) and click Environments.

[2] e
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3. Click Web chat.

] Environments

Resolution Methods

% Ssarch

Extand what your assistant can answar by s earching your
euisting decuments

4. Customize the live assistant as you see fit.

On the Style tab, you're able to set the Assistant name that is displayed on the chat window when users are
interacting with the assistant. For pilots or demos, consider personalizing this name for the client. Also in the
Style tab, you can set the themes and display settings of the chat windows, including the ability to enable the
IBM Watermark and enable streaming.

On the Home tab, you enable and customize the greeting message from the assistant when the user accesses
the assistant chat. You are also able to set Conversation starters that are displayed in the chat window. When
selected by the user, the text of the conversation starter is sent as a prompt, so it is important that your
assistant is trained and tested to answer correctly. It is highly recommended to remove the default conversation
starters and create your own. The ability to add a Background style for the assistant chat window is on the home
screen tab.

Explore all the other tabs.

Q Customize your live environment.

For this lab, toggle Streaming on and turn Suggestions off on the Suggestions tab. You may also want to change
the theme to Dark to differentiate your draft and live environments.



http://localhost:8000/_attachments/publish6.png
http://localhost:8000/_attachments/publish6.png

IBM watsonx Assistant for Z Level 4 Lab Guide 141 / 346

Style

@ Customize your chat UI

Size

1M Watarmark

Streaming

5. Click Save and exit.

Web chat

Style

baifin, & drveloper
coda, L

P RSRpON xporiancer

.—_ Hi! I'm a virtual assistant.

Ho

Size

16M Watarmark

Streaming

6. Click Add in the Search tile.
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7. Click Custom service.

Set up a new search integration

Es Q

Elasticsnarch. Custom sernvice

Comett b0 an eisting Elasticsearch instance. Connest § sErvice That wit e your
conlen management serace. Les mare

authentication type (b), enter admin for the Username (c), enter the password that you specified in the
wrapper-creds.yaml file for the Password (d), and then click Next (e).
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Custom service im
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Basic authentication
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9. Verify conversational search is enabled and click Save.

Custom service =
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By enabling conversatonal search, yos asistant can gonerabe responses from supplied docume nts.
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10. Update the Custom service settings (a-f), click Save (g), and then click Close (h).

8 Customize the settings.

This is your assistant. Feel free to customize the settings. The settings shown below reflect the changes made

earlier in the lab guide to the draft version of the assistant. This includes the Metadata field to weigh ingested
client documents higher using:

{"doc_weight":

{"product_docs":0.2,

"customer_docs":0.8},

"ibm_indices" :"*_ibm_docs_slate, *_ibm_redbooks_slate",
"standardize" :true,

"customer_indices":"customer_*"

}
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Connect the skills to the live environment

1. Click Skill sets in the main menu.
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Resolution Methods

Gomtent
[_;'" vi Live
Extemmians
Search

2. Select your assistant's live instance in the Skill sets list.

Team Skills

Skill st

e

Ne siills

Erick Wianage sbills 12 goe tha 1eam diger specile sain

3. Click Connections.

Zeeves live

Shiil sers
p ——

Skille

Skills (3)

Hame

App

4. Search for the application name you specified earlier.
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7. Enter the username (a) and password (b) using the username (admin ) and password for your IBM Technology
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Connect to Ansible Controdler Skills = z skills

Learn more about publishing your assistant and creating live environments here.

Deploy the assistant

After configuring your assistant’s settings and publishing, the final step is to deploy your assistant, which can be

done across various channels depending on the use case.

Several options exist for deploying your assistant through channels and integrations to satisfy the use cases that

you might encounter. Learn more about all the deployment options here.

For this lab, deploy the assistant by using the web chat integration. The web chat integration provides an assistant

interface that can integrate with a website. Learn more about the web chat integration here.

1. Open the Environments page in the Al assistant builder.

2. Click Web chat for the Live environment.
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3. Click the Embed tab.

Web chat =
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4. Copy and record the integrationID, region, and serviceInstanceID values.

14 watsonx Orchestrate

Web chat e “

Styte aunchar Hisma serean Live agont Supgestions Saeusity Embod

<[>Embed on your website

Ready 1o launch? 11's as easy a5 copy and paste, Leam more

citzipts
i

Showmore

5. In a text editor, create a file that is named Watson Assistant Chat.html and paste the following text in the file.

File name:
Watson Assistant Chat.html

File contents:


http://localhost:8000/_attachments/publish15.png
http://localhost:8000/_attachments/publish15.png
http://localhost:8000/_attachments/publish16.png
http://localhost:8000/_attachments/publish16.png

IBM watsonx Assistant for Z Level 4 Lab Guide 149 / 346

<html lang="en">

<head>

<title>Watson Assistant Chat</title>

<meta name="viewport" content="width=device-width, initial-scale=1">

<style>
.WebChatContainer {
position: absolute;
left: 9;
right: 0;
top: 9;
bottom: ©;
}
</style>
</head>
<body>

<div class="WebChatContainer"/>

<script>
const element = document.querySelector('.WebChatContainer');

window.watsonAssistantChatOptions = {
integrationID: "<YOUR INTEGRATION ID>", // The ID of this integration.
region: "<YOUR REGION>", // The region your integration is hosted in.
servicelnstanceID: "<YOUR SERVICE INSTANCE ID>", // The ID of your service instance.
element,

openChatByDefault: true,
hideCloseButton: true,

layout: {
showFrame: false,
hasContentMaxWidth: true,

},

onLoad: async (instance) => {
window.WACInstance = instance;
await instance.render();
}
i

setTimeout (function() {
const t = document.createElement('script');
t.src = 'https://web-chat.global.assistant.test.watson.appdomain.cloud/versions/"' +
(window.watsonAssistantChatOptions.clientVersion || 'latest') +
' /WatsonAssistantChatEntry.js"';
document.head.appendChild(t);
1)

</script>

</body>
</html>



Before modification:

Watson Assistant Chathtml X

window.watsonAssistantChatOptions = {

IBM watsonx Assistant f

integrationID; * INTE( M ID>"
region: "<YOUR R &
serviceInstanceID: CE TNSTANCE

et

openChatByDefault:
hideCloseButton:

layout:
showFrame: B,

hasContentMaxWidth: 1

onlLoad: y instance
window.WACInstance = instance;
instance.render(};

setTimeout(fu !4

t = document.createElement
t.src = 'ht 1
document.head.appendChild(t
H

chat.q

andrewjones t 1t Chat.htm!

lang="e

«WebChatContaine
top: @}
bottom: &;

t = document.querySelector( ' .Webl

olodow watonngccicrantCharnnt ion

2 layout

wWindow,.watsonAssistantChatOptions. clientVersion ||

integrationID: “Bbda
region: "wxo-Us-sC
serviceInstancell:

openChatByDefault: t
hideCloseButton: t

layout:
showFrame: e,
hasContentMaxWidth:

onlLoad: async (instance
window,WACInstance = instance;
await instance.render(];

6. Openthe Watson Assistant Chat.html file in a web browser.
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Assistantdnast i Assistant Chat himi i

Hi! I'm a virtual assistant. How can I help you
today?

Your assistant is now live. Explore some of the earlier prompts to verify that the assistant is accessing the ingested
documents and your skills and skill flows are active.

Wait 5-10 seconds before clicking apply on skill actions.

Prompts to try:

What is z/0S continuous delivery?

Get z/0S facts

Show me z/0S facts

Gather and display z/0S facts
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Use cases
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Use case: Retrieve IPL information

To prepare for the IPL, the SysProgs need to familiarize themselves with the process. Rather than spending time
reading through the wide array of documentation available online, they would like to use watsonx Assistant for Z.
The content-grounded capabilities that are provided by watsonx Assistant for Z return accurate responses to their
questions quickly and uses automations to perform actions.

As part of the pilot, they already explored prompting the assistant with questions. In one example prompt, they

the IPL LOAD PARM.

For this use case, show how a simple automation for retrieving this type of information can be infused in a natural
conversation with watsonx Assistant for Z. You use pre-packaged skills to automate various tasks on z/0S. The pre-
packaged skills are provided as an OpenAPI JSON file. Learn more about OpenAPI here. The file includes skill
definitions that can be uploaded to the Skill Studio within watsonx Orchestrate to import the pre-packaged skills.
First, the file must first be customized for your z/OS server.

The list of pre-packaged skills available include:

o Authorized program list

¢ z/0S IPL Information

» Display zOS parmlib datasets

e Unix System services options

» Display zOS subsystems

o List spool files

 Retrieve dataset content

o Retrieve spool file content

* Retrieve z/0S Management facility (z/OSMF) job status

A great value of watsonx Orchestrate is the ability to build skills that anyone can use. You can build your own custom

skills by importing an OpenAPI file into watsonx Orchestrate as a JSON or YAML file. For more information on
building skills by importing OpenAPI files, refer to the documentation here.

Watsonx Orchestrate also makes it possible to build, edit, and generate OpenAPI specifications by using the
OpenAPI builder. With the OpenAPI Builder, you can use the Al function to simplify the process of generating these
specifications. For more information on using the OpenAPI Builder, refer to the documentation here.

For this use case, you are importing the skill for retrieving a z/0S server's IPL information. The next steps walk you
through the process of downloading that OpenAPI JSON file and customizing it for your environment.


https://www.openapis.org/
https://www.ibm.com/docs/en/watsonx/watson-orchestrate/current?topic=skills-building-by-importing-openapi-files
https://www.ibm.com/docs/en/watsonx/watson-orchestrate/current?topic=skills-using-openapi-builder
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Download and customize the watsonx Assistant for Z OpenAP JSON file

1. Download the watsonx Assistant for Z OpenAP JSON file.
wxa4z-skillpak-prepackaged-skills.json.zip
2. Extract the file.

3. In a text editor, open the wxa4z-skillpak-prepackaged-skills.json, modify the server's url field as described,
and save the file.

File name:

wxadz-skillpak-prepackaged-skills. json

reservation.

The AAP URL is similar to:

https://itzvsi-zos-ppxbcno.techzone.ibm.com:10443

Before:

{} wxadz-skillpak-prepackaged-skills.json

SEEEEEEEEEENEEEEEEEEEE EE NN NN NN NN NN NN NN NN NN NN EEENEEEENEEEEEEEEENEEEEEEEEEEmEnt

“info': {
"description":

"title":
"x-ibm-annotations":
"x=ibm-application-name"
ibm-application-icon"
x—ibm-application-id"
"x-ibm-skill-subtype":
"x—ibm-skill-type":
"x-ibm-disable~-default

"tags": [
"name" :

] r
"paths": {
"/zosmf/restconsoles/consoles/{consoleName}7authProgList":
Ilputll . {

After:


https://github.com/IBM/SalesEnablement-L4-watsonx-AssistantForZ/raw/refs/heads/main/docs/Setup/_sampleDocs/wxa4z-skillpak-prepackaged-skills.json.zip
http://localhost:8000/usecases/ipl/_attachments/iplJSON-before.png
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IBM watsonx Assistant for Z Level 4 Lab Guide 155 / 346

{} wxadz-skillpak-prepackaged-skills.json ®

<ills.json » {} info

"openapi"
"servers':

.i r

"info": ]
"description”: "
"version" 1
"title":

"x-ibm-annotations
"x—ibm-application-name
"x-ibm-application-icon":
"x—ibm-application-id"
"x—ibm-skill-subtype":

x—ibm-skill-typ
"x~ibm-disable-defaul

“"tags": [
"name": '
|

"paths": {
"/zosmf/restconsoles/consoles/{consoleName}?authProglList":

In watsonx Orchestrate, each app is associated with a single URL.

For more information on modifying the OpenAPI JSON file, see the instructions here.

Set the RACF passphrase for z/OSMF authentication

For your skills to run successfully on your Waa$S instance, you need to ensure that you can authenticate to it from
watsonx Orchestrate. To achieve successful authentication, setup a new RACF Passphrase for the IBMUSER ID that

is a pre-defined user ID on the WaasS server. The following steps take you through the steps of setting a new
passphrase for your user and verifying access.

@ Don't remember how?

Refer to the first 5 steps in Explore Ansible Automation Platform.

2. Click Templates under the Resources section.
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http://localhost:8000/usecases/ipl/_attachments/iplJSON-after.png
https://www.ibm.com/docs/en/watsonx/waz/2.x?topic=importing-prepackaged-zos-skills

IBM watsonx Assistant for Z Level 4 Lab Guide 156 / 346

= a o - a
W Templates
Dashboard
Jobs
> Name Q Delete 1-200f20
Schedules
Activity Stream
Name 1 Type Organization Last Ran
Workflow Approvals
Host Metrics "
3 z/OS Certs - Add CA Cert Job Template Default 1/17/2025, 5:17:58 AM L 4 &
Subscription Usage
Resources > z/OS Certs - Create Cert Job Template Default + ra
Templates
Credentials > z/0OS Certs - Create Keyring Job Template Default L 4 Va
Projects
I te
nuentones > z/0S Certs - Delete Cert Job Template Default ¥ &
Hosts
Access > z/0S Certs - Delete Keyring Job Template Defauit L 4 rd

Organizations

Actions

L]

L]

L]

L]

L]

Miens Templates

Dashboard
Jobs

> - - .
Schedules Name' TSOQQ m Delete 1-10f1

Activity Stream
Name (name__icontains) TS0 x Clear all filters
Workflow Approvals

Host Metrics Name 1 Type Organization Last Ran

Subscription Usage

H z/OS TSO Command(s) Job Template Default L 4 d
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4. Replace the default command with the text that follows and substituting a password of your choosing for the

string YOUR PASSWORD PHRASE and then click Next.

ALTUSER IBMUSER PHRASE('YOUR PASSWORD PHRASE') NOEXPIRE RESUME

.‘;5’ Avoid typographical errors later... keep the password simple.

If you type the command yourself, be sure to include the single quotes before and after the password. Record

the password as it will be needed later. We will refer to this as your WaaS password."
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Launch | z/OS TSO Command(s)

A playbook to execute one or multiple TSO commands on the target z/OS system.

o Survey Command(s) @

2 Preview ALTUSER IBMUSER PHRASE('YOUR PASSWORD PHRASE") NOEXPIRE RESUME]

5. Click Launch.

Launch | z/0S TSO Command(s)

A playbook to execute one or multiple TSO commands on the target z/OS system.

1 Survey z/0OS TSO Descriptio A playbook to execute  Type Job Template

Command(s) n one or multiple TSO
o Preview commands on the

target z/OS system.

Timeout O min O sec Job Type Run Organizati  Default
on

Inventory AAP z/OS Project aap4zos Execution  aap4zos EE
Envirenme
nt

Playbook zos_tso_command.yml Verbosity  1(Verbose)

Show Off Job
Changes Slicing

Credential S8H: 7/0S Host S5H
s

Created 1/17/2025,517:49 AM  Last 1/17/2025, 5:17:49 AM
by admin Modified by admin

| Back ‘ Cancel

6. Verify that the job is Successful by locating the message "failed": false in the job output.
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a e - & admin ~
Views Jobs 3 13-2/0S TSO Command(s) <
D
Output
Dashboard
Jobs
Schedules 4 Back to Jobs Details Output
Activity Stream _
2/0S TSO Command(s) & Successful Plays 1  Tasks 2  Hosts 1  FElapsed OO0008 4 % ]
Workflow Approvals
Host Metrics
Stdout ~ Q
Subscription Usage
A Events processing complete. Reload output
Resources
v A v A 4
Templates 2
6 TASK [Run z/0S TSO ¢ d{s).] 07:41:29
Credentials 7 changed: [zos_host] => {"changed": true, "max_rc": @, “output": [{"command": "ALTUSER IBMUSER PHRASE('YOUR PASSWORD PH
rlact RASE') NOEXPIRE RESUME", "content": [""], "failed": false, "lines": 1, "“rc": @, “stderr": ""}1}
rojects
8
Hiventones 9 TASK [Print results from command(s). Click on the output and go to the 'JSON' tab to show more output.] ok  87:41:32
18 ok: [zos_host] => {
Hosts 11 "command.output”: [
12 1{
13 “command": “ALTUSER IBMUSER PHRASE('YOUR PASSWORD PHRASE') NOEXPIRE RESUME",
Access 14 “content": [
15
Organizations 16 1,
. 17 “failed": false,
sers 18 “UTRESTS T,
Teams 19 “ret: e,
20 “stderrn: =
21 }
Administration 22 ]
23 }
24

Credential Types

Notifications

pwgabob.techzone.ibm.com:10443/zosmf .

eoe M@~ < @ https:fitzvsi-zos-pwgabob.techzone.ibm.com:10443/zosmf fus h + O
«Ev IBM watsonx Assistant for Z 2 My reservations 1BM Watson Service Page 1BM watsonx Orchestrata £3 Routes - Red Hat OpenShift Ansible Autemation Platform |1 [} This Connection Is Not Private

W This Connection Is Not Private

This website may be impersonating “itzvsi-zos-pwgabob.techzone.ibm.com” to steal your
personal or financial information. You should close this page.

Show Details Close Page

Accept any connection not private messages to open the page.

then (c) click LOG IN.
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BT
l\\.‘ll\‘j IBM 2/0S Management Facility

&
b

Shopz
IBM Suppaort

z Systems Redbooks
Z/OSMF Home Page

2/0S Home Page

Welcome to z/0S

The highly secure, scalable and resilient enterprise

operating system for the IBM z Systems mainframe.

Z/0S USER ID

LEARN MORE NEED HELP?

IBMUSER

WSC Flashes and Techdocs

2z/0S PASSWORD

’ LOG IN

IBM 2/0S documentation

9. Close the new browser tab after verifying a screen similar to the image that follows is displayed.

“ Editor
i\
I [ o |
—
=
‘ Links FTP Servers z/0S Operator Application
Consoles Linking
‘ Manager
|
[

2 =

z/OSMF Resource Software Security Notification Usage Statistics General
Diagnostic Management Services Configuration Settings Settings
Assistant Assistant
| == B\ ‘
a0a ) 8
links SDSF SDSF Settings Resource ISPF Network Workload
Monitoring Update Configuration Management
Assistant

=N o W

Import and publish the pre-packaged skills as an OpenAPI file

1. Open Skills studio in watsonx Orchestrate.
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IBM watsonx Orchestrate

Welcome, Andrew Jones!

Take productivity to the next level.

Intuitive interaction  Natural conversations Conty

Build &)
Start building the skills, conversations,

and automations your team needs Al assistant builder

here.
Boost producti

Explore o

Skill studio

&
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< Upgrade
Standard plan | Skill studio

Automate how your
business works

Learn more -

peo
=T

2. Click Create and then click Import API.

IBM watsonx Orchestrate

Welcome to Skill studio
53 y & i Create b d
Optimize productivity by using projects to build and manage skill flows and connectors.
Ski
Skills and apps Projects &
skills Apps
Q ind a skill s
B
oo
Skills

3. Click From a file.
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IBM watsonx Orchestrate

Skills and apps / Add skills

Add skills

Choose how you want to add skills and then select the skills you want to refer to from that source.

4 Choose the source <+ Select the skills

Choose the source
To discover new skills, cennect te an app or refer to an OpenAFI file.

From an app From a file 0penAPI builder (exp...

IBM Cloud Pak for Business Automation - IBM Cloud Pak for Business Automation z/0S Skills accelerator (Trial)
On premises as a service

4. Click Drag and drop files here or click to upload in the Import a skill file window.

IBM watsonx Orchestrate

Skills and apps / Add skills

Add skills

Choose how you want to add skills and then select the skills you want to refer to from that source.

4: Choose the source % Select the skills

Choose the source
To discover new skills, connect to an app or refer to an OpenAPI file.

Import a skill file

Ensure your file is in the .json, or yaml format and no larger than 50 MB.

Drag and drop files hara or click 1o upload

5. Locate and select the JSON file that you modified earlier and then click Upload.


http://localhost:8000/usecases/ipl/_attachments/skillsStudio2a.png
http://localhost:8000/usecases/ipl/_attachments/skillsStudio2a.png
http://localhost:8000/usecases/ipl/_attachments/skillsStudio3a.png
http://localhost:8000/usecases/ipl/_attachments/skillsStudio3a.png

IBM watsonx Assistant for Z Level 4 Lab Guide 162 / 346

Add skills

Choose how you want to add skills and then select the skills you v

t to refer to from that source.

Choose Files to Upload

q
< I T watsonxAssistant ¢ Q
Cl" Name Kind Date Added v
To = e
| _wxadz:skilloak-prepackaaed:skills.ison 24 KB__JSON document _Todav at 6:57 AM
; >[5 BYOD -~ Folder Today at 6:06 AM
D ! byosyaml 956 bytes YAML Today at 5:54 AM
¢ wrapper-creds.yam| 150 bytes YAML day at 5:53 AM
! client-ingestion-secret.yam| 148 bytes  YAML day at 5:53 AM
Iﬂ ! os-secret.yaml 141 bytes YAML Today at 5:52 AM
1| catalogSource.yaml| 398 bytes YAML Today at 5:44 AM
Eﬂ{ ! catalogCertManageryam| 476 bytes YAML Today at 5:42 AM
Cancel Upload

6. Verify that you receive the message The Open file or skill package is good to go! and then click Next.

watsonx Orchestrate

Skills and apps / Add skills

Add skills

Choose how you want to add skills and then select the skills you want to refer to from that source.

',4 Choose the source ¢ Select the skills

Choose the source
To discover new skills, connect to an app or refer to an OpenAPI file.

From an app From a file OpenAPlI builder (exp...

Import a skill file

Ensure your file is in the .json, or yaml format and no larger than 50 MB.

wxadz-skillpak-prepackaged-skills.json X

- The OpenAPI file or skill package is good togo! @ =
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® Not good to go?

If the file does not load properly you will need to verify not formatting or errors were made in your json file. Return
to the previous section to verify the file contents and then reload the JSON file.

7. Select the z/0S IPL Information skill and then click Add.

Skills and apps / Add skills

Add skills

Choose how you want to add skills and then select the skills you want to refer to from that source.

) Choose the source {: Select the skills

Choose skills
you can choose which skill to add here

1 out of 9 selected Q
Skill Description Status
~ [ Authorized program list Authaorized program list @ Ready to add
v z/05 IPL Information 2/0S IPL Information © Ready to add
~ [ Display zOS parmlib datasets Display zOS parmlib datasets @ Readyto add
~ []  Unix System services options Unix System services options @ Ready toadd
v [0 Display z0S subsystems Display zOS subsystems @ Readyto add
Items per page: 5 1-5 of & items 1 v of 2 pages ] 4

Cancel Add

8. Click the ellipses icon (i ) for the z/0S IPL Information skill and then click Enhance this skill.
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SKills and apps

skills Apps

Projects €

Welcome to Skill studio

Optimize preductivity by using projects to build and manage skill flows and connectors.

Configure prebuilt skills

Q, Find a skill

Skills

Name Step in the process Status Skill type Author Last edited

~  z/OS IPL Information Just 1 step away to be ready @ Ready to publish Imported andrew@jones-tx.com January 17 2025
v~ Zeeves-gather-facts-flow Ready to use @ rublished Skill flow andrew@jones-tx.com January| Enhance this skill
“~  Retrieve job output Ready to use @ Published Imported andrew@jones-tx.com January Export this skill
v~ 2/0S Ping Ready to use @ Published Imported andrew@jones-tx.com January Delete thisskill
v~ z/OS Gather Facts Ready to use @ Published Imported andrew@jones-tx.com January 17 2025

oo
oo

74

9. Review the skill enhancements options and then click Publish.

IBM watsonx Orchestrate

i

want to use it.

Mame®

2/0S IPL Information

Skills and apps / Enhance this skill

Output

Security

Enhance the “z/0S IPL Information” skill

Add details that will make people want to use this skill.

Name and describe this skill in a way that tells users how it's used and why they would

Description 20/100
2/0S IPL Information
P
API version®
1.0.0 R
Categories
Add

App

2/05 operations

Phrases

Next best skills

Preview

The skill will look like this in the catalog.

z/0S IPL Information

2/0S IPL Information

The skill will look like this in the skill set.

z/OS IPL
Information

Cancel

Publish
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10. If you added other skills in step 7, repeat the previous 2 steps for each skill added.

Configure your appURL to connect to the WaasS server

1. In SKill studio, click the Apps tab.

IBM watsonx Orchestrate ‘

Welcome to Skill studio
T . . . Create ~
Optimize productivity by using projects to build and manage skill flows and connectors. _
Skills and apps Projects &
skills Apps Configure prebuilt skills
Q. Find a skill =
B
oo
Skills
Name Step in the process Status Skill type Author Last edited
~  z{OSIPL Information Ready to use @ Published Imported andrew@jones-tx.com January 17 2025
~ Zeeves-gather-facts-flow Ready to use o Published Skill flow andrew@jones-tx.com January 17 2025
~  Retrieve job output Ready to use @ Published Imported andrew@jones-1x.com January 17 2025
~  z/OSPing Ready to use @ Fublished Imported andrew@jones-tx.com January 17 2025
~  z/OS Gather Facts Ready to use @ Published Imported andrew@jones-tx.com January 17 2025

2. In the search field, enter the name of the application in the search field. Unless you modified the info section of
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Welcome to Skill studio

Optimize preductivity by using projects to build and manage skill flows and connectors.

Skills and apps Projects €

skills Apps

Q. z/0Soperations

Select an app to configure the settings for all the app's skills.

Name Description

Workday HCM

Salesloft

Adobe Workfront

Webex

ZoomInfo

Configuration status

Mot Configured

Not Canfigured

Mot Configured

Mot Configured

Not Canfigured

Configure prebuilt skills

oo
oo

IBM watsonx Orchestrate

Welcome to Skill studio

Optimize productivity by using projects to build and manage skill flows and connectors.

Skills and apps Projects &

skills Apps

Q. z/0OS operations

Configure prebuilt skills

Select an app to configure the settings for all the app's skills

Name Description

z/0S operations z/0S IPL Information

Configuration status

Not Configured

Edit

4. Click the Configuration tab.
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IBM watsonx Orchestrate

Skills and apps / Enhance this skill

Configure the “z/0S operations™ app

Details Cenfiguration

Change the app’s name and icon to whatever makes more sense for your organization.

Be sure to provide the connection information. Preview

Name* The app will look like this in the skill set.

z/0S operations
z/0S operations
1 skill

Description 0/100
z/QS IPL Information

The app will look like this in the skill set.

z/0S operations
App icon

1 skill

5. Click Test connection.

Note: the Server URL field must match the URL you created for your WaaS server. It is similar to:

English

Skills and apps / Enhance this skill

Configure the “z/0S operations” app

Details Configuration

Server URL*

https:/fitzvsi-zos-pwgabob.techz tore to def L

Test connection

6. Enter (a) IBMUSER in the username field, (b) your Waa$S password created earlier in the password field, and then
(c) click Connect app.
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IBM watsonx Orchestrate
Connect to z/OS operations =
username
I IBMUSER I
password
I YOUR PASSWORD PHRASE @ I
—
Y

Connect app

7. Verify that the connection is successful and then click Save.
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Skills and apps / Enhance this skill

Configure the “z/0S operations” app

Detalls Configuration

Server URL"

https:/fitzvsi-zos-pwgabob.techz

Connection successful. X
Valid URL

08:58:14

Ti cannecti

8. Repeat step 2 above to verify that the Configuration status is Configured.

IBM watsonx Orchestrate

Welcome to Skill studio

Skills and apps Projects &

Skills Apps

G, z/OS operations
Select an app to configure the settings for all the app's skills.

Name Description

z/05 operations z/0S IPL Information

Optimize productivity by using projects to build and manage skill flows and connectors.

Create ~

Configure prebuilt skills

Configuration status

° Configured

Test the skill
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1. Open Chat in watsonx Orchestrate.

IBM watsonx Orchestrate |

ttudio

cts 1o build and manage skill flows and connectors.

BUILD

5 Ala

Skill studio

ADMINISTER

8  Access ma
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English @

Create o

Configure prebuilt skills

gs for all the app's skills.

Description

z/0S IPL Information

Configuration status

@ configured

2. Click Add skills from the catalog.

watsonx Orchestrate |

- Hi. I'm Watson. Check out the skills in the catalog to see how I can help you.
Add skills from the Ansible Controller Skills - z skills
catalog

& 2 skills

3. In the search apps field, enter the name of the application. Unless you modified the info section of the JSON

file, the default name is z/0S operations.
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Skill catalog

Skills are grouped by app. Select an app to see all the skills that use that app.

5 Personal skills

Q) z/0S operations

Most popular skills

Send an email

from Gmail
]
All Apps
=3 Coupa
| 23 skills
Salesforce
& 85 skills

Add skill

Create a lead

in Salesforce

(=]

d
"~

ZoomInfo
26 skills

Zendesk Service
25 skills

Send an email

using Outlook

(4

@

Add skill

HubSpot CRM
33 skills

Calendly
6 skills

Apptio Targetprocess
24 skills

Square
8 skills

74

IBM watsonx Orchestrate

Skill catalog

Skills are grouped by app. Select an app to see all the skills that use that app.

% Personal skills

Microsoft Outlook

28 skills

17 skills

monday.com
24 skKills

16 skills

UKG
8 skills

ke

Amazon SNS
9 skills

aws

Do Webex

Qo 14 skills

Ansible Controller Skills ...

3 skills

Google Contacts

Google Calendar

=

aws

Oo

Salesloft

Microsoft Dynamics 365 ...
27 skills

Jira
4 skills

Amazon SES
10 skills

Seismic
22 skills

GitHub
11 skills

Salesforce Chatter

5 skills

Adobe Workfront
37 skills

Salesloft
47 skills

™

Slack
6 skills

Microsoft OneDrive for B...

15 skKills

-atf

Salesforce Commerce Cl...

38 skills

Microsoft Azure Blob sto...

12 skills

Google Drive
15 skills

bambocHR
& skills

z/0S operations
1 skill

Gmail
1 skill

o
%

awss

Box
20 skills

Marketo
10 skills

DocuSign
3 skills

Google Cloud Storage
6 skills

Dropbox

9 skills

AWS Lambda

2 skills

Cognos
8 skills
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5. Click Add skill + for the z/0S IPL Information skill.

IBM watsonx Orchestrate
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Skill catalog [

z/0S operations (1)

% Personal skills

Q  search skills

Connect app @

z/OS operations

z/0S IPL Information

z/OS IPL Information

Add skill +

6. Repeat step 5 for any additional skills you added to the app.

7. Click Connect app.

IBM watsonx Orchestrate

Skill catalog /

z/0S operations (1)

5 Personal skills

Q. Ssearch skills

z/OS operations

z/OS IPL Information

z/05 IPL Information

Added

Connect app &

8. Enter (a) IBMUSER in the username field, (b) your Waa$S password created earlier in the password field, and then

(c) click Connect app.
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9. Verify that the skill is connected.
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Connect to z/0S operations *
username
I IBMUSER I
password
I YOUR PASSWORD PHRASE ) I
-
4
Cay Connect app

Skill catalog /

z/0S operations (1)

 Personal skills

Q. Search skills

'
" @ Connected | .
u
s

Ssssmssennmennn

z/OS operations

z/0S IPL Information
zf0S IPL Information

Added

10. Open Chat in watsonx Orchestrate.
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=
IBM watsonx Orchestrate )]

B skill
@ Connected

=5  Skill catalog

Al ass| nt builder

Skill stuc

Added

11. Click the z/0S IPL Information tile.

watsonx Orchestrate

%  HiI'mWatson Let's get to work

Ansible Controller Skills - z skills z{OS IPL
Information

Add skills from the

catalog

2 skills
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The name of the tile may be different.

If you added multiple skills to your app, the tile name may be z/0S operations and the number of skills included

will be shown.

12. Using the defaults in the form, click Apply.

IBM watsonx Orchestrate

=)
&
%  HiI'mWwatson. Let's get to work
@ z/QS IPL Information
LS
You just need to complete this form first
2/0S 1IPL Information
consoletame *
iserVsol
cmd ¥
d iplinfo
sal-key *
JES
Cancel Apply
o .Y
&l W,
Add skills from the Ansible Controller Skills - z skills zJOS IPL
catalog Information
2y 2 skills

13. Review the returned information.

If you loaded other pre-packaged skills, test them now.
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=  IBMwatsonx Orchestrate

2[0S IPL Inf

sol-key-timeout

sol-key-detected

cmd-response

IEE2541 10.14.21 IPLINFO DISPLAY 514

SYSTEM IPLED AT 06.48.48 ON 01/17/2025

RELEASE z/0S5 02.05.00 LICENSE =2z/0S

USED LOADK2 IN SYSO.IPLPARM ON ODE28

ARCHLVL =2 MTLSHARE =N

VALIDATED BOOT: NO

IEASYM LIST = (00,K2)

IEASYS LIST = (00) (OP)

IODF DEVICE: ORIGINAL(ODE28) CURRENT(ODE28)

IPL DEVICE: ORIGINAL(ODE27) CURRENT(0DE27) VOLUME(D25VS1)
VM CPID = zHYPaaS

VM UUID = 3C9BD7F3-BA47-4A47-B62C-298DAASFA0EB

VM NAME = k8s_75d1

VM EXT NAME = k8s_75d16281c12c4681b91417749e322845_0727_3c9bd7{3-8a47

-4a47-b62c-298dad 5f40eh

Gmdargspansa-kev,

Connect the app to your assistant

Before configuring the z/0S IPL Information skill as an assistant action, the app containing the skill must first be

connected to the assistant.

1. Open Skill sets in watsonx orchestrate.

E IBM watsonx Orchestrate

BUILD

IPLINFO DISPLAY 514
06.48.48 ON 01/17/2025
J el 05.00 LICENSE =2z/0S
EYSO.IPLPARM ON 0DE28
SHARE =N

B3 Al assistant builder

ADMINISTER

a A anagement

GINAL(ODE28) CURRENT(ODE28)
NAL(ODE27) CURRENT(0DE27) VOLUME(D25V51)
hS

TE3-BA47-4A47-B62C-298DAASFA0ER

2. Click the Skill sets drop-down list and select the Draft of your assistant.
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Team Skills

Team Skills

s draft

Skill sets
Team Skills -~
Orc te Agent Skillset

s team's members. These skills complete related tasks for the team members so

lely.

Name

No skills

Click Manage skills to give this team digey spec:

App

ahilities.

3. Click Connections.

watsonx Orchestrate

Zeeves draft

Skill sets

Skills

Connections

Skills (2)

s team are a
rk more efficientl:

Name

Retrieve job output

Zeeves-gather-facts-flow

Items per page: 10 ~

Zeeves draft ~

1-2of 2 items

am's members. These skills complete related tasks for the team members so

App

1~

of 1 page 1 >

4. Enter your skill app name (z/OS operations) in the search bar.
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Zeeves draft

Skill sets

Zeeves draft ~

Skills Connections

These are the applications that are used by the skills in team skill set. Application connections are required to execute skills. Set preference at an application level to
enable skills to either use personal or team credentials

I Q, zfos operations ® I
Application Number of skills Credential type Connected by (@) Action
/0% operations 1 Mot specified -
Items perpage: 5 w 1-1oflitems 1~ oflpage . ’

Zeeves draft

Skill sets

Zeeves draft ~

Skills Connections

These are the applications that are used by the skills in team skill set. Application connections are required to execute skills. Set preference at an application level to
enable skills to either use personal or team credentials.

Q. z/os operations

Application Number of skills Credential type Connectedby @ Action
wxw L
b -
: z/0S operations » i Not specified
.
Sasszassnssssszns

ltemsperpage; 5 ~  1-1oflitems ICnnnectapp | 2 | 6

6. In the dialog, click Connect app.

tsonx Orchy

Connect to z/0S operations *

Each team member uses their own credentials to connect to this app and use its skills.

@ Team credentials

The admin sets the credentials each team member uses to connect to this app and use its
skills.

‘ou selected Team credentials for the credential type. Click Connect app to provide the
credentials your team will use and to connect to the app.

7. Enter (@) IBMUSER in the username field, (b) your Waa$S password in the password field, and then (c) click
Connect app.
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English

1BM watsonx Orchestrate

Connect to z/0S operations

IBMUSER

passward

YOUR PASSWORD PHRASE &

Create an action for your assistant

Next, create a skill-based action that uses the z/0S IPL Information. Recall, with the z/0OS Gather Facts skill flow that
was created earlier, adding the skill as a skill-based action allows the skill to run based on user prompts to the

assistant.

Skill-based actions also serve another purpose. After creating the skill-based action, you can then call that action
from a custom-built action. This is accomplished through subactions. For this use case, create an action that
triggers the z/0S IPL Information skill on z/0S to display the LPARs IPL information. That action is integrated into
another custom-built action (as a subaction) to provide a customized user experience.

1. Open Al assistant builder in watsonx Orchestrate.
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IBM watsonx Orchestrate

t
Skill sets

Skill catal

BUILD

| studi

ADMINISTER u S in slication » required to execute ski

Number of skills Credential type Connected by @ Action

Team and nes-tx.com  §

of 1 items 1~ oflpage L] *

2. Select Actions.

IBM watsonx Orchestrate

I @ Home mentation
% Generative Al £
Actions
i Evaluate 7, 2025 5:15:55 AM CST
-3 Preview
as new watsonx generative Al features! bout intelligent information gathering ble in settings X

W Publish

& Environments

3. Click New action +.

IBM watsonx Orchestrate

unique way that aligns
o

stant
Ex D] Eid 03 B
Analyze omize your assistant with Build actions Customize your Create a fallback plan Preview & debug Customize web chat Set1
Enhance and improve greeting Train your assistant to Enable debug mode Design how your Seler
your assistant's actions. Welcome your usersin a adapt to specific when you preview your assistant shows up in wani
situations. assistant. your live environment. assis

@ Actions
-3 All items ~
I ® | Created by you

by a
> Variables -~

Created you

ant

Saved responses

Created by you |

Last edited

2 days ago

Examples count

Steps count

Status

-F

4. Click Skill-based action.
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watsonx Orchestrate

Create an action

What kind of action do you want to build?

Al-guided action

specific use cases.

Beta

Configure Al to generate responses based on

Skill-based action

Build an action that helps perform a task

Custom-built action

actic plates

Design your own action step-by-step
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Nat sure how to start? Try adding pre-built

5. Click z/0S IPL Information and then click Next.

watsonx Orchestrate

Build an action from a skill

Select a skill

Choose a conversational skill published as a foundation of your action.

z/0S IPL Information

z{0S IPL Information

Last updated: 2025-01-17T14:39:36.042Z

z/0S Gather Facts

z skills - This sample playbock demonstrates
the z/OS gather facts module, which pulls
z/05-specific information from the 2/0S host

Zeeves-gather-facts-flow

Run 2/05 gather facts and retrieve the output

Lastupdated: 2025-01-17T12:24:16.672Z

Summarize the Webex meeting transcript

in watsonx.ai

Retrieve job output

2 skills - Retrieve job output by job Id

Last updated: 2025-01-17T12:18:14.7142

Summarize the Box content

in watsonx.ai

Cancel

2/0S Ping

2 skills - This playbook pings the 2/0S host to
test connectivity.

Last updated: 2025-01-17T12:13:33.1942

Summarize a Zendesk ticket

in watsonx.ai

6. Enter a prompt like Display IPL information that starts the skill and then click Save.

Prompt:

Display IPL information
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New action

What does your customer say ta start this interaction?

I Display IPL information
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2/05 IPL Information

Customer starts with:
Display IPL information

Configuration

Skill Name: 2/05 IPL Information

pak__1.0.0__zosIplInfa

skill d: IBM-watsonX-Assistant-for-Z-skills-

Add example phrases:

Enter phrases that a customer types or says to start the conversation
about a specific topic. These phrases determine the task, problem, or
question your customer has.

The more phrases you enter, the better your assistant can recognize
what the customer wants.

Enter phrases your customer might use to start this action

Total: 1

Display IPL information

gz ®

8. Click Preview.
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2/05 IPL Information

Customer starts with:

Display IPL information

Add example phrases: & F o

Configuration

skill Name: 2/05 1PL Informatior

Skill 1d: 1BM

pak__1.0.0__zosIplint

Enter phrases that a customer types or says to start the conversation
about a specific topic. These phrases determine the task, problem, or
question your customer has.

The more phrases you enter, the better your assistant can recognize
what the customer wants

Enter phrases your customer might use to start this action Total: 1

Display IPL infarmation @

Wait for the Your changes are being added. message to disappear before proceeding.
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2[0S 1PL Information E @ E %

Customer starts with:

DN Add example phrases: 8 T &
Configuration Enter phrases that a customer types or says to start the conversation
about a specific topic. These phrases determing the task, problem, or
Skill Name: IPL Infarmation guestion your customer has.
Skill Id: IBM-watsonX-Ass stant-for-Z-skills The mare phrases you enter, the better your assistant can recognize
pak__1.0.0__zoslplinfa what the customer wants
Enter phrases your customer might use to start this action Total: 1
Display IPL information &

Preview 4] -

' Greet custemer [default]
= Welcome, how can I assist you?

Display IPL information g |

10. Using the defaults in the form, click Apply.
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z/0S 1PL Information

Customer starts with:

Dis,

Configuration

skill Name: z,

Infarmatio

Skill Id: IBM-watsonX-Assistant-for-Z-ckills

fa

pak__1.0

Add example phrases: ¥ 7
Enter phrases that a customer types or says to start the conversation

about a specific topic: These phrases determine the task, problem, or

question your customer has

The more phrases you enter, the better your assistant can recognize

what the customer wants.

Enter phrases your customer might use to start this action Total: 1

Display IPL information

g @

Preview

1
. 5:02 AM
i« Qs Conversational skill called
2/0S IPL Information recog)
]

z/0S IPL Information

consoleName *

iservsnl

emd *

diplinfo

JES

11. Verify the results.
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rchestrate

/05 1PL Information g @ 3 x

Customer starts with:

Display iPL information

Add example phrases: % F %
Configuration Enter phrases that a customer types or says to start the conversation
about a specific topic. These phrases determine the task, problem, or
Skill Name: z/05 IPL Information question your customer has.
skill Id: IBM-watsonX-Assistant-for-Z-skills The more phrases you enter, the better your assistant can recognize
pak nfo what the customer wants.
Enter phrases your customer might use to start this action Total: 1
Display IPL information &

Preview (o]

z/05 IPL Information

o

£ sol-key-timeout
sol-key-detected

%

cmd-response
IEE2541 11.04.51 IPLINFO DISPLAY
SYSTEM IPLED AT 06.48.48 ON 01/1°
RELEASE 2/0502.05.00 LICENSE =
USED LOADK2 IN SYS0.IPLPARM ON
ARCHLVL=2 MTLSHARE =N
VALIDATED BOOT: NO
IEASYM LIST = (00,K2)
IEASYS LIST = (00) (OF)
IODF DEVICE: ORIGINAL(ODE28) CUF
IPL DEVICE: ORIGIMAL(ODE27) CURF
VM CPID = zHYPaaS
VM UUID = 3C9BD7F3-BA4T-
4AA7-B62C-298DAA5FA0EB
VM NAME = k8s_75d1
VM EXT NAME = k8s_75d16281c12c.
8ad?

AnAT Lenn

Next, you will add this skill-based action as a subaction to a custom-build action. To have the custom-built
action started rather than the skill-based action, the existing example phrases need to be removed.

watsonx Orchestrate

2/0S IPL Information E @ ]

Customer starts witl

Dispiay LPL inf ' Add example phrases: s T &
Configuration Enter phrases that a customer types or says to start the conversation
about a specific topic. These phrases determine the task, problem, or
Skill Name: 2/0S IPL Infarmatior guestion your customer has.
Skill Id: IBM-watsonX-Assistant-lor-Z-skills The more phrases you enter, the better your assistant can recognize
pak__1.0.0__zoslplinfo what the customer wants.
Enter phrases your customer might use to start this action Total: 1
Display IPL information &

Preview G

z/0% 1PL Information

13. Verify (a) all example phrases are deleted, (b) click the Save icon (/2), and then (¢) click x to close the action.
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1BM watsonx Orchestrate

2{05 IPL Information

Customer starts with: b c

Add example phrases: & &
Configuration Enter phrases that a customer types or says to start the conversation
about a specific topic, These phrases determine the task, problem, or
Skill Name: z 1PL Infarmation question your customer has
Skill 1d: 18M sonX-Assistant-for-Z-skills The more phrases you enter, the better your assistant can recognize
nak_1.0.0__zosIplinfo what the customer wants

Enter phrases your customer might use to start this action Total: 0

Create a custom-built action

Custom-built actions allow you to define each step of a conversation with your assistant. You can define steps with
or without conditions to control the user responses. You can include your skill-based actions as sub-actions. You

can pass generated values between the subactions.

1BM watsonx Orchestrate

@  Preview assistant Copy link to share ‘ ‘ Change |
® {2 AssistantZeeves o
(=]
You 9:28 AM
P
How do you retrieve the information needed to IPL a z/0S LPAR? Provide a detailed
9 . 9:28 AM
& Tao retrieve the necessary information for IPLing a z/0S LPAR, you would typically refer to the
system's documentation or consult with the system administrators. However, generally, you'd
need the following:
e

1. LPAR Name: The unique identifier for the Logical Partition.

2. 1PL Parameters: These include the system configuration parameters, such as the load
module library, parmlib, and the address space layout

3. System Symbols: These are used to customize the IPL process according to specific
requirements

4. 1PL Source: This could be a specific member in a PDS (Partitioned Data Set), or a dataset
specified in the IPL JCL (Job Control Language).

The exact process might vary depending on the specific mainframe environment and its
configuration. Always ensure to follow the established procedures and guidelines provided by
your organization's IT department.

Mote: The document provided does not contain specific details about retrieving information
for IPLing a z/OS LPAR. The provided information is based on general mainframe practices.
~

enerated answers may vary

A custom-built action can help the SysProg to take the next steps that are required by adding next-step action

suggestions and start skills to gather the needed information.

1. Click New action +.
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1BM watsonx Orchestrate Al assistant builder Zeeves
@  Actions @
@ | Allhems " Created by you /
] MName Last edited Examples count Steps count Status
& Variables ~
Created by you [ 88 2/0S IPL Information 17 minutes ago 0 3 ]

2 days agoe 1 0 [-]

O & zeeves-gather-fa

Saved responses

2. Click Custom-built action.

1BM watsonx Orchestrate | Al assistant builder

Create an action X

What kind of action do you want to build?

G -—
[ar = = - =
° -
- - -
Al-guided action Skill-based action Custom-built action
Configure Al to generate responses based on Build an action that helps perform a task. Design your own action step-by-step.
specific use cases.
Beta 3 X 5

Not sure how to start? Try adding pre-built

action templates.

click Save.

Prompt:

Retrieve IPL information
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New action

What does your customer say to start this interaction?

I Retrieve IPL information

4. Review the form to create a custom-built action.

A custom-built action can consist of multiple steps with each step that is taken with or without conditions. Each
step specifies the assistant's response and the next step to start.

Q For client demonstrations and pilots...

For client demonstrations and pilots, it is possible to add a custom search query such that when conversational
search is executed in the 1st step, the query being used is hard-coded and isn't necessarily what the end-user
inputted. This can be done by clicking on the Edit settings option under Search for the answer and specifying a

custom search query that specifies the exact query to be used.

5. Click the And then drop-down list and select Search for the answer.


http://localhost:8000/usecases/ipl/_attachments/skillsStudio52a.png
http://localhost:8000/usecases/ipl/_attachments/skillsStudio52a.png

IBM watsonx Orchestrate

Retrieve [PL information

Customer starts with:
fer

Conversation steps

| Continue to next step

Step 1 &

Is taken without conditions

Assistant says

A @ B A @& 0

~ Define custome

And then

L Continue to next step

o
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Continue to next step

Follow the action's flow to whichever step is ordered next

Use an extension

Search for the answer
Connect to agent

End the action

6. Click Edit settings.

atsonx Orchestrate

Retrieve IPL information

starts with:

Conversation steps

Q, Search for the answer

Step 1 P

Is taken without conditions

Assistant says

Custom query None (Customer's message will be the query

Cu

Edit settings

7. Enter a Custom search query and click Apply.

Custom search query:

How do you retrieve the information needed to IPL a z/0S

LPAR? Provide a detailed response
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Settings
Search for the answer

Configure how your assistant searches for relevant information and generates a conversational response. Yau
can configure settings for search and for after responses are generated.

Search configuration After generation
Search configuration

Set how you want your search to perform before a response is generated.

Custom search query (Opticnal)

I How do you retrieve the information needed to IPL a z/0S LPAR? Provide a detailed response

Custom results filter

(®) use default

(O set new filter

8. Click New step +.

automation into the conversation and ask the user if they want to perform the action.


http://localhost:8000/usecases/ipl/_attachments/skillsStudio55a.png
http://localhost:8000/usecases/ipl/_attachments/skillsStudio55a.png

IBM watsonx Assistant for Z Level 4 Lab Guide 192 / 346

1BM watsonx Orchestrate

Retrieve IPL information

Customer starts with: Step 1 £

Retrieve IPL informatia
Is taken without conditions
Conversation steps o et

2 g Assistant says
Q, Search for the answer 5 o

f @3 B A @@ 0 <

And then

Q, Search for the answer o

Custom filter Mone (Optiona

Edit settings

New step +

Assistant says:

Would you like to display your LPARs IPL information?

1BM watsonx Orchestrate |

Open the main menu

Retrieve IPL information Editor 4 i) i) ®

er starts with: Step 2 Z

= IPL information

Is taken without conditions
Conversation steps § SRR, S S

1
Assistant says
Q Search for the answer
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, B I & /i W B A B & 0 <>
Would you like to display your LFARs IPL |nfurma(\on1
2

1 Define customer response in

And then

L Continue to next step \

10. Click the Define customer response drop-down and select Confirmation.
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Now, after providing a conversational search-based response to the original question, the assistant asks the

1BM watsonx Orchestrate

Retrieve IPL information

Customer starts with:

Retrieve IPL information
Conversation steps

his eteip ha
1

Q Search for the answer

Would you like to display your LPARs IPL informatian?
2

L Continue to next step [ R |

Step 2 £

Is taken without conditions

Assistant says
f B3 B B @ @ 0 L

Would you like to display your LPARs IPL information?

2 Define customer response

System ~ Options

Enable customers to selact from a set of chaices. If more than 4, options show
= Options as a list

5 Confirmation As buttons
Tr Free text Checking  Savings 401 (k) RothIRA
IFl Regex
Asalist

ws Mumber

FETEE Fay Bill \
1 Date
®© Time
Saved ~

Click New step +.
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watsonx Orchestrate

Retrieve IPL information

Customer starts with: Step 2 Fd

Retrieve IPL informatiar
Is taken without conditions
Conversation steps .
1 .
Assistant says
Q, Search for the answer
E i B B A ® & o <>
Would you like to display your LPARs IPLinformation? Would you like to display your LPARS IPL information?
2 Confirmation
L Centinue to next step 5 m
Yes No

Edit validation @ =2 m

View respons:

And then

J- Continue to next step

12. Click the Is taken drop-down and select with conditions.

tsonx Orchestrate

Retrieve IPL information

Customer starts with: Step 3 &

IPL informatior

Is taken without conditions

Conversation steps
without conditions w

with conditions

1
Assistant says
Q Search for the answer
B i B3 B A =B n <
Would you like to display your LPARs 1PLinformation?
9 Confirmation
J. Continue to next step
v
3
J. Continue to next step (m}] [}
And then

- Continue to next step

13. Review the Conditions.

Notice that the default condition is based on Step 2 and the user clicking Yes when prompted.
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IBM watsonx Orchestrate

Retrieve IPL information & B ]
Customer starts with: Step 3 2
¥ | asssssssssssssy ;
Istaken | ~ |
Conversationsteps y
sl 10 contan Conditions 1condition A
1
Q Search for the answer if of this is true:
2. Would you like o d... is Yes *
Would you like to display your LPARs IPL information?
s CaniirmSkian and  Add condition
2 s Yes
3
e to next step [m}} ] Assistant says
8 f @3 B R 3 E 0 <
ne custome ~
And then
L Continue te next step ~

Assistant says:

Retrieving your system's IPL information...

watsonx Orchestrate

Retrieve IPL information @ @ ] *
Step 3 &
v
Is taken with conditions v
Conversation steps
Conditions 1ceondition A~
1
Q Searc the answer it of this is true:
2. Would you like to d is Yes x
Would you like to display your LPARs IPL information?
5 Cenfirmation and  Add condition
group +
2 is Yes
4 | Retrieving yoursystems 1PL infarmation
. Continue to next step B o Assistant says
B I & H W@ B A & B n <>
Retrieving your system’s IPL information...
anse x
And then
. Continue to next step -

15. Click the And then drop-down and select Go to a subaction.
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Retrieve IPL information =4 =]

Customer starts with: Step 3 &
Retrieve IPL information

Is taken with conditions v Set variable values
Conversation steps i e )

THis Step R ey const S Conditions 1condition
1
Q search for the answer g @ if of this is true:
2. Would you like tod_.. is Yes *®
Would you like to display your LPARs IPL information?
2 Confirmation and  Add condition +
J Continue te next step
New conditi +
PR jew condition group
3 Retrieving your system's IPL infarmation...
J Continue to next step 5 o Assistant says
B I & /K B3 E A 3 B W0 5

Retrieving your system's IPL information...

& Define customer response b4

And then

L Continue to next step ~ I

Continue to next step NG b AR ST

Re-ask previous step(s) Follow the action's flow to whichever step is ordered next.

I Go to a subaction I

Use an extension
Search for the answer

Connect to agent ,?

Settings

Go tu‘ctkon

Go to

z{0S 1PL Infermation

["1 End this action after ﬂ’tion is completed

Privacy(@

[ Protect data returned after the subaction completes

17. Click Save (&) and then click x.
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M watsonx Orchestrate

Retrieve IPL information

Customer starts with: Step 3 ol a b

Retrieve IPL infarmuation

Is taken with conditions v
Conversation steps A

Conditions 1condition A
Q, Search for the answer 1if of this is true:
2. Would you like to d_ 5 Yes ®

Would you like to display your LPARs TPL infarmatian?

2 Centiimation and Add condition +

Continue to next step

New condition graup +
2 Is Yes

Retrieving your system's IPL infarmation..

13 Goto subaction; z/0S IPL Inform... B o Assistant says

£ B3 A A @B 0 s

Test the custom-built action

You can now practice demonstrating the flow of this use case. Recall the steps that were taken and the scenario of
the early-tenure SysProg being tasked with preparing for an upcoming IPL.

1. Click Preview.

IBM watsonx Orchestrate

@ Home @

€  Generative AT Ceatad by you £

I g fetions I:I\ e pfmame v D ’F

#  Evaluate

[0 Name Last edited Examples count Steps count Status
Preview
O #&zfos IPL Information an hour ago 0 3 ]
57 Publish
= . [ 8 Zeeves-gather-facts-flow 2 days ago 1 0 L]
& Environments -
[0 B Retrieve IPL information 15 minutes ago 1 3 ®

|~ Analyze

Prompt:

How do you retrieve the information needed to IPL a z/0S LPAR?

@ Use the Change layout option to open a full page view of the assistant.
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IBM watsonx Orchestrate

@  Preview assistant Copy link to share T ha i ckground ¢ Customize webchat &3

AssistantZeeves o

Hi! I'm Zeeves. How can I help you today?

How do you retrieve the information needed to IPL a z/0S LPAR? >

3. Review the response.

By using the conversational search capability of watsonx Assistant for Z, grounded on Z-domain knowledge in
the Z RAG, the user is able to quickly find an answer to their question. The assistant returns a response that

You are also able to improve their productivity by infusing automations into the natural conversation that will
provide them exactly the information they need to accomplish their task.
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1BM watsonx Orchestrate

@  Preview assistant ) | | hgalayout @ ‘ |
5 & AssistantZeeves o
=]
You10:33 &AM
How do you retrieve the information needed to IPL a 2/0S LPAR?
B
5 . 10:33 AM
£
To retrieve the necessary information for 1PLing a /05 LPAR, you would typically refer to the
& system's documentation or consult with the system administratars. However, generally, you'd
need the following:
k2 1. LPAR Name: The unique identifier for the Logical Partition

2. IPL Parameters: These include the system configuration parameters, such as the load
module library, parmlib, and the address space layout.

3. System Symbals: These are used to customize the IPL process according to specific
requirements

4. IPL Source: This could be a specific member in a PDS (Partitioned Data Set), or a dataset
specified in the IPL JCL (Job Control Language).

The exact process might vary depending on the specific mainframe environment and its
configuration. Always ensure ta follow the established procedures and guidelines provided by
your organization's [T department

Note: The document provided does not contain specific details about retrieving information
for IPLing a z/OS LPAR. The provided information is based on general mainframe practices.

ated answers may vary

Would you like to display your LPARs IPL information?

&

4. Click Yes.

watsonx Orchestrate

@  Preview assistant

@ ) AssistantZeeves 2
]
You 10:33 AM
iF
I How do you retrieve the information needed to IPL a /OS5 LPAR?
=2

5 . 10:33 AM
k7

To retrieve the necessary information for IPLing a z/OS LPAR, you would typically refer to the
system's documentation or consult with the system administrators. However, generally, you'd
need the following:

3

LPAR Name: The unigue identifier for the Logical Partition.

2. IPL Parameters: These include the system configuration parameters, such as the load
meodule library, parmlib, and the address space layout.

3. System Symbols: These are used to custamize the IPL process according ta specific
requirements.

4. IPL Source: This could be a specific member in a PDS (Partitioned Data Set), or a dataset

specified in the IPL JCL (Job Control Language).

The exact process might vary depending on the specific mainframe environment and its
configuration. Always ensure to follow the established procedures and guidelines provided by
your organization's IT department.

Mote: The document provided does not contain specific details about retrieving information
for IPLing a z/OS LPAR. The provided information is based on general mainframe practices.
v

Accuracy of

Would you like to display your LPARs IPL information?

5. Using the defaults in the form, click Apply.


http://localhost:8000/usecases/ipl/_attachments/skillsStudio68a.png
http://localhost:8000/usecases/ipl/_attachments/skillsStudio68a.png
http://localhost:8000/usecases/ipl/_attachments/skillsStudio69a.png
http://localhost:8000/usecases/ipl/_attachments/skillsStudio69a.png

IBM watsonx Assistant for Z Level 4 Lab Guide 200 / 346

1BM watsonx Orchestrate

@ Home Copy link to share U] | |C“m.&:u:..-,'-:-l.\'= B |

Change background

+ | Customize webchat 63

%  Generative AI

specified in the IPL JCL (Job Control Language).
El Actions
The exact process might vary depending on the specific mainframe envirenment and its
configuration. Always ensure to follow the established procedures and guidelines provided by
your organization's IT department.

#  Evaluate

.

Mate: The document provided does not contain specific details about retrieving information
for IPLing a 2/0S LPAR. The provided information is based on general mainframe practices.

<’ Publish
w
&  Environments
= [ Accuracy of generated answers may vary.
b Anal Would you like to display your LPARs IPL information?
[ nalyze

Yes

You 10:37 AM

Retrieving your system's IPL information...

z/05 IPL Information

consoleName *

iservsol

emd*

d iplinfo

sal-key ~

JES

Integrations
E

@ Activity log

2l AssistantZeeves o]

6. Review the response to the custom-built action.
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1BM watsonx Orchestrate

@ Preview assistant Copy link to share Un] | | Change layout B | ‘ Change background + Customize web chat

a1 AssistantZeeves o]

P

z/05 IPL Information

sol-key-timeout

MG

sol-key-detected

cmd-response

IEE2541 12.40.03 IPLINFO DISPLAY 770

SYSTEM IPLED AT 06.48.48 ON 01/17/2025

RELEASE 2/05 02.05.00 LICENSE = z/0S

USED LOADK2 IN SYSO.IPLPARM ON 0DE28

ARCHLVL=2 MTLSHARE =N

VALIDATED BOOT: NO

IEASYM LIST = (00,K2)

IEASYS LIST = {(00) (OP)

IODF DEVICE: ORIGINAL{ODE28) CURRENT(0ODE28)

IPL DEVICE: ORIGINAL(ODE27) CURRENT(ODE27) VOLUME(D25VS1)
VM CPID = zHYPaaS

VM UUID = 3C9BD7F3-8A47-4A47-B62C-298DA45F40EB

VM NAME = kBs_75d1

VM EXT NAME = k8s_75d16281c12c4681b91417749e322845_0727_3c%bd
Bad7

R~

-4ad7-h62c-298dad 5{40eb

cmd-response-key
€4443879

. 10:39 AM

The ability to infuse skills and automations into the conversation allows the user to issue the operator command on
their system directly within the assistant itself. The assistant provides a single interface for retrieving details that are
required for the IPL process to go smoothly and increases the user's efficiency.
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Use case: SSL Certificate renewal on z/0S

Assistant for Z can help them to verify that their critical security certificates are up to date and reduce the risk of
expired certificates disrupting their organization’s services.

connection between communicating parties over a network. Certificate management is crucial for maintaining the
security of a company’s z/0S environment. The SA has not performed the tasks to manage and renew a certificate in
some time. The SA recalls that there are many steps that are required on z/0S and various RACF commands that
need to be run to renew a certificate. Rather than going to their senior SA for assistance, demonstrate how using
watsonx Assistant for Z can help the SA automate the certificate renewal process.

In this scenario, use the Ansible automation templates that are provided with AAP and the WAZI z/0S environment
to create assistant actions. The actions guide the client through the process of identifying their SSL certificate’s
expiration dates, and automating the certificate renewal process for them. The assistant saves them time and
improve their productivity.

Create an initial certificate authority (CA) certificate to sign future SITE
certificates

For this use case, a certificate authority (CA) certificate is needed to sign new SITE certificates.

1. Open and log in to the Ansible Automation Platform (AAP) web console.

-‘;5) Don't remember how?

Refer to the first 5 steps in Explore Ansible Automation Platform.

2. Click Templates under the Resources section.
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= A a e - & admin
Views D
Dashboard
Jobs
kil Name + (=1 Delete Cancel jobs 1-150f15 =
Activity Stream
Name Status Type Start Time Finish Time | Actions
Workflow Approvals
Host Metrics . -
15 — Cleanup Job Details @ Successful Management 1/19/2025, 1/19/2025,
Subscription Usage Job 5:02:46 AM 5:02:48 AM
14 —z/OS Certs - Add CA @ Successful Playbook 1/17/2025, 1/17/2025, 5
Cert Run 10:08:07 AM 10:09:29 AM
Credentials
Projects 13 — z/OS TSO Comman @ Successful Playbook 1/17/2025, 1/17/2025, ¥
d(s) Run 7:41:26 AM 7:41:35 AM
Inventories

— Red Hat -
= Aadible = A e ~ & admin -

Platterm

isa= Templates D
Dashboard
Jobs
i » Name =+ Q m Delete 1-200f20 ~
Activity Stream
Name 1 Type Organization Last Ran Actions
Workflow Approvals
Host Metrics 5
> z/0S Certs - Add CA Cert Job Default Y17/2025, L 4 & ]
Subscription Usage Template 10:09:29 AM
Resources .
> z/OS Certs - Create Cert Job Default « & L]
Templates Template
Credentials
Projects > z/0S Certs - Create Keyring Job Default « ra L]
Template

Inventories

Hosts

4. On the Survey screen, modify the Certificate Label and Type fields with the values that follow and then click
Next.

a: Certificate Label

TESTCA

b: Type

CERTAUTH
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Q Leave the default values for all other fields.

Launch | z/OS Certs - Create Cert

This playbook creates a SITE, USER or CERTAUTH certificate. Signed by local CA or self-signed.

o Survey Owner ID @

2 Preview IBMUSER

Certificate Label (@

TESTCA

Type *

CERTAUTH

Sign With @

Self

Sign Label

Organizational Unit

ANSIBLE CORE

5. Click Launch.
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Launch | z/OS Certs - Create Cert

This playbook creates a SITE, USER or CERTAUTH certificate. Signed by local CA or self-signed.

1 Survey z/OS Certs - Create Descriptio  This playbook creates  Type Job Template

. Cert n a SITE, USER or
© Preview CERTAUTH
certificate. Signed by
local CA or self-
signed.

Timeout 0 min O sec Job Type Run Organizati  Default
on

Inventory AAP z/OS Project aapdzos Execution aap4zos EE
Envirenme
nt

Playbook zos_concepts/certific Verbosity O (Normal)
ate_management/cre
ate_certyml

Show Off Job
Changes Slicing

Credential SSH: 2/0S Host SSH ..
s

6. Review the output of the job.

In the output of the playbook, notice that a new keyring is created, a certificate is created, and the certificate is
connected to the key ring.
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n-nlj:\ a e - & admin ~

Views Jobs » 16 - z/OS Certs - Create Cert
‘D
Qutput

Dashboard
Jobs

4 bs Is
e Back to Job: Detai Output
Activity Stream i

z/0S Certs - Create Cert = @ Successful Plays 1 Tasks 15 Hosts 1 Elspsed 00:0020 4 & m
Workflow Approvals
Host Metrics

Stdout = Q

Subscription Usage

‘ Events processing complete. Reload output

Resources
~ ~ a ¥
Templates 10
Credentials 11 TASK [Get FQDN of this z/0S server from USS.] 12:58:30
12 ok: [zos_host]
Projects 13
. 14 TASK [Set cn fact from previous task.] 12:58:31
nventetes 15 ok: [zos_host]
Hosts 16
17 TASK [Check if certificate to be created already exists.] 12:58:31
18 ok: [zos_host]
Access 19
20 TASK [Debug command output.] 12:58:32
Bhr s 21 ok: [zos_host] => {
22 “msgt: "4v
Users 23 }
24
Teae 25 TASK [Debug.] 12:58:32
26 ok: [zos_host] => {
e steation 27 cert_not_found": true
28 )
29

Credential Types

7. Locate the line TASK [GENERATE new certificate], click the changed: [zos host].
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RedHat .
edHat A e - & admin v

e Jobs * 16 -z/OS Certs - Create Cert o
D
Output
Dashboard
Jobs
1 H
Schedules Back to Job Details Output
Activity Stream -
z/OS Certs - Create Cert @ Successful Plays 1 Tasks 15 Hosts 1 Elapsed 000020 3 ]
Workflow Approvals
Host Metrics
Stdout = Q

Subscription Usage

‘ Events processing complete. Reload output

Resources
~ ~ a ¥
Templates 27 "cert_not_found": true
) 28 }
Credentials 29
et 380 TASK [Generate new certificate.] 12:58:32
31 changed: [zos_host]
Inventories 32
33 TASK [List chain for new certificate.] 12:58:38
besie 34 changed: [zos_host]
35
Accass 36 _TASK [Connect new certificate to keyring.] 12:58:39
37 | changed: [zos_host]
e 38
BT 39 TASK [List keyring.] 12:58:40
tlsers 48 changed: [zos_host]
41
Teams 42 TASK [Stop TN327@ server.] 12:58:41
43 skipping: [zos_host]
44
Administration 45 TASK [Start TN327@ server] 12:58:41

46 skipping: [zos_host]
Credential Types

Notifications

8. Click JSON.

Host Details

Details JSON

Check if SITE cert and keyring

already exist. If not, create them
Host zos_host Status A Changed .
and then run health check via

TSO and operator commands.

ibm.ibm_zos_core.zos_tso_comm

and

Task Generate new certificate. Module

9. Review the RACDCERT command that was run to generate the certificate and then click x to close the window.
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Host Details

Details JSON

-I{
“changed": true,
“output": [
{
"command": "RACDCERT GENCERT CERTAUTH KEYUSAGE(CERTSIGN) SUBJECTSDN(CN('itzvsi-zos—pwg
rety W,
"content": [
"IRRD175I The new profile for DIGTCERT will not be in effect until a SETROPTS REFRES
1,
"lines": 2,
"stderr": "",
"failed": false
}
]J
“max_rc": @,
- "ipvocation": {
- “module_args": {
"commands': "RACDCERT GENCERT CERTAUTH KEYUSAGE(CERTSIGN) SUBJECTSDN(CN('itzvsi-zos-pw
"max_rc": @

Create an expiring certificate

Now, create an expiring certificate that uses the CA certificate that you just created.

Views

Templates

Dashboard
Jobs
el > Name = Q Delete 1-200f20 ~
Activity Stream
Name 1 Type Organization Last Ran Actions
Workflow Approvals
Hest Metrics o
> 2/0S Certs - Add CA Cert Job Default 1/17/2025, < ra L]
Subscription Usage Template 10:09:29 AM
Resources .
> z/0S Certs - Create Cert Job Default 1/19/2025, < rd L]
Credentials
Projects > z/0S Certs - Create Keyring Job Default L 4 a L]

2. On the Survey screen, modify the fields that follow with the values specified and then click Next.

a: Type
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SITE

b: Sign with

CERTAUTH

c: Sign Label

TESTCA

d: Common Name

company.com

e: Expiration Date

Enter a date that occurs within the next 30 days. The date must be in the format YYYY-MM-DD.

{ @ Leave the default values for all other fields. ’

Unlike the first certificate you created which was self-signed, this certificate will be signed by the local certificate
authority that uses the CA you created.

[ Q The following image does not highlight all the fields that need to be modified! ’
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Launch | z/OS Certs - Create Cert

This playbook creates a SITE, USER or CERTAUTH certificate. Signed by local CA or self-signed.

Organizational Unit @

o Survey

2 Preview

ANSIBLE CORE

Common Name

company.com

Country &

us

Keyring @

SharedRingl

Expiration Date

2025-01-30

Check Name @

IBMRACF,RACF_CERTIFICATE_EXPIRATION

3. Click Launch.

Launch | z/OS Certs - Create Cert

This playbook creates a SITE, USER or CERTAUTH certificate. Signed by local CA or self-signed.

Execution  aap4zos EE Playbook zos_concepts/certific
Environme ate_management/cre
nt ate_certyml

Verbosity 0 (Normal) Off Job
Slicing

Credential SSH: z/OS Host S5H ..
-4

Created 1/17/2025, 5:17:37 AM  Last 1/17/2025, 5:17:37 AM
by admin Modified by admin

Prompted Values

cert_label_survey: TESTSITE
cert_type_survey: SITE
sign_with_survey: CERTAUTH
sign_label_survey: TESTCA
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4. Verify that the job was successful and inspect the output of the job.

RedHat

E a 9 - & admin ~
Views Jobs » 17 -z/OS Certs - Create Cert -
D
Output
Dashboard
Jobs
E S Details
SR 4 Back to Jobs Details Qutput
Activity Stream _
2/OS Certs - Create Cert] & Successful Plays 1 Tasks 15 Hosts 1 Elapsed 00:00:21 L 4 X m
Workflow Approvals
Host Metrics
Stdout = Q
Subscription Usage
Events processing complete. Reload output
A
Resources
~ £ a ¥
Templates 157 " SRIPPINg:™ 1265051
16
Credentials 17+ TASK [Check if certificate to be created already exists.] 13:16:28
S 18 ok: [zos_host]
rojects
! 19
anioras 20. TASK [Debug command output.] 13:16:29
21. ok: [zos_host] => {
Hosts 22 “msgh: 4"
23 }
24
Access 25. TASK [Debug.] 13:16:29
26. ok: [zos_host] => {
Organizations 27 "cert_not_found": true
28 }
U
Isers 29
s 300 TASK [Generate new certificate.] 13:16:29
31« changed: [zos_host]
32
Administration 33 TASK [List chain for new certificate.] 13:16:34
34, changed: [zos_host]
Credential Types -
Notifications

Renew the expiring certificate

Now that you have a certificate and it is expiring within 30 days, it is time to renew the certificate.
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= Ansble Au i A e - & admin v
z/ U5 Certs - Add A Ger ob Detau U5,
Views Template 10:09:29 AM
Dashboard
I » z/OS Certs - Create Cert Job Default 1/19/2025, L 4 & L]
obs
Template 116:45 PM
Schedules
Activity Stream .
» z/OS Certs - Create Keyring Job Default L 4 rd L]
Workflow Approvals Template
Host Metrics
Subscription Usage .
» z/0S Certs - Delete Cert Job Default L 4 v L]
Template
Resources
» z/0S Certs - Delete Keyring Job Default L 4 Vd L]
Credentials Tarviplate
Projects
varteries » z/OS Certs - Health Checker Job Default 1/17/2025, L 4 rd L]
Security Template 5:17:58 AM
Hosts
Access » z/0OS Certs - List Cert Job Default L 4 & L]
Template
Organizations
Users
> z/0S Certs - Search and Ren Job Default L 3 & [L]
Teams ew Template
Administration
> z/OS Data Set - Basics Job Default « s L]
Credential Types Template
Notifications

2. On the Survey screen, modify the fields that follow with the values specified and then click Next.

a: Certificate Label

TESTSITE

b: Type

SITE

c: Sign with

CERTAUTH

d: Sign Label

TESTCA

e: Expiration Date

Specify a new expiration date in the format YYYY-MM-DD.
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Q The following image does not highlight all the fields that need to be modified!

Launch | z/OS Certs - Search and Renew

This playbook searches for certificates with the details specified in the AAP survey and renews them.

o Survey Certificate Label * @

2 Preview TESTSITE

Type * @

SITE

Sign With *

CERTAUTH

Sign Label &

TESTCA

OwnerID * &

IBMUSER

Keyring * @

SharedRingl

Next Back

3. Click Launch.
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Launch | z/OS Certs - Search and Renew

This playbook searches for certificates with the details specified in the AAP survey and renews them.

1 Survey

e Preview

Timeout

Inventory

Playbook

Show
Changes

Credential

s

z/OS Certs - Search
and Renew

0 min 0 sec

AAP 2/0S

zos_concepts/certific
ate_management/sea
rch_and_renew.yml

Off

SSH: z/0S Host SSH ...

Descriptio
n

Job Type

Project

Forks

Job
Slicing

4. Verify that the job was Successful and review the output.

This playbook
searches for
certificates with the
details specified in the
AAP survey and
renews them.

Run

aap4zos
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Organizati
on

Execution
Environme

nt

Verbosity

Note: Click the Reload Output button to view the full output after the job completes.

Job Template

Default

aap4zos EE

0 (Normal)

Review the tasks that were run within the automation to renew the certificate. Some of the steps completed

include:

* Run the RACF_CERTIFICATE_EXPIRATION z/0S Health Check

« Search the output of the report for the given certificate label

» Print the expiring certificate, if it is found. You see: ‘TESTSITE expiring — True’

« If the certificate is expiring, start a series of RACDCERT commands to do the following:

o Backup the expiring certificate

» Rekey the certificate and give it a new temporary label

« Generate a CSR for the new certificate

« Sign the new certificate with the local CA

o Delete the old certificate

« Relabel the new certificate to use the same label as before

o Refresh the digital certificate list
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Arcka Automation A e - & admin -
Views Jobs » 18 - z/OS Certs - Search and Renew <
0
Output
Dashboard
Jobs
schediles 4 Back to Jabs Details Output
Activity Stream
2/0S Certs - Search and Plays 1 Tasks 8 Hosts 1 Elapsed 000032 F %
Workflow Approvals @ Successful
Renew i
Host Metrics
Subscription Usage
Stdout = Q
Resources
‘ Events processing completé. Reload output
Templates
v A v = v
Credentials 16 skipping: [zes_host] => (item={'ddname': ‘JESJCL', 'record_count': '8', 'id': '3', 'stepnam
) e': 'JESZ2', 'proctep': None, 'byte_count': '136', 'content': [ 1 //HZSPRINT JOB ‘RAC
Projects F CERT EXPIRATION CHECK', JoBee22s", * /1 MSGCLA
iibaries S5=H,MSGLEVEL=(1,1),CLASS=A,", ' /r NOTIFY=&SYSUID', " IEFC653I sSU
BSTITUTION JCL - 'RACF CERT EXPIRATION CHECK',MSGCLASS=H,MSGLEVEL=(1,1),CLASS=A,NOTIFY=IBMUS
Hosts ERM 2 //HZSPRINT EXEC PGM=HZSPRNT,TIME=1@0,REGION=0M,PARMDD=SYSIN', " 3//5
YSIN DD *,DLM='@@'", ' 4 //SYSOUT DD SYSOUT=A,DCB=(LRECL=256)"', ' 5 £ TH
17 skipping: [zos_host] => (item={'ddname': ‘'JESYSMSG', 'record_count': ‘'18', 'id': '4', 'stepn
Access ame': 'JES2', 'proctep': None, ‘byte_count': '137', 'content': [' ICH70@001I IBMUSER LAST AC
CESS AT 15:26:46 ON SUNDAY, JANUARY 19, 2025', ' IEFAL111I HZSPRINT IS USING THE FOLLOWING 1O
Organizations B RELATED SETTINGS:', ' SWA=BELOW, TIOT SIZE=64K,DSENQSHR=DISALLOW,GDGBIAS=J0B', " I
EF2361 ALLOC. FOR HZSPRINT HZSPRINT', ' IEF237I JES2 ALLOCATED TO SYSIN', ' IEF237I JES2 ALL
Lisces OCATED TO SYSOUT', ' IEF1421 HZSPRINT HZSPRINT - STEP WAS EXECUTED - COND CODE @@ee', ' IEF2
Teams 851 IBMUSER.HZSPRINT.JO0B0@©225.D0000101.7 SYSIN', * IEF2851 IBMUSER.HZSPRINT.JOB®
08225.Do000102.7 SYSOUT', ' IEF373I STEP/HZSPRINT/START 2025819.1526', ' IEF@32I STE
P/HZSPRINT/STOP 2025019.1526', ' CPU: @ HR 00 MIN ©0.08 SEC SRB: @ HR
Adminictration 80 MIN ©00.00 SEC', ' VIRT: 12K SYS: 304K EXT: 24K SYS: 9748K', '
ATB- REAL: 228K 5SLOTS: A 2 VIRT- ALLO
e eTin] e {6 13M SHRD: @M'. ' IEF375I JOB/HZSPRINT/START 2025019.1526'. ' IEF@331 JOB/HZS

Create another expiring certificate

Create one more expiring certificate to use with the assistant and the new skills you will create.

1. Return to the Templates tab and click the launch icon (¥) for the z/OS Certs - Create Cert template.

RedHat

Flenz Templates

Dashboard
Jobs
Sihedilas » Name ~ Q Delete 1-200f20 ~
Activity Stream
Name T Type Organization Last Ran Actions
Workflow Approvals
Host Metrics ;
» z/0S Certs - Add CA Cert Job Default 1/17/2025, L 4 & L]
Subscription Usage Template 10:09:29 AM
Resources
» z/0S Certs - Create Cert Job Default 1/19/2025, ¥ & L]

Credentials
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2. On the Survey screen, modify the fields that follow with the values specified and then click Next.

a: Certificate Label
DEMOCERT

b: Type
SITE

c: Sign with
CERTAUTH

d: Sign Label
TESTCA

e: Common Name
company.com

f. Expiration Date

Enter a date that falls within the next 30 days in the format YYYY-MM-DD.

Q The following image does not highlight all the fields that need to be modified!
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Launch | z/OS Certs - Create Cert

This playbook creates a SITE, USER or CERTAUTH certificate. Signed by local CA or self-signed.

Organizational Unit

o Survey

2 Preview

ANSIBLE CORE

Common Name (2

company.com

Country &

us

Keyring

SharedRingl

Expiration Date (2

2030-01-30

Check Name (@

IBMRACF,RACF_CERTIFICATE_EXPIRATION

Cancel

3. Click Launch.
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Launch | z/OS Certs - Create Cert

This playbook creates a SITE, USER or CERTAUTH certificate. Signed by local CA or self-signed.

Execution  aap4zosEE Playbook zos_concepts/certific
Environme ate_management/cre

o Preview nt ate_certyml

1 Survey

Verbosity O (Normal) Show Off Job
Changes Slicing

Credential SSH:2/OS Host SSH ...
5

Created 1/17/2025, 5:17:37 AM  Last 1/17/2025, 5:17:37 AM
by admin Modified by admin

Prompted Values

owner_id_survey: IBMUSER
cert_label_survey: DEMOCERT
cert_type_survey: SITE
sign_with_survey: CERTAUTH

4. Verify that the DEMOCERT was successfully created.
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= omation B e - 2 admin ~

Views Jobs 3 19 -z/OS Certs - Create Cert D
D
Output
Dashboard
Jobs
i 4 Back to Jobs Details Qutput
Activity Stream e
2/0S Certs - Create Cert @ Successful Plays 1 Tasks 15 Hosts 1 Flapsed 00:00:25 4 F3 m
Workflow Approvals
Host Metrics
Stdout ~ Q
Subscription Usage
‘ Events processing complete: Reload output
Resources
A v -} b
Templates 15 SK1pping. "[ZoS_Nostlt
16
Credentials 177 TASK [Check if certificate to be created already exists.] 13:33:47
B 18] ok: [zos_host]
rojects
? 19
Ivmntories 2@« TASK [Debug command output.] 13:33:48
21+ ok: [zos_host] => {
Hosts 22 “nsgt Y4
23}
24
Access 25. TASK [Debug.] 13:33:48
26+ ok: [zos_host] => {
Organizations 27 "cert_not_found": true
208 )
U
Sers 29
Tens 3@. TASK [Generate new certificate.] 13:33:48
31+ changed: [zos_host]
32
Administration 33 TASK [List chain for new certificate.] 13:33:56

34. changed: [zos_host]

Credential Types

watsonx Orchestrate as skills.
For this use case, the ansible templates you import are:

e 7/0S Certs - List Cert

e 7/0S Certs — Search and Renew

 Retrieve job output (utility skill)

1. Open Skill studio in watsonx Orchestrate.
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‘ Customize web chat

AssistantZeeves

2. Click Create and then click Import API.

1 watsonx Orchestrate

English

Welcome to Skill studio

flows and connectors.

Skills and apps Projects ‘&
skills Apps
Q 1 sk
Skills
Name

~ z/05 IPL Information

~ Zeeves-gather-facts-flow

Optimize productivity by using projects to build and manage skill

Step in the process Status
@ Fublished

Ready to use

Ready to use ° Published

Skill type Author

Imported

Skill flow andrew@jones-tx.com

andrew@jones-te.com

oo
oa

Last edited

January 17 2025

January 17 2025

Add skills

4 Choose the source

Choose the source

To discover new skills, connect to an app or refer to an Open

I+ Select the skills

fieinatle

OpenAPI buil

IBM Cloud Pak for Business
Automation - On premises

IBM Robotic Process Automation
(RPA)

1BM Cloud Pak for Business
Automation as a service

1BM Business Automation Workflow
as a service

Choose how you want to add skills and then select the skills you want to refer to from that source.

z/0S Skills accelerator (Trial)

1BM Operational Decision Manager as
a service

S

English @
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Use the URL, User Name, and Password values recorded in the Explore Ansible Automation Platform section
earlier.

a: Connection Type:
ansible

b: Application Name:
certs

c: Connection URL:

e: Password:
<Enter the AAP User Password>

f: Search Pattern:
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Add skills

Connect to find skills from
z/0S Skills accelerator (Trial)

Add skills

Choose how you want to add skills and then select the skills you want to refer to from that source.

a
4 Choose the source i+ Select the skills
Choose the source
To discover new skills, connect to an app or refer to an OpenAPI file. b Lol
e OpenAPt bild
1BM Cloud Pak for Business 1BM Cloud Pak for Business z[0S Skills accelerator (Trial) | UiP =
Automation - On premises Automation as a service c hitps://itzvsi-aap-pwgabob.techzane.ibm.com
) i) ] User nama
£ o2 %
d admin
1BM Robotic Process Automation 1BM Business Automation Workflow IBM Operational Decision Manager as
(RPA) as a service a service

Fa

Add skills

Choose how you want to add skills and then select the skills you want to refer to from that source.

) Choose the source 4 Select the skills

Select the skills
Select the skills you want to add to the skill set.Currently, 0 of 0 skills are selected.

| ~ [J Ansible Job Template Proj...
g Demo Project

D z_ansible_collections_sa...

» [ Ansible Utility Skills

6. Select Z/os certs - list cert and Z/os certs - search and renew and then click Save as draft.

‘;_(? Scroll through the table of skills to find the required skills.
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watsonx Orchestrate

Add skills

Choose how you

want to add skills and then select the skills you want to refer to from that source.

(® Choose the source 4 Select the skills

Select the skills
Select the skills you wal

to add to the skill set.Currently, 2 of 20 skills are selected.

v [ Ansibl emplate Proj ./ e
Q
Skill Description Status
« O 2/ rts - delete cert Certs - this playbook deletes ©@ Ready to add
B aapazos
«| M 2Jos certs - list cert Certs - this playbook displays... @ Ready toadd
sible Utility Skills

L H 2/os certs - search and renew Certs - this playbook searches... @ Ready to add
v O 2Z/os tso command
« O

N »

Items per page

7. Click the ellipses (* ) for the z/0S Certs - List Cert skill and select Enhance this skill.

Welcome to Skill studio
Create i
Optimize productivity by using projects to build and manage skill
flows and cennectors.
Skills and apps
Skills Apps
of 1 s =
B-
oa
Skills
Name Step in the process Status skill type Author Last edited
~  z/0S Certs - Search and Renew Just 1 step away to be ready @ Ready to publish Imported andrew@jones-tx.com January 19 2025
N zf0S Certs - List Cert Just 1 step away to be ready o Ready to publish Imported andrew@jones-tx.com January 19 2025
~ 205 IPL Information Ready to use @ Fublished Imperted andrew@jones-tx.com January 1%
~  Zeeves-gather-facts-flow Ready to use ° Published Skill flow andrew@jones-tx,com January17 Export this skill
~  Retrieve job output Ready to use @ Fublished Imported andrew@jones-tx.com January17  Delete this skil
~  z/0SPing Ready to use @ Fublished Imperted andrew@jones-tx.com January 17 2025
~ z/0S Gather Facts Ready to use ° Published Imported andrew@jones-tx.com January 17 2025

. Review the skill enhancement options and then click Publish.
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1BM watsonx Orchestrate

Skills and apps / Enhance this skill

Enhance the “z/0S Certs - List Cert” skill

Add details that will make people want to use this skill

Name Input Output Security Phrases Next best skills
MName and describe this skill in a way that tells users how it’s used and why they would want to use it. Preview
Hame* The skill will look like this in the catalog.

zf0S Certs - List Cert

z/0S Certs - List Cert
certs - This playbook displays a
Description 55/100

certs - This playbook displays a certificate's details.

The skill will look like this in the skill set.

z/0S Certs - List

vl
1.0 P-4 Cort

Agp

Ansible Contraller Skills - certs

10. Challenge: You also need to add the Retrieve job output utility to your certs app just like you did when creating

the Gather Facts skill flow. Repeat steps 2 - 8 to add the Retrieve job output utility skill to your certs app.

Verify all the skills are successfully imported and create the app connection.

1. Open Skill catalog in watsonx Orchestrate.


http://localhost:8000/usecases/cert/_attachments/c-skill-8a.png
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IEM watsonx

tudio

cts to build and manage skill

BUILD
5]

Al assistant builder

Skill studio

ADMINISTER

Step in the process

Status skill type Author
Ready to use @ Fublished Imported andrew@jones-tx.com
new Ready to use o Published Imported andrew@jones-tx.com
Ready to use ° Published Imported andrew@jones-tx.com
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Engl @ A

Create v

og
o8

Last edited

January 19 2025

January 19 2025

January 19 2025

. Enter certs in the search bar.

watsonx Or

estrate

Skill catalog

Skills are grouped by app. Select an app to see all the skills that use that app.

% Personal skills

Q f certs

Most popular skills

Send an email

Create a lead Send an email

Salesforee

i &

Add skill +

All Apps

z/0S operations Coupa = ZoomInfo

Add skill +

i)

3. Click the certs tile.

chestrate

Hub CRM

Skill catalog

Skills are grouped by app. Select an app to see all the skills that use that app.

% Parsanal skille

Q] certs

Apps

Ansible Controller Skills - certs

3 skills

. Click Add skill + for each of the 3 skills in the certs app.
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IBM watsonx Orchestrate

Ansible Controller Skills - certs (3) Conhectagp @

% Personal skills

Ansible Controller Skills - certs

Retrieve job output z/QS Certs - List Cert

- Search and Renew
erts - Retrieve job output by -

eerts - This playbaek displays

Add skill + Add skill + Add skill +

5. Click Connect app.

IBM watsonx Orchestrate

talog [

Ansible Controller Skills - certs (3) Conaciapp &

= Personal skills

Ansible Controller Skills - certs

Retrieve job output zf0S Certs - List Cert z/0S Certs - Search and Renew

certs - Retrieve job output by job Id certs - This playbook displays a certificate's details certs - This playbook searches for cert

Added Added + Added

6. Enter your AAP Username and AAP Password and then click Connect app.
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Connect to Ansible Controller Skills - certs

username

I admin I

password

7. Verify that the app is connected.

Skill catalog [

Ansible Controller Skills - certs (3) © Connected

% Personal skills

Q. Searchskills

Ansible Controller Skills - certs

Retrieve job cutput
certs - Retrieve job output by job Id

z/0S Certs - List Cert

certs - This playbook displays a certificate's detalls.

z/0S Certs - Search and Renew

certs - This playbook searches for certificates with
the detaile specified in the AAP survey and renew..,

. Added v *
Sesnmsanm

 Added v ®
Srssmsmam

. Added v ®
Sassazawa

Connect the app to the assistant.

1. Open Skill catalog in watsonx Orchestrate.
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English (3B (Ad

]

Connectad

z/0S Certs - Search and Renew

certs

2. Select the Draft version of your assistant and click Connections.

Orchestrate

Zeeves draft

Skill sets
Zeeves draft ~
Skills Connections
Skills (3)
The skills adde e to this team's members. T ete

tively.

mem

Name

2/05 IPL Information

Zeeves-gather-facts-flow

Retrieve job output

10 ~

1-3 of 3 items

Items per page:

related

the team membe

C\

App

1 v oflpage

3. Enter certs in the search bar.

tsonx Orchestrate

Zeeves draft
Skill sets

Zeeves draft v

Connections

Skills

ctions are required to execute skills

Q certs ®
Application Mumber of skills Credential type Connected by (@ Action

Ansible Controller Skills - certs 3
Items perpage: 5 1-1of 1 items 1 v of1lpage

Set preference at an application leve
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Zeeves draft

Skill sets

Zeeves draft ~

Skills Connections

enable skills to either use personal or team credentials

Q  certs

Application

mEEsEsEsESEsEEEEEEESE
= Ansible Controller Skills - certs

Items perpage: 5 1-1of1 items

These are the applications that are used by the skills in team skill set. Application connections are required to execute skills. Set preference at an application level to

Number of skills

Credential type Connected by (O Action

. Not specified =

Connect app 4 5

5. Click Connect app.

tsonx Orch

Connect to Ansible Controller Skills - certs

Each tearn member uses their own credentials to connect to this app
and use its skills.

@ Team credentials

The admin sets the credentials each team member uses to connect to
this app and use its skills.

You selected Team credentials for the credential type. Click Connect
app to provide the credentials your team will use and to connect to the
app.

6. Enter your AAP Username and AAP Password and then click Connect app.
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English (@ A3

[8M watsonx Orchestrate

Open the main menu

Connect to Ansible Controller Skills - certs

| @L

e uses legacy credentials for authentication, provide the passward for the specified

Cancel Connect app

Create a skill flow to retrieve certificate expiration dates.

The goal of this scenario is to configure the assistant to automate the certificate renewal process for the client. The
first step in that process is to help the SA identify the expiration date of their z/OS certificate. You have imported the
z/0S Certs — List Cert skill from Ansible Automation Platform. Next, create a new skill flow that uses the z/0S Certs
— List Cert skill that can later be used in a natural conversation through assistant actions.

First, create a skill flow to retrieve and display the expiration date of a z/0S certificate based on the certificate label

the user provides.

1. Open Skill studio in watsonx Orchestrate.
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. IBM watsonx Orchestrate English ,@ Ad

Application connections are required to execute skills. Set preference atan

Number of skills Credential type Connected by (0 Action

2. Click Create and then click Skill flow.

Welcome to Skill studio
Create ~
flows and connectors. !
Skills and apps Projects €
skills Apps
Q 1 sk =
H:
B8
Skills

3. Click the + icon.

IBM watsonx Orchestrate

Skills and apps / Create a Flow Close Actions w

i 5 |

[

Start

4. Click the certs app.

ﬁ’ Search on certs if you do not see the tile for your app.



http://localhost:8000/usecases/cert/_attachments/c-sf-1a.png
http://localhost:8000/usecases/cert/_attachments/c-sf-1a.png
http://localhost:8000/usecases/cert/_attachments/c-sf-2a.png
http://localhost:8000/usecases/cert/_attachments/c-sf-2a.png
http://localhost:8000/usecases/cert/_attachments/c-sf-3a.png
http://localhost:8000/usecases/cert/_attachments/c-sf-3a.png

16M watsonx Orchestrate

Skills and apps [ Create a Flow
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fm]
-

Start
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English

&

U

2

@

Flow controls
1 skill

Ansible Controller Skills - certs

3 skills

Coupa
23 skills

HubSpot CRM
33 skills

Salesforce
85 skills

Calendly

6 skills

Total apps: 84. Viewing section 1 of 2

Al

Close Actions v
= Custom forms
b 2 skills
z/0S operations
® 1 skil
Oo ZoomInfo
00 26 skills
P Apptio Targetprocess
L 24 skills
o Zendesk Service
= 25skills
Square
a 8 skills

5. Click Add Skill + in the z/OS Certs - List Cert tile.

18M watsonx Orchestrate ‘

Skills and apps / Create a Flow

[

0

Start

Add Skills

English

Close Actions

Back

Ansible Controller Skills - certs

Retrieve job output

z/0S Certs - Search and Renew

z/0S Certs - List Cert

skill.

7. Click the Retrieve job output skill.
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ops | Create a Flow

Skills and

[

z/0S Certs - List Cert

Retrieve job output

Close Actions bl

8. Click the id field.

=  IBM watsonx Orchestrate

English

/ Create a Flow

[

| start |

z/0OS Certs - List Cert

Retrieve job output

Close Actions =

Ansible Controller Skills - certs

s - Retrieve job ou ob Id

his form fror
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11.
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/ Create a Flow

[

Start

z/0S Certs - List Cert

Retrieve job output

Close

Ansible Controller Skills - certs

etrieve |

ob output by job Id

Output

Actions

Mapping data for "id"
Skills/

z/0S Certs - List Cert

10. Click job.

1BM watsonx Orchestrate

| Create a Flow

e

00 E

Start

z/0S Certs - List Cert

Retrieve job output

Close

Ansible Controller Skills - certs

tput

ob Id

Qutput

'orm from the user

En,

Actions

Mapping data for

Skills/Ansible Controller Skills - certs-z/0S Certs - List Cert

skill output  {#}

jab

Click the z/0OS Certs - List Cert tile.
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1BM watsonx Orchestrate Skill studio Enplish @ e

&)

Skills and apps [ Create a Flow Close Actions -
2 o Ansible Controller Skills - certs .
- certs - Retrieve job output by jok
D Repeat this skill
Input Output Clear all mappings &= Ge 2
y (B Hide this form from the user
id
job x

z/OS Certs - List Cert

Retrieve job output

options.

To enhance the user experience, hide the input and output forms from the user. This disables the List Cert skill
form from being displayed. Rather than the user entering in their certificate details as input to the skill form,
those details can be gathered into the skill through user prompts when creating an assistant action. This
enables a more natural conversation flow when interacting with the assistant.

English (B A

Skills and apps / Create a Flow Close Actions v

£ 100 Ansible Controller Skills - certs. . .

s - This playbook displays a certific

Qutput

s @D Hide this form from the use

ry Inte
job
} .
! |
! |
} z/0S Certs - List Cert : Text
1 |
| !
............................. siifii
+
Retrieve job output
+
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13. Repeat step 12 for the Output of the Retrieve job output skill

IBM watsonx Orchestrate

apps / Create a Flow

10

i
QI Repeat this skil
Inp Output
[ sar | Hid
b co "
+
content

z/0S Certs - List Cert

Retrieve job output

English

Actions

€]

Ad

The output of the List Cert skill includes a large amount of data. In the assistant, only the certificate expiration date

is needed. In the next steps, transform the output to return only the certificate expiration date.

14. Click the + icon below the Retrieve job output skill.

IBM watsonx Orchestrate

nd apps / Create a Flow

b 5 |

[

| st |

z/0S Certs - List Cert

Retrieve job output

English

Actions

P
L

AJ
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15. Click the Custom forms.

1IBM watsonx Orchestrate k o English

Skills and

s / Create a Flow Close Actions o

# o Add Skills x
Flow controls Custom forms
Start | l!jl_l's 1 skill 2 skills
B Ansible Controller Skills - certs z/0S operations
3 skills e 1skill e

z/0S Certs - List Cert ..  Coupa 0o Zoomlnfo
W 23skills B0 26 skills
+ HubSpet CRM ¢ Apptio Targetprocess
33 skills 24 skills
Retrieve job output Salesforce . Zendesk Service
- 5 skills s lls
. ~  Calendl Square
© & skills Y a : s
I: End \ Total apps: 84. Viewing section 1 of 2

Close Actions 2
» Add Skills x
Start Custom Forms
Input form Qutput form
£ N

z/0S Certs - List Cert

Retrieve job output

17. Click the Input form skill.
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18. Click Add input field +.

IBM watsonx Orchestrate

Pl

0

Start

2/0S Certs - List Cert

English

Close Actions

< Custom forms
a form to input data

Form title

I Hide this form from the user

Add input field +

e
L

19. Click Paragraph text and then click Next.
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1BM watsonx Orchestrate

Skills and apps / Create a Flow Close Actions ~

[

pn £
]D{ A Custom forms %

- i i
e Display a form to input data

Form title

| start |

(P Hide this form from the user

+
Add input field +

z/0S Certs - List Cert

Add input field S

4 Inputtype I Configuration

Retrieve job output
abc  Single line text

q Paragraph text

+
B Date
=
Input form
B8 Decimal number
+
123 Number
.
If End \‘l ®C  Confirmation

20. Enter certificate expiration date in the Display label field and click Apply.

Display label:

certificate expiration date
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IBM watsonx Orchestrate

Close Actions v

s / Create a Flow

2

= =
o £ Customfarms .

~7  Display a form ta input data

Form title

| start

the user

B Hide this form from

¥
Add input field o

z/OS Certs - List Cert

Add input field 3

& Input type € configuration

Retrieve job output

Display labe!

certificate expiration date

—
<+ Inputform

Apply

21. Click the certificate expiration date entry field.
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Skills and apps / Create a Flow

2

100

| start |

2/0S Certs - List Cert

Retrieve job output

ﬂ: Input form

Add input field +

22. In the Mapping data for "certificate expiration data" section, click Retrieve job output.
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Close

Custom forms

Actions

Mapping data for "certificate expiration date"

skills/

z/OS Certs - List Cert

Retrieve job output

23. Click content.
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Skills and apps [/ Create a Flow

2 o

Start |

z/0S Certs - List Cert

Retrieve job output

Input form

Mapping data for "certificate expiration date™ ®

Skills/Ansible Controller Skills - certs-Retrieve job output
Skill output  {#}

content

24. Click Add transformation +.

A transformation is used to extract the certificate expiration date from all the job output data.

Engish (B (Ad

Skills and apps / Create a Flow

2 n

start |

z/0S Certs - List Cert

Close Actions e

£ Custom forms

Display a form to input data

Clear all mappings &

Add input field +

25. Click the Select drop-down and select Get substring by regular expression.
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English

Skills and apps [ Create a Flow

[

0

| start |

2[0S Certs - List Cert

Retrieve job output

Input form

Close Actions

A, Custom forms
Display a form to input data

Clear all mappings &

(I Hide this form from the user

content X

Add Transformations for "certificate expiration date"

Get su bstring by (E_Eu.iar sxu;gséiun ]
Get substring by index
Replace a string

Trim string

26. Cut and paste the regular express that follows to extract the certificate end date and then click Add.

Regular Expression:

(?<=End Date: ).[*"]*

Q Note

the job’s output. After completing this use case, you can experiment with other regular expressions to extract

additional information from the job’s output.

There are several ways to transform data to match the type of output you need. In the above example, regular
expression is used to get the needed output (the certificate expiration date). This regular expression was tested

For more information on transforming data within watsonx Orchestrate, review the documentation found here.
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English  (® (A3

ps / Create a Flow

0

[

Start

2/0S Certs - List Cert

Retrieve job output

+
Pt
Input form
+
[ end

Close Actions ot

£, Custom forms

Display a form to input data

Clear all mappings &£

P Hide this form from the user

content X
z
Add Transformations for "certificate expiration date” x
Get substring by regular expression v

(?<=End Date:).[*"]*

_

27.Enter certificate expiration date in the form title and toggle the Hide this form from the user option.

Form title:

certificate expiration date

1BM watsonx Orchestrate

Skills and apps | Create a Flow

0

[

| start |

z/0S Certs - List Cert

Retrieve job output

Close Actions =

£, Custom forms

Display a form to input data

ar all mappings &

certificate expiration date

@D Hide this form from the user

content X

- Get substring by regular expression

Add transformatio

Add input field +
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Next, create an output for to return the transformed data from the input skill.

28. Click the + icon below the Input form.

1BM watsonx Orchestrate

English  (® (A3
Skills and apps / Create a Flow Close Actions v
2 ]D[ .L.:_ Custom forms %
= - Display a form to input data
all mappings &
certificate expiration date
start |
rm from the use
¥
content X
z/0OS Certs - List Cert
4
) - Get substring by regular expression
sformation +
Retrieve job output Add input field +
+
& Input form
+
[ end |
\

— A

29. Click Custom forms.

)
English (63

Close Actions &

2 !DL Add Skills x
Flow controls £ Custom forms
| start | ﬁin': 1 skil & 2 skills
* Ansible Controller Skills - certs z/0S operations
3 skills e 1 skill [
z/0S Certs - List Cert - Coupa Oo ZoomInfo
w. 23 skills 80 26 skills
+ HubSpot CRM Apptio Tardetnrocess

30. Click Add Skill + in the Output form tile.
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IBM watsonx Orchestrate

Skills and apps / Create a Flow Close Actions v
2 IEII Add Skills
=
start | Custom Forms
Input form Qutput form
= ; = «
z/0S Certs - List Cert

31. Click the Output form skill.

English @

Close Actions v

2

e

| start |

z/0S Certs - List Cert

Retrieve job output

+ =+ Input form

+ =+ OQutput form

e |

32. Click in the Custom forms field and enter # (the pound key, also know as the number sign or hash key).

Typing the # opens a new dialog window.
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IEM watsonx Orchestrate

Skills and apps / Create a Flow Close

[

10¢ _f-;. Custom forms w4

Display a form to output data

(D Hide this form from the user

User will see the following form when the skill flow is used

© o

Use # to add values from ather skills.

z/0S Certs - List Cert

33. Expand (a) Input form, select (b) certificate expiration date, and then click (c) OK.

Output selection

* {#} z/OS Certs - List Cert

* {#} Retrieve job output
} Input form

34. Enable the Hide this form from the user option.

@ Why hide some of the forms?

You may be wondering why hide the input and output forms for the skills in the skill flow. This is done to execute
the automation based on user prompts for the inputs of the skills. This is done through natural conversation with
the assistant when the skill flow is configured as an assistant ‘action’ (you will do this soon). Although the final
output is hidden, it is accessible as a variable in a custom-built action. The value can be displayed exactly at the
point it is expected in the conversation.
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IBM watsonx Orchestrate Skill studio English

Skills and apps | Create a Flow Close Actions v

ra 0 E —i:

User will see the following form when the skill flow is used

Start

cartificate expiration date X

2/0S Certs - List Cert

35. Click the pencil icon (ﬁ).

o)

IBM watsonx Orchestrate | Sk English @ AJ

Skills and apps / Create a Flow Close Actions v

2 o

Custom forms

lay a form to outpu!

@ Hide this form from the user

User will see the following form when the skill flow is used

start |

certificate expiration date X

zZ/05S Certs - List Cert

36. Enter Retrieve certificate expiration in the Name field and click Save.

Name:

Retrieve certificate expiration
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1BM watsonx Orchestrate

| Create a Flow Close Actions ~

£ Edit Skill flow details ¥

Z

Preview

Retrieve certificate expiration

| start | £~

Z/0S Certs - List Cert

Retrieve job output

—
O Input form

Qutput form

37. Click Actions and then click Save as draft.

IBM watsonx Orchestrate

Skills and apps / Create a Flow Close

Retrieve certificate expiration £ 0

User will see the following form when the skill flow is used

Start

certificate expiration date X

38. Click Actions and then click Enhance.

IBM watsonx Orchestrate Skill studio English

ps | Create a Flow Close Actions ~
Custom forms el
Retrieve certificate expiration & 00
Display a form to output Enhance
Delete

from

User will see the following form when the skill flow is used

39. Review the skill flow settings and click Publish.
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IEM watsonx Orchestrate

Skills and apps / Enhance this skill

Enhance the “Retrieve certificate expiration” skill

Add details that will make people want to use this skill.

Name Phrases Mext best skills

Name and describe this skill in a way that tells users how it's used and why they would want to use it. Preview

Name* The skill will lock like this in the catalog.

Retrieve certificate expiration

Retrieve certificate expiration

The skill will lock like this in the skill set.

Retrieve certificate
expiratio...

Skill flows

o ﬂ

You created a new skill flow that accomplishes part of the use case - retrieving and displaying the expiration date of

a z/0S certificate based on the certificate label the user provides.

imported. After this additional skill flow is created, add both skill flows as skill-based actions to be called in a
custom-built action that maps inputs to the skill flows through natural conversation.

Create a skill flow for certificate renewal

The final step before configuring the assistant with actions is to create a skill flow for renewing certificates. Recall
the z/0S Certs — Search and Renew automation imported the from Ansible Automation Platform earlier. The skill

flow that you create next is composed of that single skill. There is no need to return the output. After the automation
is triggered, the user can verify the new expiration date by running the retrieve certificate expiration date flow.

1. In Skill studio, click Create and then click Skill flow.
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Welcome to Skill studio

Optimize productivity by using projects to build and manage skill
flows and connectors.

Skills and apps P

Skills Apps

Impaort APL

Conf;

it

Q k
Skills
Name Step in the process Status Skill type Author Last edited
v Retrieve certificate expiration Ready to use o Published Skill flow andrew®@jones-tx.com January 19 2025

oo
oa

2. Click the +icon.

il

0

Start

Close Actions v

3. Click the certs app.

gf)’ Search on certs if you do not see the tile for your app.
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IEM watsonx Orchestrate English .@.
Skills and apps [ Create a Flow Close Actions
2 !DL Add Skills
Flow controls = Custom forms
| start L'nj_-': 1 skill S 2skills
5 Ansible Controller Skills - certs z/0S operations
3 skills ® 1 skil ©
| Ena |
J P Coupa Do ZoomInfo
- 23 skills 00 26 skills
HubSpot CRM P Apptio Targetprocess
33 skills S 2askitls
Salesforce Zendesk Service
& 85 skills - 25 skills
= Calendly Square
@© 6 skills a 8 skills
Total apps: 84. Viewing section 1 of 2

4. Click Add Skill + in the z/OS Certs - Search and Renew tile.

1BEM watsonx Orchestrate

o)

English [6)
Skills and apps [ Create a Flow Close Actions
2 JEli Add Skills
Back
[ stan | Ansible Controller Skills - certs
Retrieve job output z/0S Certs - List Cert
+ ce Retrieve job output by job Id certs - This playbook displa
i \. 1 Skill dd Skill
| End |
z/0S Certs - Search and Renew
Add Skill +

their SITE certificates that are signed with a previously generated certificate authority.

5. Click the z/OS Certs - Search and Renew skill.
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IBM watsonx Orchestrate

2

Start |

z/0S Certs - Search and Re...

Actions

6. Click Input.

Output

his form from the user

English

Actions

with the details

Skills and apps / Create a Flow
e
D Repeat this skill
Input
Start
OB Hide t
Extra_ m
+
xtra_vars.owmner_id_survey
2/0S Certs - Search and Re...
x ars.cert_type_survey
+
o xtra_vars.sigr
| End |
xtra_vars.cert_label_surve
xtra_vars sign_label_surve
ars.new_expiry_d

P
L7

7. Hover over the extra_vars.cert_type_survey input field and click the pencil icon (£).



http://localhost:8000/usecases/cert/_attachments/c-sf2-5a.png
http://localhost:8000/usecases/cert/_attachments/c-sf2-5a.png
http://localhost:8000/usecases/cert/_attachments/c-sf2-6a.png
http://localhost:8000/usecases/cert/_attachments/c-sf2-6a.png
http://localhost:8000/usecases/_attachments/pencilIcon.png
http://localhost:8000/usecases/_attachments/pencilIcon.png

IBM watsonx Assistant for Z Level 4 Lab Guide 255 / 346

English (B (A3

Skills and apps / Create a Flow Close Actions v

[%

Input Output ear all mappir >

| st |

extra_vars.owner_id_survey
z/0S Certs - Search and Re...
Xtra_vars.cert_type_surve
* F A
P ~ xtra_vars.sign
\
[ End |

8. Click in the extra_vars.cert_type_survey input field and enter SITE.

extra_vars.cert_type_survey:

SITE

Do not enter spaces before or after the word SITE.
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IBM watsonx Orchestrate Skill studio Englis|

sps / Create a Flow Close Actions

2 0 Ansible Controller Skills - certs

certs - This playbook searches for certificates with the details

specified in the AAP survey and renews them.

Input Output

| stat |
QI Hide this form from the user
xtra_vars keyring_survey
+
extra_vars.owner_id_survey
2/0S Certs - Search and Re...
extra_vars.cert_type_survey
+
SITE
2 xtra_vars.sign,
| end |
N
1a_vars bel
extra_vars.sign_label_survey

extra_vars.new_expiry_date_survey

9. Repeat 7 and 8 for the extra_vars.sign_with_survey field and enter the word CERTAUTH .

extra_vars.sign_with_survey:

CERTAUTH

Do not enter spaces before or after the word CERTAUTH .
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Skills and apps [ Create a Flow

2 10

Start |

z/0S Certs - Search and Re...

English

Close Actions s

Ansible Controller Skills - certs

certs - This playbook for certificates with the details *
specified in the AAP s | renews t
D Repeat this skill
Input Output Clearall mappings & Ge >

xtra_vars.keyring_surve

ars.owner_id_su
wtra_vars.ce v
SITE

CERTAUTH

Add transformation +

oxtra_vars.cer_label _survey

axtra_vars.sign_label_survey

10. Enable the Hide this form from the user option for both the Input and Output forms.

0 The image that follows only shows the Output form, but enable the option for both forms.

IBM watsonx Orchestrate

Skills and apps / Create a Flow

2 00

| start |

z/OS Certs - Search and Re...

o)
English 2)

Close Actions =

:. Repeat this skill
Input 1] Qutput
a» co on error
Integer
job
Tes
status

11. Click (a) the pencil icon (£) for the skill flow, enter (b) Cert Renewal skill flow in the Name field, and click

(c) Save.
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English

ps / Create a Flow

[

a

Close Actions e

JD[ Edit Skill flow details

Preview

Cert Renewal skill flow

start |

+
Name *
b Cert Renewal skill flow
2[0S Certs - Search and Re... Daserption
+
v
| End |

12. Click Actions and then click Save as draft.

Cert Renewal skill flow &

Rl

i 5 |

start |

z/0S Certs - Search and Re...

13. Click Actions and then click Enhance.
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| Create a Flow

Cert Renewal skill flow £

o
Enhance

Delete

Start

z/0S Certs - Search and Re...

14. Review the skill flow settings and click Publish.

tsonx Orchestrate

s | Enhance this skill

Enhance the “Cert Renewal skill flow” skill

s that will make people want to use tl

Name Phrases Next best skills

Name*

Cert Renewal skill flow

Description

1.0.0 =

Categories

App

skill flaws

Name and describe this skill in a way that tells users how it's used and why they would want to use it.

Preview

The skill will look like this in the catalog.

Cert Renewal skill flow

£~

The skill will look like this in the skill set

Cert Renewal skill
flow

P

:

Add the skill flows to the assistant
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Next, create 2 skill-based actions that use the skill flows. The skill-based actions enable the ability to call the skill
flow as a subaction within a new custom-built action. For this use case, create two skill-based actions that use the

previously created skill flows:

o Retrieve certificate expiration — maps the user prompted certificate label as input and extracts the certificate

expiration date from the Ansible job’s output.

o Cert Renewal skill flow — maps the user prompted certificate label and new expiration date as input and runs the
Search and Renew Ansible job to extend the expiration date of the certificate.

After the 2 skill flows are added as skill-based actions, integrate the actions into a custom-built action that defines
the entire conversation flow. The flow assists the SA with the certificate renewal process.

tudio

fpcts to build and manage skill

ADMINISTER

ss management

Step in the process

Ready to use

ion Ready to use

Ready to use

Status
o Published
@ Fublished

o Published

Skill type

Skill flow

Skill flow

Imported

Author

andrew@®jones-tx.com

andrew@jones-tx.com

andrew@jones-tx.com

Last edited

January 20 2025

January 19 2025

January 19 2025

2. Click Actions.

tsonx Orchestrate

I @ Home

% Generative AT
5 Actions
Evaluate 17, 2025 5:15:55 AM CST

> Preview

< Publish
i Environments
stant a
omize your assistant with Build actions

I+ Analyze

3. Click New action+.

as new watsonx generative Al features! Learn more about intelligent information gathering

]

Customize your
greeting

Welcome your usersina
unigue way that aligns
with your brand

What's new Ty Documentation

Enable in settings

Er Eod o3

Create a fallback plan Preview & debug Customize web chat
Train your assistant to Enable debug mode Design how your
adapt to specific when you preview your assistant shows up in
situations. assistant. your live environment

X

Set1

Sele



http://localhost:8000/usecases/cert/_attachments/c-actions-1a.png
http://localhost:8000/usecases/cert/_attachments/c-actions-1a.png
http://localhost:8000/usecases/cert/_attachments/c-actions-2a.png
http://localhost:8000/usecases/cert/_attachments/c-actions-2a.png

IBM watsonx Assistant for Z Level 4 Lab Guide 261 / 346

1BM watsonx Orchestrate

@ Actions @
@ All items - Created by you /
= SR b Vo ") o ; W 2 1
- Set by assistant
[1 nName Last edited Examples count Steps count Status
=3 Variables -
Created by you 0O L Infarmaticn 2 day ago 0 3 [

= Set by assistant
— O 3 days age 1 0 (]
& Set by integration

Saved responses [ B Retrieve IPL infarmation 1 3 @

Create an action X

What kind of action do you want to build?

& -—
(g (] - =
= ° -
1] = =
AlI-guided action Skill-based action Custom-built action
Configure Al to generate responses based on Build an action that helps perform a task. Design your own action step-by-step.
specific use cases.
Beta 5 3 3

Not sure how to start? Try adding pre-built

ac

templates

5. Click the Retrieve certificate expiration tile and then click Next.

tsonx Orchestrate

Build an action from a skill

Select a skill

Choose a conversational skill published as a foundation of your action.

Cert Renewal skill flow Retrieve certificate expiration L] Retrieve job output 2/05 Certs - Search and Renew

certs - Retrieve job output by job Id certs - This playbook searches for certificates
with the details specified in the AAP survey

and renews them

Last updated: 2025-01-20T13:33:55.307Z

z/0S Certs - List Cert

certs - This playbook displays a certificate’s

Last updated: 2025-01-19T22:56:11.5602

2/0S IPL Information

2/0S IPL Information

Last updated: 2025-01-19T20:48:08.271Z

Zeeves-gather-facts-flow

Run z/0S gather facts and retrieve the output

Last updated: 2025-01-19T720:43:20.058Z

Retrieve job output

2 skills - Retrieve job output by job Id

6. Click Cancel on the New action dialog.

Q For this use case, the action is triggered from a custom-built action. To prevent the skill flow from being run
as the skill-based action, do not enter any example phrases.
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New action
What does your customer say to start this interaction?

Example: [ want to pay my credit card bill.

Retrieve certificate expiration E @ B

Customer starts with:

Add example phrases: ¥ &
Contimurating Enter phrases that a customer types or says to start the conversation
about a specific topic. These phrases determine the task, problem, or
Skill Name: Retrieve certificate expiration question your customer has.
skill The more phrases you enter, the better your assistant can recognize
Id: composite_skill__1.0.0__42842c359c044d3081624874f04,, what the customer wants.
Enter phrases your customer might use to start this action Total: 0

Example: I want to pay my credit card bill

8. Repeat steps 3 - 7 to create a skill-based action for the Cert Renewal skill flow.

Q This action is also triggered from a custom-built action. Do not enter any example phrases.

9. Verify that both skill-based actions are available.

@ Actions 5]
@ |Liliems o Created by you /
=] Created by you Q. Filter by name W |
LS Set by assistant
me aste s count teps count tatus
A Nai Li dited Example: Steps S
[ ariables ~
Created by you [J 88 z/0s IPL Information aday ago 0 3 [
“ Set by assistant
“ by assi
i Zeeves-gather-facts-flow 3 days ago 1 0
= Set by integrat o = herfactsflow - 2 - .
et by integration
Saved responses [0 B Retrieve IPL information 2day ago 1 3 e
2
D $% Retrieve certificate expiration 13 minutes ago 1] 3 (]
[ 28 cert Renewal skill flow 0 7 ]
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Create a custom-built action for SSL Certificate Renewal

Next, create a custom-built action that runs the new skill-based actions as subactions. Configure the custom-built

action to enable a natural conversation with the assistant, gather relevant details from the user, and map those

details to the action inputs.

1. Click New action +.

1BM watsonx Orchestrate

@  Actions
Py All items oa Created by you /
= Created by you By FiELY i
e Set by assistant
[1 wName Last edited
Variables B
Created by you O a day ago
“@ Se
~ [ ts-flow 3 days ago
& tegration :
Saved responses O 3 getrieve IPL information aday ago
e
[0 28 Retrieve certificate expiration A3 minutes a0
[ 8 Cert Renewal skill flow 2 fewseconds ago

@
Examples count Steps count Status
o 3 [
1 0 (-]
1 3 e
0 3 [
0 7 [

= 1BM watsonx Orchestrate

Create an action

What kind of action do you want to build?

Al-guided action Skill-based action

Configure Al to generate responses based on Build an action that helps perform a task.
specific use cases.

Beta 5

action templates.

-
- =
-

Custom-built action

Design your own action step-by-step.

Not sure how to start? Try adding pre-built

3. Enter z/0S certificate expires soon and then click Save.

What does your customer say to start this interaction:

z/0S certificate expires soon
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New action

What does your customer say to start this interaction?

I z/0S certificate expires soon

The conversational search capability that is provided by watsonx Assistant for Z can provide step-by-step guidance
for determining certificate expiration and renewing certificates, and is grounded on Z domain-specific knowledge. In
the first step to be taken when the user prompts the assistant with z/0S certificate expires soon, configure the
assistant to use conversational search to provide a response on the process and the ability to automate the process.

4. Click the And then drop down and select Search for the answer.

1BM watsonx Orchestrate |

2[0S certificate expires soon Editor Visualization @z & = ®
Customer starts with: Step 1 £
2/05 certificate expires soon
v
Is taken without conditions Set variable values £
Conversation steps it S

This step has no content

1
Assistant says

o Continue to next step g o
T ESESISESTSSSSESSTISSERENERERERE B I & K| B H AR B o g
For example: What size do'you want to .o
2 Define customer response »
And then
J Continue to next step A I

Continue to next step Confinua 1o naxt step

Follow the action's flow to whichever step is ordered next.
Go to a subaction

Use an extension

I Search for the answer I

Connect to agent

End the action

The result is that anytime the user input matches the example phrase z/0S certificate expires soon, the first
step that is taken is for the assistant to use conversational search and provide a response to their original question.
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Like in the IPL Information scenario, add a custom search query so when conversational search is run in the first

conversation step, the query used is hardcoded and not what the user input.

5. Click Edit settings.

IBM watsonx Orchestrate | Ala

zJOS certificate expires soon

Customer starts with: Step 1 &

te expires soon

Is taken without conditions
Conversation steps

his step has no content
1 i
. o Assistant says
O Search for the answer B m
f 3 A 0B E 0 7
A Define customer response v
And then
Q. Search for the answer 5
Custom guery Mone (Customer’s message will be the query]
Custom filter None (Optional

Edit settings

6. Enter the following prompt to be used in the Custom search query field and then click Apply.

Custom search query:

My z/0S certificate is going to expire soon. How do I retrieve the expiration date for my
certificate?
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Sattings
Search for the answer

Configure how your assistant searches for relevant information and generates a conversational response. You
«can configure settings for search and for after responses are generated.

Search configuration After generation

Search configuration
Set how you want your search to perform before a response is generated.

Custom search query (Opticnal)

I My 2/0S certificate is going to expire soon. How do I retrieve the expiration date for my certificate?

Custom results filter

(®) use default

O Set new filter

z/0S certificate expires soon

Customer starts with:
2/05 certificate expires soon

Conversation steps

This step has no content

Q, search for the answer

Visualization

Step 1 Z

1s taken without conditions v

Set variable values

Assistant says

B I & K W B A B m o
For example: What size do you want ti ?
& Define customer response >
And then
Q. Search for the answer v
Custom query My z/OS certificate is going to expire soon. How do 1 retrieve the

expiration date for my cartificate?

Custom filter None (Optional)

Edit settings
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8. Enter the following response in the Assistant says field.

Assistant says:

Would you like to run the skill to retrieve your certificate’s expiration date?

M watsonx Orchestrate

2/05 certificate expires soon Editor 4 & ] ®

Customer starts with: Step 2 &

/05 certificate expir

1s taken without conditions  ~

Conversation steps

Assistant says
Q, Search for the answer i

B I & f W B AR @B 0 <>

Would you like ta r

the skill te retrieve your

Would you like to run the skill to retrieve your certificate’s expiration date?
certificate’s expiration date?

£ Define customer response ~
And then
|- Continue to next step -

9. Click the Define customer response option list and select Confirmation.

The Confirmation option prompts the user to select Yes or No.

1BM watsonx Orchestrate |

2{0S certificate expires soon Editor 24 @ B *x

Customer sta Step 2 3
£/05 certifi
Is taken without conditions
Conversation staps
1 .
Assistant says
Q, Search for the answer
¥ 3 B A @ @ wn o>
Would you like ta run the skill to retrieve your Would you like to run the skill to retrieve your certificate's expiration date?
certificate’s expiration date?
2
J. Continue to next step (m] 0]

& Define customer response G
System ~ Confirmation

Enable customers to select from Yes or Mo respanse.
¥s Options

. As buttons
£5 Confirmation

Yes Mo
7 Freetext

I Regex

s Number

10. Click Next step +.
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2/05 certificate expires soon

Yes No
View response Edit validation

And then

+ Continue to next step

New step +

Customer starts with: Step 2 2
/05 certificate expires soor
~
Is taken without conditions
Conversation steps
1 "
Assistant says
Q, Search for the answer
£ B3 B A BB 0
Would you like to run the skill to retrieve your Would you like to run the skill to retrieve your certificate's expiration date?
certificate’s expiration date?
2 Contfirmation
L Continue to next step [
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11. Click the Is taken option list and select with conditions.

This step handles the flow when the user selects Yes in the previous step, indicating that they want to run the

skill to retrieve the certificate’s expiration date. To run the Retrieve certificate expiration action created earlier,
the assistant needs the certificate label. This label is mapped as input to the skill.

IBM watsonx Orchestrate

2/0S certificate expires soon

Customer starts with: Step 3 ra
£05 certificate expires soon
Is taken without conditions
Conversation steps

without conditions

‘with conditions
Assistant says
QU Search for the answer
kA @ B A @
Would you like to run the skill to retrieve your
certificate’s expiration date?

2 Confirmation

J. Continue to next step

A Define customer response

Editor

e

@

o

And then

- Continue to next step

12. Enter the following text in the Assistant says field.

Assistant says:
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What is your certificate label?

watsonx Orchestrate

2]0S certificate expires soon

Customer starts wi Step 3 2
~
Is taken with conditions v
Conversationsteps O e e rre
his p has no conter Conditions 1condition A~
1
Q search for the answer If of this is true:
2. Would you like to is Yes o
Would you like to run the skill to retrieve your
certificate’s expiration date? and  Add condition +
2 Confirmation
Continue to next step
N ondition group +
2 s Yes }
I
5 | what s vour certficate label? I
I 2
i Assistant says
J Continue to next step g o
i B I @ £ Ta B8 R =@ 0 <

What is your certificate label?

ne customer n

And then

L Continue to next step

13. Click the Define customer response drop-down list and select Free text.
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2f0S certificate expires soon

Customer starts with

e to next step

1
Q1 Search for the answer
Would you Like to run the skill to ratrieve your
certificate’s expiration date?

2

Confirmation
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|5
L]
]

*

Step 3 £

Is taken with conditions

1condition A

Conditions

It of this is true:

2. Would you like to r is Yes x®

and  Add condi

n group +
Assistant says
= i @ B R @ E 0 s

What is your certificate label?

ne customer re

System ~ Free text
Enable customers to write out any response using text input
Option
As text

Confirmation

Free text
I Regex

=3 Number

14. Click Next step+.
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1BM watsonx Orchestrate

2/0S certificate expires soon Editor 4 @ ] x
Customer starts with: Step 3 £
/05 certificate expires soan

1s taken with conditions

Conversation steps o h et

Conditions 1condition o~
1
Q, Search for the answer 1 of this is true:
2. Would you like tor. is Yes *x
Would you like to run the skill to retrieve your
certificate’s expiration date? and  Add condition +
2 Confirmation
L Continue to next step
New condition group +
2 is Vs
What is your certificate label?
3 Tr Free text Assistant says
o R A L) e
| Continue to next B o i@ 8 A &

What is your certificate label?

And then

L Continue to next step

15. Click the Is taken option list and select with conditions.

After the user enters the certificate label as free text, the next step is to run the Retrieve certificate expiration
skill-based action created earlier. To do so, map the user input to the skill flow and retrieve the expiration date
for that certificate.
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2/0S certificate expires soon
Conversation steps
1
Q, Search for the answer
Would you like ta run the skill ta retrieve your
certificate’s expiration date?
2 Canfirmation
Je Continue to next step
2 s Yes
What is your certificate label?
A Tr Free text
J- Continue to next step
i
i o
1
K]
i
i
{

Step 4 &

Is taken without conditions
without conditions

with condit

ns

Assistant says

i
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B

E i B B A @™ B 0 >
@ e
And then
- Continue to next step -

16. Click the And then option list and click Go to a subaction.

Notice that the default condition validates the free text is defined from the previous step.

watsonx Orchestrate

2f0S certificate expires scon

Customer starts with:
2/05 ce

1
Q, Se for the answer
Would you like ta run the skill to retrieve your
certificate’s expiration date?
2 Canfirmation
J Conti ' next step
2 s |Yes
What is your certificate label?
# T Free text
4

New step +

Step 4 r il

with conditions

Is taken

1condition A

&
&

Conditions
If of this is true:
3. What is your cer is ®
and
tion group +
Assistant says
B i 3 B B & 0 <>
ne customer response »
And then
L Continue to next step ~

Connect to agent

End the action

Go to a subaction

Switch conversation flow to another action to perform a certain
task
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17. Click the (a) Go to option list, select the (b) Retrieve certificate expiration skill-based action, and then click (c)
Apply.

Settings
Go to a subaction

Goto

I Select an action..

Cert Renewal skill flow

Fallback

I Retrieve certificate expiration

18. Click Edit passed values.

To run the Retrieve certificate expiration subaction that uses the users certificate label, the passed value needs
to be modified.
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2/05 certificate expires scon

Customer starts with: Step 4 £
/05 certificate expires soon

Is taken with conditions  ~ Set variable values
Conversation steps A DI

This stephas ne content Conditians Tnaian A
1
Q, Search for the answer if of this is true:
3. What is your certifi... is defined b3
‘Would you like to run the skill to retrieve your
certificate’s expiration date? and Add condition +
2 Confirmatian
| Continue to next step
Mew condition group +
2 s [¥as
What is your certificate label?
3 Tr Free text Assistant says
@ Ta [ <
L Continue to next step BAE N B AL =R D i
ar example: What type of transter would you like to make
3 is  Defined
This step has no content
i i
13 Goto subaction: Retrieve certifica. ¢
2 Define customer response o 3
And then

£% Goto asubaction

» Goes to action Retrieve certificate expiration =
L e R
Pass values

Upon return Caontinue

Edit settings

E @

19. Click Set new value + and then select extra_vars.cert_label_survey.

Passed values
Edit passed values

Configure how your skill-based action leverages and stores information in assistant variables. Learn more

@ Variables are not private if they are shared with Skill Studio.

Edit variable values Response behavior

The values you select from this action will be passed to "Retrieve certificate expiration” skill.

< Allvariables

I 1. extra_vars.cert_label_survey

2, extra_vars.cert_type_survey

3. extra_vars.owner_id_survey
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20. In the To field, select Action step variables, and then select What is your certificate label?.

Passed values
Edit passed values

Configure how your skill-based action leverages and stores information in assistant variables. Learn more

1 Variables are not private if they are shared with Skill Studio.

Edit variable values Response behavior

The values you select from this action will be passed to "Retrieve certificate expiration” skill.

Set 413 1. extra_vars.cert_label_survey i To

<

Enter text

Expression
Action step variables

Assistant variables

21. Click Apply.

Passed values
Edit passed values
Configure how your skill-based action leverages and stores information in assistant variables. Learn more

‘' Variables are not private if they are shared with Skill Studio.

Edit iable values Response behavior

The values you select from this action will be passed to "Retrieve certificate expiration” skill.
WS EEEEEEEEESEEEEEEEEEEEEESE

sssEEEsEEEEEEEEEEsEEEEEEEs
Set | 413 1. extra vars.cert_label su ~ To ® 3. What is your certificate label?
o o

EEfESSNNASEES SusamEsw sssssssEssaEEm
Set new value +

22. Click Next step +.
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IBM watsonx Orchestrate

z/0S certificate expires soon

Customer starts with: Step 4 va
2/ certificate expires soon

1s taken with conditions Set variable values
Conversation steps e e e

o content Conditions 1condition

Q| Search for the answer If of this is true:

3. What is your certifi__. is defined ®
Would you like to run the skill to retrieve your

certificate’s expiration date? and  Add condition +

2 Confirmation

. Continue to next step
New condition group +

2 s |Yes

what is your certificate label?

Assistant says

Tr Free text
L continue to next step i @B A BE O o
3 is  Defined
4 as no content
1} Go to subaction: Retrieve certifica.. 5 o

# Define customer response

And then

&3 Goto asubaction

certificate expiration

Goes to action Retrieve

Pass values 1. extra_vars.cert_label_:

Upon return Continue

Edit settings Edit passed values

23. Click the Is taken option list and select with conditions.

In the previous step, you configured the assistant to run the Retrieve certificate expiration subaction you created,
passing the certificate label the user inputted to the skills inputs. Recall when the Retrieve certificate expiration
skill flow was created, the output form at the end of the skill flow was hidden. That form contained the expiration
date. As a result, nothing is returned when running the subaction in the previous step. Now, configure the
custom-action to provide that output as a response.
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z/OS certificate expires soon

Customer starts with Step 5 pa
Is taken without conditions ~
without conditions
t 16 e
with conditions
1 :
Assistant says
Q search for the answer
f B B A BE 0
ld you like to run the skill to retrieve your
certificate’s expiration date?
2 Canfirmation
Continue to next step
2 s Yes & Defi omer re

What is your cartificate label?

And then

4 Tr Free text

J- Continue to next step 4. Continue to next step
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24. Enter the following text in the Assistant says field.

Assistant says:

Below is your certificate’s expiration date:

IBM watsonx Orchestrate

1 condition

<>

2[0S certificate expires soon
Customer starts with: Step 5 ra
~
Istaken with conditions  ~
Comversationsteps e
; ik S Conditions
1
Q, Search for the answer 1f of this is true:
3. What is your certi is
Would you like to run the skill to retrieve your
certificate’s expiration date? and  Add col 1
2 Confirmation
Continue to nex! step
condition group
2 is [Yes
What is your certificate label?
3 T Froa tert Assistant says
B I @ £ B ] o
L Continue to next step ® & W B " c
Below is your certificate’s expiration date
2 is | Defined
I o i
a
T3
| i
3 s | Defined I
I
8 I
Below is your certificate’s expiration date:
5 : And then
I
i L
Continue to next st f [
L con ki 3 o @ ] L Contin next stap
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While still in the Assistant says field, press return and then type $.

Q The $ is a special key that lists available functions. The following image is edited to show that you must

type the $, but it is not displayed on your screen.

IBM watsonx Orchestrate

2/0S certificate expires soon

Customer starts with:

£05 certificate expires soon

Conversation steps

Q Search for the answer

Would you like ta run the skill to retrieve your

certificate’s expiration date?

. Continue to next step

2 is Yes

What is your cartificate label?

J- Continue to next step

3 is Defined

his tep has no content

43 Go ta subaction: Retrieve certifica...

Canfirmation

Tr Free text

3 is | Defined

J. Continue to next step

Below is your certificate’s expiration date: <br />

0]

Step 5 £

Is taken with conditions

Conditions

If of this is true:

3, What is your certifi,..

and Add condition +

New condition group +

Assistant says

B I & K @B B A @ @&

1condition A

defined *

oo <l

| HRalaw is your certificate’s expiration date

L| Action step variables
Retrieve certificate expiration (step 4)
Assistant variables

Integration variables
An

4 Continue to next step

26. Click Retrieve certificate expiration (step 4) and then click Retrieve certificate expiration result variable.
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|
|
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Conditions
i of this is true:
3. What is your certifi.. is defined x
and d condi +
Assistant says
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Below is your certificate’s expiration date
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And then

- Continue to next step
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Test the z/0S certificate expires soon custom-built skill
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zf0S certificate expires soon
Customer starts with:
/05 certificate expires soon
v
Conversation steps
This step has ne tontent
1
Q| Search for the answer
Would you like to run the skill ta retrieve your
certificate’s expiration date?
2 Conlirmation
J Continue to next step
2 is |Yes
What is your cartificate label?
E T Free text
J Continue to next step
3 is  Defined
This step has no conter
4
T3 Gotosubaction: Retrieve certifica...
3 is  Defined
Below is your certificate’s expiration date
5 153 step 4
L Continue to next step g o
Newstep  +

Editor

Step 5 £
Is taken with conditions  ~
Conditions
if of this is true:
3. What is your certifi... is defined

and  Add condition +

New condition group +

Assistant says
A @B B AR @B O

Below is your certificate's expiration date

1 1.3 4. Retrieve certificate expiration rec

& Define customer response

1 condition

L

And then

4 Continue to next step

2. Enter the following prompt in the preview.

Prompt:

My z/0S certificate is going to expire soon. How do I retrieve the expiration date for my

certificate?
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2/0S certificate expires soon it i} 3
Customer starts with: Step 5 ra
/05 certificate
v
1s taken with conditions  ~
Conversation steps
This step has no conter Conditions 1condition  ~
1
Q, Search for the answer I of this is true:
3. What is your certifi,, is defined x
Would you like to run the skill to retrieve your
certificate’s expiration date? and  Add condition +
2 Confirmation
J Continue to next step
New condition group +
2 is | Yes
What is your certificate label? Preview c
3 Tr Frae text Assistant says
fix
- £ ¢ . 7:55 AM
. Continue to next step AW E BB H
. i et customer [default]
Below is your certificate’s expiration date F
3 is | Delined 1£3% 4. Retrieve certificate expiration re
o Welcome, how can [ assist you?
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4 P
%3} Go to subaction: Retrieve certifica
efine customer response s
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Below is your certificale’s expiration date
o s 3 And then
5 1% Stepd
t 4 Continue to next step %
L Continue to next step B o F
My z/05 certificate is going to expire soon. How do >
Newstep  + I retrieve the expiration date for my certificate?

The assistant responds by calling Conversational search and returns a response by using the Z RAG, displaying
the RACDCERT command that can be used. The assistant then prompts Would you like to run the skill to
retrieve?.
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2f05 certificate expires soon 4 & il *x
Customer starts with Step & A
1s taken with conditions
b Conditions lcondition A~
1
Q, Search for the If of this is true;
3. What is your cert is defined ®
Would you like to run the skill to retrieve your
certificate’s expiration date? and  Add cond -
2 Confirmation
) Continue to next step
2 s |Yes
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What is your certificate label? Preview (&) =
3 Tr Eres taxt Assistant says
b
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| Continue to next step W B R BE N i
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| i Inspect
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a
%% Go to subaction: Retrieve certifica... .
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» & i
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However, based on the provided context, there
Below is your certificate’s expiration date: isn't a direct command or utility mentioned for
- is purpose. You may need to contact your
5| afgsiepa Andhen th ¥ d to contact
S system administrator or refer to your specific
| 3 system's documentation for precise
-y - & Continue i
J. Centinue to next step 3 ] instructions. Generally, you can use commands
like 'ODTE' or 'RACDCERT' to list and inspect
certificates. ~
rated answars may vary
Would you like to run the skill to retrieve your
certificate’s expiration date?
No
New step

4. Review the response and enter DEMOCERT .

Prompt:

DEMOCERT
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Conditions 1condition A
1f of this is true:
3. What is rcertifi.. 5 defined *®
and  Add con
n group +
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B r A W H A = E O <
Below is your certificate’s expiration date T
113 4. Retrieve certificate expiration res
%
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And then

+ Continue to next step

Preview ¢ -
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certificate itself ar consult the system logs.
However, based on the provided context, there
isn't a direct command or utility mentioned for
this purpose. You may need ta contact your
system administrator or refer to your specific
system's documentation for precise
instructions. Generally, you can use commands
like 'ODTE' or 'RACDCERT' to list and inspect
certificates.

Would you like to run the skill to retrieve your
certificate’s expiration date?

Yes

You 10:07 AM

Yes

What is your certificate label?

DEMOCERT >

5. Click Apply.
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2[0S certificate expires soon

Customer starts with: Step 5 £

1s taken with conditions
Conversation steps |_omvseinaiaay

vas no conter Conditions 1condition A~

Q, Search for the answer if of this is true:

3. What is your certifi,, is defined
Would you like to run the skill to retrieve your

certificate's expiration date? and Add condition +
2 Confirmation
Jo Continue to next step
New condition group +

2 is  Yes

What is your certificate label? Preview ar}

3 Tr Free text Assistant says
o ol — —
J Continue to next step B B “ TR S
Below is your certificate’s expiration date: F What is your certificate label?
3 is | Defined 153 4. Retrieve certificate expiration re¢
. =] You10:17 AM
il ™ p has no conder
DEMOCERT

13 Go to subaction: Retrieve certiffca..

A Define customer response
3 is | Defined

Below is your certificate’s expiration date:

5 4% Stepa

And then

l. Continue t t
| 4 Continue to next step
L Continue to next step 3 @ F

-t
'\.j' Retrieve certificate expiration

Newstep  +

6. Review the response.

If you see the following response (the date may differ), the custom-built skill ran successfully. The output of the
skill flow was not the entire output of the z/0S Certs — List Cert Ansible job, but rather the certificate expiration

date that was extracted from the full job output by using the Regular Expression transformation.

Complete the custom-built skill to renew the certificate

Now that the custom-built action is working, add steps to include the certificate renewal process. After retrieving and
displaying the user’s certificate expiration date, ask the user if they want to renew the certificate, and if so, prompt

for the new date and renew the certificate.

1. Click Next step +.
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a - 4 Continue to next step o
L Continue to next step B o !
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ST are no additional steps for this action. Add a
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2. Click the Is taken option list and select with conditions.
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Customer starts wif

13 Goto suba

3 is  Defined

Below is your certificate’s expiration date

5 1t} Stepd

L Continue to next step
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1
L Centinue to next step g Mo
Would you like to run the skill to ratrieve your
certificate's expiration date?

2 Confirmation
J- Continue to next step
2 is |¥es
What is your certificate label?

3 T Free text
J- Continue to next step
3 is Defined

a T ]
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Step 1 £

Is taken without conditions -~
without conditions v
with conditions

Assistant says

i A B AR B2 @ wn <>

efine customer response

And then

4 Continue to next ste

3. Enter the following text in the Assistant says field.

Assistant says:

Would you like to renew your certificate?
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1condition A

Conditions
If of this is true:
113 ve certific is ®
and  Add condi +
n group +
Assistant says
B fi a8 A = E B &>
Would you like to renew your certificate?
ine customer ~
And then
L Continu 1ext step b

4. Click the Define customer response option list and select Confirmation.
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g

5. Click Next step +.
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405 certificate expires soon
1s taken with conditions
Conversation steps
4 is  Defined
Conditions 1condition  ~
Would you like to renew your certificate?
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T Free text
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This step h
4
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View response & o
3 is. B View response g = m
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5 133 Step 4
- Continue to next step
J Continue to next step
4 is Defined
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& -
Confirmation
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6. Click the Is taken option list and select with conditions.

This step handles the flow in which the user selects Yes in the previous step indicating they want to renew their
expiring certificate. Before initiating the Cert Renewal skill flow action to automate this, the assistant first needs
the new expiration date for the certificate.
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7. Enter the following text in the Assistant says field.

Assistant says:

What date would you like to set the renewed certificate’s expiration date to? Please enter in
the form of YYYY-MM-DD.
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8. Click the Define customer response option list and select Free text.


http://localhost:8000/usecases/cert/_attachments/addLastSteps-7a.png
http://localhost:8000/usecases/cert/_attachments/addLastSteps-7a.png

IBM watsonx Orchestrate

2/ 05 certificate expires soon
1
@ Search for the ar
u like to run the skill to retrieve your
&'s expiration date?
2 Confirmation
4 Conti 1o next step
2 is  Yes
What is your certificate label?
# T Free text
J Continue to next step
3 is  Defined
il +
4
ES e Retrieve certifica...
3 s  Defined
Below is your certificate’s expiration date:
5
J. Continue to next step
3 is  Defined
Would you like to renew your certificate?
2 Confirmatian
Continue to next step
' 5
| 6 is | ¥es
|
| What date would you like to set the renewed
17 ate's epiration date to? Please enter in the
|
|
A o -
| | Continue to next step [} |
1

Step 7 Z
Is taken with conditions
Conditions 1condition
If of this is true:
6. Would you like tor is Yes *

and  Add condi

group +

Assistant says
E KA 3 B A @8 o >

What date would you like to set the renewed certificate’s expiration date to? Please enter in the
form of YY¥¥-MM-DD.

ne customer

System ~ Free text

Enable customers 1o write cut any response using text input

Options

As text
Confirmation

My street is M

Tr Free text | ‘

9. Click New step +.

IBM watsonx Assistant for Z Level 4 Lab Guide 292 / 346



http://localhost:8000/usecases/cert/_attachments/addLastSteps-8a.png
http://localhost:8000/usecases/cert/_attachments/addLastSteps-8a.png

IBM watsonx Assistant for Z Level 4 Lab Guide 293 / 346

IBM watsonx Orchestrate
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certificate’s expiration date?

Canfirmation

Conditions 1condition A~
J. Continue to next step It St
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3

Tr Free text
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3 is  Definad What date would you like to set the renewed certificate’s expiration date to? Please enter in the
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Below is your certificate’s expiration date

5 113 Step 4

Continue o next ste,
o

Would you like to renew your certificate?
Confirmation

And then
J Continue to next step

l Continue to next step

6 is Yas

What date would you like to set the renewed

certificate’s expiration date to? Please enter in the...

T Free text

. Continue to next step 3 @

10. Click the Is taken option list and select with conditions.

With the new expiration date entered by the user, the next step is to run the Cert Renewal skill flow action as a
subaction. Next, trigger the renewal skill flow and pass the user provided details as input to the action to renew
the certificate and extend the certificates expiration date.
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11. Enter the following text in the Assistant says field.

This assistant first responds with the message that follows before triggering the certificate renewal skill-flow.

typically takes a minute or so to complete.

Assistant says:

Renewing your certificate..this could take up to a minute. Please wait one minute before

selecting an option below.
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12. Click the And then option list and select Go to a subaction.


http://localhost:8000/usecases/cert/_attachments/addLastSteps-11a.png
http://localhost:8000/usecases/cert/_attachments/addLastSteps-11a.png

IBM watsonx Orchestrate

IBM watsonx Assistant for Z Level 4 Lab Guide 296 / 346

z/0S certificate expires soon

13 Goto suba Retrieve certifica.

3 is | Defined

Below is your certificate’s expiration date: Assistant says
5 1% stepd
8 £ @ B AR

@ fo nex! step .
Renewing your certificate...this co

an option below
3 is | Defined

Would you like to renew your certificate?

2 Confirmation Step 8 &
J- Centinue to next step -
Is taken with conditions  ~
2 is Yes
Conditions
What is your certificate label?
3
Tr Free text It of this is true:
Jo Continue ta next step
and  Add condit +
3 is  Oefined
a

1condition A

[ R <

uld take up to a minute. Please wait one minute before selecting

&
Confirmation
Jo Continue to next step S8
& js [¥es And then
What date would you like to set the renewed
; Continue to next st
certificate’s expiration date to? Please enter in the... SRt R S T
T
T Free text
J- Continue to next step
: 7 is Defined
i Use an extension
: Renewing your certificate _this could take up to a
I 8 | minute. Ploase wait one minute betore selecting an,., Search for the answer
i
i

Connect to agent

£ the acten

Go to a subaction

Switch conversation flow to another action to perform a certain
task

E @ B x

13. Click the Go to option list and select the Cert Renewal skill flow.
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Settings
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14. Click Apply.
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« Cert Renewal skill flow 5 4
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15. Click Edit passed values.

Edit the passed values to use them in the Cert Renewal skill flow subaction.



http://localhost:8000/usecases/cert/_attachments/addLastSteps-13a.png
http://localhost:8000/usecases/cert/_attachments/addLastSteps-13a.png
http://localhost:8000/usecases/cert/_attachments/addLastSteps-14a.png
http://localhost:8000/usecases/cert/_attachments/addLastSteps-14a.png

IBM watsonx Assistant for Z Level 4 Lab Guide 298 / 346

2/05 certificate expires soon

¢ @ @ =x

Visualization

2 Canfirmation Step 8 .
| Continue to next step B
1s taken with conditions Set variable values
2 is Yes
Conditions 1condition o~
What is your certificate label?
3
Tr Free text 1If of this is true:
. Continue to next step 7. What date would y. is defined x

. and  Add condition +
3 is | Defined

This step has no content
13 Go to subaction: Retrieve certifica.. New condition group +

3. js  Defined

Below is your certificate’s expiration date: Assistant says
5 15F Step 4

B I @& & @B A m=m [} <ty

A Continue to next step - o . = = : A
Renewing your certificate...this could take up to a minute. Please wait one minute before selecting

an option below.
3 is  Defined

Would you like to renew your certificate?

& Confirmation
L Continue to next step 2  Define customer response v
6 is  Yes And then
s
What date would you Like to set the renewed "
,  certificate’s expiration date ta? Please enter in the... = Btk subaition

Tr Free text
ssssssssssmssnmg

. -
Goes to action » Cert Renewal skill flow

J Continue to next step Ssssssssssssmmmn

Pass values

7 is Defined

Upon return Continue
Renewing your certificate...this could take up toa

minute. Please wait one minute before selecting an__

Edit settings

16. Click Set new value + and then select extra_vars.cert_label_survey.

Passed values

Edit passed values

Configure how your skill-based action leverages and steres information in assistant variables. Learn more
@ Variables are not private if they are shared with Skill Studio.
Edit variable values Response behavior

The values you select from this action will be passed to "Cert Renewal skill flow" skill.

< Allvariables

I 1. extra_vars.cert_label_survey

2, extra_vars.cert_type_survey
3. extra_vars.keyring_survey
4, extra_vars.new_expiry_date_survey

5. extra_vars.owner_id_survey

17. In the To field, select Action step variables.
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Passed values
Edit passed values

Configure how your skill-based action leverages and stores information in assistant variables. Learn more

@ variables are not private if they are shared with Skill Studio.

Edit variable values Response behavior

The values you select from this action will be passed to "Cert Renewal skill flow" skill.
SEISESIEEENEESASENISESAEEESE  syssINGEEEGEESIEESEEEEEEEEE,

Set. BL}Iextra_vars.cert_labe{_survey v uwTow ~
tasdansninssssessnenEnnnnEE o e

Setnew value  + Q

Enter text

Expression

Action step variables

Retrieve certificate expiration (step 4)

Assistant variables

18. Click What is your certificate label?

Passed values
Edit passed values

Configure how your skill-based action leverages and stores information in assistant variables. Learn more

6&' Variables are not private if they are shared with Skill Studic.

Edit variable values Response behavior

The values you select from this action will be passed to "Cert Renewal skill flow" skill.

Set 8t3% 1. extra_vars.cert_label_survey v  To

Setnew value  + Q

< Allvariables

I 3. What is your certificate label?

7. What date would you like to set the rene...

19. Repeat steps 16 - 18 adding the extra_vars.new_expiry-date_survey input variable and What date would you like
to set the... in the To field.
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Passed values

Edit passed values

Configure how your skill-based action leverages and stores information in assistant variables. Learn more

@ variables are not private if they are shared with Skill Studio.

Edit variable values Response behavior

The values you select from this action will be passed to "Cert Renewal skill flow" skill.
TSN EEEESEESEENEEEEEEEEEE

Seta 831
ias

Set|| 813 4. extra_vars.new_expiry_date_su... v | To | 7. What date would you like to set the .

Set new value

20. Click Set new value + and then select extra_vars.sign_label_survey.

FPagsed values

Edit passed values

The values you select from this action will be passed te "Cert Renewal skill flow" skill.

Set 813 1. extra_vars.cert_label survey ~

Set 873 4. extra_vars.new_expiry_date_su.. v

< Allvariables

. extra_vars.cert_label_survey

. extra_vars.cert_type_survey

. extra_vars keyring_survey

. extra_vars.new_expiry_date_survey

. extra_vars.owner_id_survey

To

To

3. What is your certificate label?

7. What date would you like to set the ... ~

. extra_vars.sign_label_survey

. extra_vars.sign_with_survey

21. In the To option list, select Enter text.
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Passed values

Edit passed values

Configure how your skill-based action leverages and stores information in assistant variables. Learn more

& Variables are not private if they are shared with Skill Studio.

|
Edit variable values Response behavior
The values you select from this action will be passed to "Cert Renewal skill flow" skill.
Set 8% 1. extra_vars.cert_label_survey ~  To 3.Whatis your certificate label?

Set 813 4. extra_vars.new_expiry_date su.. v To 7.What date would you like to set the

Set 813 6. extra_vars.sign label survey v TnI

Set new value + Q
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I Enter text

Expression

Action step variables

22. Enter TESTCA in the Enter text field and click Apply for the To option list.

Enter text:

TESTCA

For this passed value, hardcode TESTCA in the skill flow’s input for the sign_label variable. This is the CA
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Passed values

Edit passed values

The values you select from this action will be passed to “Cert Renewal skill flow" skill.

Set 8t% 1. extra_vars cert_label_survey ~ To 3.Whatis your certificate label?

Set 813 4. extra_vars.new_expiry date_su.. ~  To 7. What date would you like to set the .|~
Set 8%3 6. extra_vars.sign_label_survey v  To

Enter text

TESTCA

23. Review the Edit passed values and then click Apply.

Review all 3 variables are set correctly.

Passed values

Edit passed values

Configure how your skill-based action leverages and stores information in assistant variables. Learn more
aib Variables are not private if they are shared with Skill Studio.
Edit variable values Response behavior

sThe lestiromihisactionanillhe dda ‘Lerk Bapgwal skillflpw'sskila s s unnsannnnnny,

Set 8131 extra_vars.cert_label_survey v To 3. Whatis your certificate label?

Set 813 4. extra_vars.new_expiry_date_su.. ¥  To 7. Whatdate would you like to set the ..

Set 8i36. extra_vars.sign_label_survey  ~ To TESTCA

24. Click Next step +
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watsonx Orchestrate

2/0S certificate expires soon

=
&
1)
=

Step 8 £
1 co ‘o next step
Is taken with conditions v
2 s |Yes
What is your certificate label? N
Conditions 1condition o~
E Tr Free text
If of this is true:
J Continue to next step
7. What da defined ®
3 is  Defined
and  Add condition +
| o conter
a
Retrieve certifica..
dition group +
3 is  Defined
Below is your certificate’s expiration date
B 133 stepd Assistant says
. continu s P A 3 B A ®E N <y

Renewing your certificate...this could take up to a minute. Please wait one minute before selecting

3 an option below.

s Defined

Would you like to renew your certificate?

Confirmation

fine customer

6 is Yes
And then
What date would you like to set the renewed
certificate’s expiration date ta? Please enter in the.
t2 Gotoasubaction ™

Tr Free fext

J. Continue to next step o i "
Goes to action

values

Renewing your certificate...this could take up to a

8 | minute. Please wait one minute before selecting an__

13 Go to subaction: Cert Renewal ski... 5 o Upon return Continue

25. Click the Is taken option list and select with conditions.

Edit settings Edit passe

To complete the flow, ask the user if they want to verify the new expiration date.
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2]0S certificate expires soon

Tanat s yunr Lerooans moe

Tr Free text Step 9 &

| Continue to next step

1s taken without conditions
3 is  Defined

without conditions

with conditions
Assistant says
3 Go to subaction: Retrieve certifica. B

3 is | Defined

Below is your certificate’s expiration date:
13 Stepd

J Continue to next step

3 is | Defined

Would you like to renew your certificate?

S—

A B B A @ E O
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<

And then
% Confirmation

A Continue to next step

vhat date would you like to set the renewed

certificate’s expiration date to? Please enter in the...
7

T Free text

L Continue to next step

Renewing your certificate._this could take up to a

minute. Plaase wait one minute before selecting an..

26. Enter the text that follows in the Assistant says field.
Assistant says:

Would you like to verify the new expiration date for your certificate?
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%% Go to subaction: Retrieve certifica...
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Below is your cert e's expiration date:
5 11% stepa
J» Continue to next step
3 is | Befined
Would you like to renew your certificate?
L Confirmation
e fo nex! step
6 is | Yes
What date would you like ta set the renewed
g | il cate's expiration date to? Please enter in the

T Free text

Renewing your certificate. _this could take up to a

8  minute. Plaase wait one minute before selecting an,.

ion: Cert Renewal ski

Would you like ta verify the new expiration date for

9| vour certificate?

Step 9 2

Is taken with conditions

Conditions

i of this is true:

hat daf

and  Add condition +

New conditi

n group +

Assistant says

B I & f W HEH A @@ 0

1condition A~

defined ®

L

Would you like to verify the new expiration date for your certificate?

Define customer response

And then

4 Continue

ep
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27. Click the Define customer response option list and select Confirmation.
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2]0S certificate expires soon

J. Continue to next step

3 is  Defined

1% Goto subnction: Retrieve certifica.

3 is | Defined

Below is your certificate’s expiration date:

113 Stepd
. Continue to next step
3 is | Defined
Vould you like to renew your certificate?
% Confirmation
J» Continue to next step
6 is | Yes
What date would you like ta set the renewed
4 certificate's expiration date to? Please enter in the
T Free text
¢ 1o nex! step
5

Renewing your certificate...this could take up to a

minute. Please walt one minute before selecting an__

-
o
o

0 subaction: Cert Renewal ski...

Vould you Like to verify the new expiration date for
your certificate?

9

J- Continue to next step

28. Click Next step +.

Step 9 &

Is taken with conditions  ~

Conditians 1condition A
bij of this is true:
7. Wha te is ®
and  Add condi
group
Assistant says
ff 3 @ A B2 @8 0 o>

Would you like to verify the new expiration date for your certificate?

System ~ Confirmation
Enable customers to select from Yes or No respons
Options
As buttans
mation
Yes  No

Free text

7 Regex
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“ watsonx Orchestrate

2/05 certificate expires scon

W S e Sep

Step 9 £

3. is  Definad

g 1s taken with conditions  ~
4

£} Go to subaction: Retrieve certifica... Conditions Teondition A

3 is | Defined i of this is true:

Below is your cerlificate’s expiration date 7. What date would y = dsfinad %
5 133 stepd

and  Add condition +
J Continue to next step
3 is  Defined
ndition group +

Would you like to renew your certificate?

g Canfirmation
to next step Assistant says
i A 8 0 =8 0 <
6 is Y
3 - Fa s

s s e s B s Would you like to verify the new expiration date for your certificate

P certificate’s expiration date to? Please enter in the..

r Free

Continue o next ste,
5

7 is Defined Yes  No

Renewing your certificate...this could take up to a

8  minute. Please wait one minute before selecting an...

13 Goto subaction: Cert Renewal ski Rn than

- Continue to next step E
7 is Defined

Would you like to verify the new expiration date for

your certificate?

| Continue to next step g m

New step +

Click the Is taken option list and select with conditions.

On the condition that the user selected Yes in the previous step, configure a step to run the Retrieve certificate
expiration skill-flow again to retrieve and display the new expiration date of the renewed certificate.
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z[OS certificate expires soon

3 Go ta subaction: Retrieve certifica.

P

3 is | Defined

Below is your certificate’s expiration date:
5 1% Stepd

J cont

3 is  Defined
Would you like to renew your certificate?

Canfirmation

€ 1o next step

What date would you like to set the renewed

certificate's expiration date ta? Please enter in the...

Renewing your certificate...this could take up to a

8  minute. Plaase wait one minute before selecting an..

1% Go to subaction: Cert Renewal ski...

Would you like to verify the new expiration date for

your certificate?

Step 10 &

Is taken without conditions ™

{ without conditions
with conditiens
Assistant éays

B A ® @ n <>

omer response b

And then

10

J Continue to next

E @ %

30. Click the And then option list and select Go to a subaction.
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2/05 certificate expires soon

T3 OU (0 SUULLUNL RENIEVE eI,

3 is  Defined

3 is  Defined

7 is Defined

‘Would you like to verify the new expiration date for
your certificate?

Confirmation

J Continue to next step

Step10 £

Visualization

Belowis your certificate's explration date: Istaken | withconditions ~ = Set variable values
5 113 stepd
Conditions 1condition o~
J Continue to next step
If of this is true:

® 9 Would you lik is ®
Would you like to renew your certificate? kxsmmmans SRS SR EESTEs
[ Canfirmation and  Add condition +
J Continue to next step
& is [ New condition group +
‘What date would you like to set the renewed
7 certificate’s expiration date to? Please enter in the...
T Free text Assistant says
oW o
L Continue to next step B i & |k WA B B u e
For example: peof ike to make
7 is Defined
Renewing your certificate...this could take up te a
8  minute. Please wait one minute before selecting an,_.
£3 Goto subaction: Cert Renewal ski...
2  Define customer response .

And then

I 4 Continue to next step

Continue to next step

Re-ask previous step(s)

Go to a subaction

Switch conversation flow to another action to perform a certain

B AN ESSENASEEASEEZSSEE
B H task

1 20 I Go to a subaction I

ol his step has no conter

Q in;| Triemenhanacemant Use an extension

N -

B J. Continue to next step 5 ] Search for the answer

Connect to agent

End the action

31. Click the (a) Go to option list, select (b) Retrieve certificate expiration, and then click (c) Apply.

Settings
Go to a subaction

Go to

I Select an action..

Cert Renewal skill flow

Fallback

I Retrieve certificate expiration

32. Click Edit passed values.
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2[0S certificate expires soon
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3 is | Defined

Below is your certificate’s expiration date:

133 Step 4

| Continue fo next step

3 is | Defined

Would you like to renew your certificate?

Confirmation

4 Continue to next step
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What date would you like ta set the renewed

certificate’s expiration date to? Please enter in the...

Tr Free text

. Continue to next step

7 is Defined

Renewing your certificate...this could take upto a

minute. Plaase wait one minute before selecting an...

13 Goto subnction: Cert Renewal ski...
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Would you like to verify the new expiration date for
your certificate?

Confirmation
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#3% Golo subaction: Retrieve certific..  (F [

Step10 £
Is taken with conditions  ~ Set variable values
Conditions 1condition A
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Edit settings
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33. Click Set new value + and then select extra_vars.cert_label_survey.

Passed values

Edit passed values

Configure how your skill-based action leverages and stores information in assistant variables. Learn more

& variables are not private if they are shared with Skill Studio.

Edit variable values Response behavior

The values you select from this action will be passed to "Retrieve certificate expiration” skill.

< Allvariables

I 1. extra_vars.cert_label_survey

2. extra_vars.cert_type_survey

3. extra_vars.owner_id_survey
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34. In the To option list, click Action step variables.

Passed values
Edit passed values

Configure how your skill-based action leverages and stores information in assistant variables. Learn more

@ Variables are not private if they are shared with Skill Studic.

Edit variable values Response behavior

The values you select from this action will be passed to "Retrieve certificate expiration” skill.
= e oy ssEmsnEna,

Set. 103% 1. extra_vars.cert_label_survey ~  oTo
AEEssEEs sssssssmssmmnmn”

a

Enter text

Expression

Action step variables

Retrieve certificate expiration (step 4}

Cert Renewal skill flow (step 8)

35. Click What is your certificate label?.

Pagsed values
Edit passed values

Configure how your skill-based action leverages and stores information in assistant variables. Learn more

@ variables are not private if they are shared with Skill Studio.

Edit variable values Response behavior

The values you select from this action will be passed to "Retrieve certificate expiration” skill.
SEssEsassEssEEsEsERsEsEzEEn

Set® 10i% 1.extra ert_label_survey v To® v o
an ssssssasy WEEIIEEEESESSSESESEEEEEES

a

< Allvariables
I EEEEEEEEEENEEEEEEEEE
3. What is your certificate label?

7. What date would you like to set the rene...

36. Review the Edit variable values and click Apply.
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37. Click Next step +.

Passed values

Edit passed values

Configure how your skill-based action leverages and stores information in assistant variables. Learn more

tf_!‘- Variables are not private if they are shared with Skill Studic.

Edit variable values Response behavior

S 23

" Set 10%% 1. extra_vars.cert_label survey ~ To
ssssas

3. What is your certificate label? b

Set new value
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Visualization
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38. Click the Is taken option list and select with conditions.
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The final step is to display new expiration date of the certificate. Nothing is returned in the previous step when
running the Retrieve certificate expiration skill flow - this was because the output form was hidden when the skill

was created. In this step, provide the output as an assistant response to the user, with only the expiration date
extracted from the full job output.

1BM watsonx Orchestrate

2{05 certificate expires soon

= angowps
J Continue to next step

3 is  Defined

Would you like to renew your certificate?

Confirmation

J Continue to next step

6 is Yes

What date would you like to set the renewed

certificate’s expiration date to? Please enter in the...

Tr Free text

L Continue to next step

7 is Defined

Renewing your certificate..this could take up to a

8  minute. Please walt one minute before selecting an,..

13 Go ta subaction: Cert Renewal ski

7 s Defined

Would you like to verify the new expiration date for
your certificate?

9
Contfirmation
L Continue to next step
.| s
This step |
10
3 Goto subaction: Retrieve certific..
i o o
1
) T ep |
1
|11
| g | g
i L Continue to next step oW
1

Step 11 Z

Is taken without conditions
without conditions

with conditions

Assistant says

HA A B A= E 0

2 Define customer response

And then

L Continue to next step

39. Enter the following text in the Assistant says field.

Assistant says:

Below is the new expiration date of your renewed certificate:
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% Gofo subaction: Retrieve certific...

(s

9:| l5: ek

Below is the new expiration date of your renewed
11 | certificate:

Step 11 Z

1s taken

Conditions

If of this is true:

9. Would you like to v is

and  Add conditio

group +

Assistant says

B T & kK @ B A & &

o

1 condition

Yes

<ty

Below is the new expiration date of your renewed certificate:

And then

{4 Continue to next step
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40. While still in the Assistant says field, press return and then type $.

type the $, but it is not displayed on your screen.

‘ E> The $ is a special key that lists available functions. The following image is edited to show that you must
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Step11 £
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[ Confirmation
Conditions 1condition  ~
J Continue to next step
i of this is true:
6 is Yes
9. Would you like to v... is Yes X
What date would you like to set the renewed
g | e ficate's expiration date ta? Please enter in the. and  Add condi
to next step
New condition group +
7 s
Renewing your certificate._this could take up to a
8  minute. Please wait one minute before selecting an__ Assistant says
oA &
13 Goto subaction: Cert Renewal ski B I ® & T B A =B 0 <&

B¥w is the new expiration date of your renewed certificate:

Would you like to verify the new expiration date far |

Action step variables >
your certificate?
9
Canfirmation Retrieve certificate expiration{step 4) »
J Continue to next step Cert Renewal skill flow {step 8} > #
Retrieve certificate expiration{step 10) »
9| Ts: [F¥es An
This step I Assistant variables »
10 Ry
N — Integration variables >
i3 Go to subaction: Retrieve certific..
9 is Ye
Below is the new expiration date of your renewed
11 | certificate: <br >

J Continue to next step

[}
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41. Click Retrieve certificate expiration (step 10).

Be sure to select the output from step 10 and not step 4.
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2/0S certificate expires soon

W o e s

Step 11 £
3 is  Defined
Would you like to renew your certificate? Is taken with conditions  ~
L Canfirmation

Conditions

J Continue to next step
If of this is true:

& s | Yes

9. Would you like to v.. is

What date would you like ta set the renewed

certificate’s expiration date ta? Please enter in the. and  Add condi

Fras foxt

n group +

Renewing your certificate. this could take up to a

8  minute. Please wait one minute before selecting an.. Assistant says

% Go to subaction: Cert Renewal ski..

k T3 8 A =8

Would you like to verity the new expiration date for

Action step variables
your certificate?

9
Retrieve certificate expiration (step 4)
s fo next step Cert Renewal skill flow (step 8)
% | s | phe ; Retrieve certificate expiration (step 10)
This step Assistant variables
10

—  Integration variables
1% Go o sub

1- Retrieve certific...

9 is

Below is the new expiration date of your renewed

11 | certificate: <br />

L Continue to next step 5

1condition  ~

Yes

Below is the new expiration date of your renewed certificate

IBM watsonx Assistant for Z Level 4 Lab Guide 316 / 346

42. Click Retrieve certificate expiration result variable.
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2/05 certificate expires soon B i} B x
-
Step11 £
3 s
Would you like to renew your certificate? Is taken with conditions  ~
8 Confirmation
Conditions 1condition o~
e fo nexd step
If of this is true:
6 is |Yas
9. Would you like to v.. is Yes 3
What date would you like to set the renewed
certificate’s expiration date to? Please enter in the... and  Add condition +
Free text
7 s
Renewing your certificate...this could take up to a
8  minute. Please wait one minute before selecting an._ Assistant says
sy y B e & [ 1
33 Go to subaction: Cert Renewa ski... fi @ B 0B E 0 il
Below is the new expiration date of your renewed certificate:
7 s
Would you like to verify the new expiration date for
< Allvariables
your certificate?
Confirmation 1. Retrieve certificate expiration result var,,
J. Continue to next step & customer ~
| is: e And then
T I c t
10 L Continue to next step v
1% Gofo subaction: Retrieve certific...
7 is e
Below is the new expiration date of your renewed
11 | certificate: <br (>
- Continue to next step )

43. Click the And then option list and select End the action.
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2/05 certificate expires soon

O CUre e e

E @ =] *

& Continue

ext step

3 Gofo subaction: Retrieve certific.. .
2] i Conti

Bl ten End the action

o ask previous step(s) Make this a final step that completes the action.

Goto

tion
Below is the new expiration date of your renewed

11 | certificate: 133 Step 10

= an extension

| Continue to next step [} Search for the answer

Mew step

Connect to agent

End the action

Step11 £
3 s  Defined
Would you like to renew your certificate? Is taken with conditions v
L Confirmation
Conditions 1eendition A
J Continue to next step
if of this is true
6 is | Yes
9. Would you is Yes %
What date would you like ta set the renewsd
4 certificate’s expiration date to? Please enter in the. and  Add condi +
Frae text
) Continue to next step
" group +
7 s
Renewing your certificate._this could take up to a
8 minute. Please wait one minute before selecting an_., Assistant says
- o
- y E % | 5 & i ey
3 Go to subaction: Cert Renewal ski... b A B R & @ o Py
Below is the new expiration date of your renewed certificate:
7 is D 10. Retrieve certificate expiration rv
Would you like to verify the new expiration date for
your certificate?
9
| Continue to next step 2 v
2 is. ¥es And then
This step has n
10

44. Review the (a) final step, click (b) Save (&), and then click (c) x.


http://localhost:8000/usecases/cert/_attachments/addLastSteps-43a.png
http://localhost:8000/usecases/cert/_attachments/addLastSteps-43a.png
http://localhost:8000/usecases/_attachments/diskIcon.png
http://localhost:8000/usecases/_attachments/diskIcon.png

IBM watsonx Orchestrate

IBM watsonx Assistant for Z Level 4 Lab Guide 319 / 346

z[0S certificate expires soon

<« cume

T 0 e St

3 is | Defined
Would you like to renew your certificate?

Confirmatian

Jo Continue to next step

& s [i¥as

What date would you like to set the renewed

certificate’s expiration date to? Please enter in the ..

Tr Free text

J- Continue to next step

7 is Defined

Renewing your certificate...this could take up toa

8  minute: Plaase wait one minute before selecting an...

13 Goto subaction: Cert Renewal ski...

7 is Defined

Would you like to verify the new expiration date for

your certificate?

J- Continue to next step
9 is VYes
ep has no content
10
13 Go to subaction: Retrieve certific
9 is Yes

Below is the new expiration date of your renewed
11 | certificate: 1373 Step 10

© Action complete g o

Stepll £

Is taken with conditions  ~

Conditions

1condition

It of this is true:
9. Would you like to v. is Yes ")

and  Add condition +

New condition group +

Assistant says
f @ B A @B o <

Below is the new expiration date of your renewed certificate:

113 10. Retrieve certificata expiration re

2 Define customer response w
And then
@ End the action ~

Run the complete custom-built action

Assistant for Z can provide in helping them improve productivity and remove the need to go to their senior

colleagues for assistance.

1. Open Preview in the Ai assistant builder.
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@ Home @

P Generative Al

I L Aetions I:L RRSEnan ¥ D ?\‘

38 Cert Renewal skill flow 4 hours ago 0 7 (]

i Evaluate

[0 Name Last edited Examples count Steps count Status
> Preview

[0 # z/0s IPL Information 2 day ago o 3 e
<7 Publish
- . 28 Zeeves-gathe s-flow 3 days age 1 0 @
& Environments o ¢ :

O B Retrieve IPL information 3 day ago 1 3 (]
|~ Analyze

[ 28 Retrieve certificate expiration 4 hours ago 0 3 e

|

B z/05 certificate ¢ a few seconds ago 1 1 [}

2. Enter the following text in the assistant.

Prompt:

How do I check the expiration date for my certificate that's expiring soon?

@ Use the Change layout option to open a full page view of the assistant.

IBM watsonx Orchestrate

far Preview assistant Copy link to share Un] | |C!‘;:\'.e;u:.'-,'-:-l.u Fe] | ‘ Change background + | Customize web chat &

@ AssistantZeeves ]

Hi! I'm Zeeves. How can I help you today?

How do I check the expiration date for my certificate that's expiring soon? >

3. Review the response and click Yes.
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The assistant responds with conversational search, providing a content-grounded answer based on IBM Z

expiration date.

Following the response, the assistant prompts the user if they want to run the skill to retrieve a certificate’s

expiration date.

IBM watsonx Orchestrate

o Preview assistant Copy link to share (u] | ‘ Change layout i) ‘ ‘ Change background + Customize web chat
@ o} AssistantZeeves [/
]
You12:37 PM
How do I check the expiration date for my certificate that's expiring soon?
B
7 . 1237 FY
To retrieve the expiration date of your /05 certificate, you would typically check the
=1 certificate itself or consult the system logs. However, based on the provided documents,
there isn't a direct command or utility mentioned for this purpose. You may need to contact
wour system administrator or refer to your specific system's documentation for precise
[ “instructions. Generally, you can use commands like 'ODTE' or "RACDCERT' to list and inspect
certificates.
Accuracy of generaled answers may vary.
Would you like to run the skill to retrieve your certificate’s expiration date?
e
=]
&
Built with 18M watsonx (1)

4. Enter DEMOCERT after the assistant responds with What is your certificate label?

Prompt:

DEMOCERT
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@ Preview assistant copylinktoshare T | [ changetayout @ | | changed
- & AssistantZeeves ¢
&
¥ou 12:33
I How do I check the expiration date for my certificate that's expiring soon?
>

. 12:37 PM

7
To retrieve the expiration date of your z/OS certificate, you would typically check the
& certificate itself or consult the system logs. However, based on the provided documents,

there isn't a direct command or utility mentioned for this purpose. You may need to contact
your system administrator or refer to your specific system’s documentation for precise

| instructions. Generally, you can use commands like "ODTE' or 'RACDCERT' to list and inspect
certificates.

Accurary of generated answers may vary.

Would you like to run the skill to retrieve your certificate’s expiration date?

Yes

You 12:40 PM
Yes
@ o
What is your certificate label?
=N
= DEMOCERT >

Built with 18M watsonx (T)

5. Wait 10 seconds and then click Apply.
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ar Preview assistant Copy link to share T | | Change layout s ‘ | Change background + Customize web chat &)
@ {0} AssistantZeeves o]
= How do 1 check the expiration date for my certificate that's expiring soon?
. 12:37 PM
| =
To retrieve the expiration date of your z/OS certificate, you would typically check the
certificate itself or consult the system logs. However, based on the provided documenits,
% there isn't a direct command or utility mentioned for this purpose. You may need to contact
your system administrator or refer to your specific system's documentation for precise
g instructions. Generally, you can use commands like 'ODTE' or 'RACDCERT' to list and inspect
certificates.
e Accuracy of generated answers may vary.
Would you like to run the skill to retrieve your certificate’s expiration date?
Yes
You12:40 PM
Yes
. 12:40PM
What is your certificate label?
YoulZ4Z PM
DEMOCERT
. 12:42FPM
A
\~F Retrieve certificate expiration
4 - &
©
&
Built with 18M watsenx (T)

6. Review the response and then click Yes.

By providing the automation within the assistant conversation, it makes it very quick for the SA to identify the

certificate’s expiration date. In addition to providing this valuable information, the assistant is configured with
another automation to renew the certificate if they choose to do so.

The expiration date you see may differ from the image that follows.
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&

Copy link to share [m} | | Change la

&

#l

Built with 18M watsonx (1)

2} AssistantZeeves <

Would you like to run the skill to retrieve your certificate’s expiration date?

Yes

You 1:00 PM

Yes

What is your certificate label?

DEMOCERT

. 100FM

% " Retrieve cert

o

e expiration

Below is your certificate’s expiration date:
{"certificate expiration date":" 2025/01/30 23:59:59"}

Would you like to renew your certificate?

7. Enter a date in the future in the format YYYY-MM-DD.



http://localhost:8000/usecases/cert/_attachments/aa-prview2-6a.png
http://localhost:8000/usecases/cert/_attachments/aa-prview2-6a.png

IBM watsonx Assistant for Z Level 4 Lab Guide 325 / 346

1BM watsonx Orchestrate

@ Preview assistant Capy linktoshare O | | Change layout 5] | ‘ Change background + Customize web chat G

@ @ AssistantZeeves (o}

= . 12:40 PM

What is your certificate label?

I B You 12:42 FM
DEMOCERT
=7
=
= . 12:42 PM
l=

£ .
% "y Retrieve certificate expiration

7

@ -

Below is your certificate’s expiration date:
{"certificate expiration date":" 2025/01/30 23:59:59"}

Would you like to renew your certificate?
Yes

You 12:48 PM

Yes

. 12:48 PM

What date would you like to set the renewed certificate’s expiration date to? Please enter in
the form of YYYY-MM-DD.

2025-06-30

Built with 18M watsonx ()

8. Review the response, wait 30 seconds to a minute, and then click Yes.

It is crucial that you wait 30 seconds to a minute before selecting Yes.

This is because in the background, your z/0S Certs — Search and Renew automation is running within AAP (which
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@ Preview assistant Copy link to share 0 | | Change layout @ |
@ 1 AssistantZeeves e/
-_—

=]
d~
b
2
I
=
= . 1:08 FM
| Below is your certificate’s expiration date:
{"certificate expiration date":" 2025/01/30 23:59:59"}
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@ -
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the form of YYYY-MM-DD,
You 1:05 PM
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. 1:05 FM
Renewing your certificate...this could take up to a minute. Please wait one minute before
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Would you like to verify the new expiration date for vuqr_certmcate?
o
2
Built with IBM watsenx ()

9. Wait 10 seconds and then click Apply.
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@ Preview assistant Copy link ta share 1]

und + Customiz:
@ &1 AssistantZeeves 2
(]
o You 1:05 FM
I 2 Yes
7 . LO5FPM
& Vhat date would you like to set the renewed certificate’s expiration date to? Please enter in

the form of ¥YYY-MM-DD.

= ou 1:05 PM

2025-06-30

05 PM

Renewing your certificate...this could take up to a minute. Please wait one minute before
selecting an option below:.

Would you like to verify the new expiration date for your certificate?

Yes

te expiration

29 = ||k

Built with 18M watsonx (T)

10. Review the response.

The response should match the date that is entered in step 7.
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@ Preview assistant Copy link to share T | | Change layout @ Customize webchat &3
@ 1 AssistantZeeves /]
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the form of YYYY-MM-DD,
b
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(2
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=
= @ =~
Renewing your certificate...this could take up to a minute. Please wait one minute before
selecting an option below
Would you like to verify the new expiration date for your certificate?
Yes
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Yes
. 1:07 PM
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d*
29
. 1:10 FM
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®
2
Built with IBM watsenx ()

assistant is configured with step-by-step conversation flows, it is possible to add other prompts within the
conversation. For example, proposing the automation of renewing the certificate on their behalf. By doing so, the SA

is able to reduce the time it takes to complete this routine task.

these tasks with Ansible, the System Administrator streamlines the entire process and ensures that their critical
certificates are up to date and reduce the risk of expired certificates disrupting their business services.
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Use case: RACF administration support

@ This is a challenge use case.

In this use case, step-by-step directions are not provided. Use the knowledge gained from previous sections of the lab
guide to complete updates to the assistant to meet the use case requirements. Several help tips are provided and a
sample demonstrate flow is included.

This use case explores the ability of watsonx Assistant for Z to provide self-service support for activities related to
Resource Access Control Facility RACF (RACF) Administration support. The client mentioned that their RACF
Administrators are often inundated with requests to help reset user's Time Sharing Option (TSO) passwords. Also,
requests to grant users certain authorizations to RACF profiles required for the users to complete their jobs are

numerous.

Creating a custom-built action for the assistant that provides self-service options to users requesting RACF
assistance. Depending on the assistance being requested, the assistant will trigger automations that complete tasks
on their behalf without intervention from the RACF Administrator.

The actions and configuration that follow are meant purely for demonstration purposes.

The actions and configuration that follow are meant purely for demonstration purposes to show the art of the possible
with watsonx Assistant for Z. There are security considerations to keep in mind when configuring assistants for this
purpose, including user authentication and the ability to authorize users to execute certain automations. However, by
following the steps in this section, you will show the level of customization that is possible with watsonx Assistant for
Z and different an assistant can improve productivity.

1. Create an app with the required TSO skills.

‘-;5) Use Skills studio to create the app.

App name:
TSO Command

Skills to include: z/0S TSO COmmand(s) Retrieve job output (utility skill)
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Welcome to Skill studio

Optimize productivity by using projects to build and manage skill
flows and cennectors.

it}

Skills and apps Projects €
Skills Apps Configure prebuilt skills
Q F a sk
Skills
Name Step in the process Status Skill type Author Last edited
~  Retrieve job output Ready to use @ Fublished Imported andrew@jones-tx.com January 20 2025
~ z/0S TSO Command(s) Ready to use ° Published Imported andrew@jones-tx.com January 20 2025

2. Create a connection for the app.

gf)’ Use Skills catalog to create the app.

IEM watsonx Orchestrate

Ansible Controller Skills - TSO
Command (2)

% Personal skills

@ connected  §

Ansible Controller Skills - TSO Command

. Retrieve job output z/0S5 TSO Command(s)

TS0 Cammand - Retrieve job output by job Id TS0 Com

nd - A playbook to execute
commands on the targ

Added

ane o
/05 system

Added

3. Create a skill flow to get the output of the TSO Command.

Skill flow name:

TSO COMMAND
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1BM watsonx Orchestrate Skill studio English (D (A3
Skills ps [ Create a Flow Close Actions v
pr
TS0 Command &£ ]D[

| start |

z/0S TS0 Command(s)

Retrieve job output

4. Add the skills to the draft version of the assistant.

6 Use SKkill sets to add the skills to the assistant.

1BM watsonx Orchestrate

Zeeves draft

Skill sets

Zeeves draft v

s in team skill set. Application connections are required to execute skills. Set preference at an application level to

Q. TS0 Co X

Application Number of skills Credential type Connected by (@ Action
Ansible Controller Skills - TSO Command 2 fg Team andrew@jones-tx.com

Items perpage: 5 1-1of1items 1 v of1lpage

5. Create a skill-based action that uses the skill flow.

Create an action that triggers the skill flow to execute TSO commands on z/0S and then display the output of

those commands.

Use Al Assistant builder to create the action.
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8 Do not add example phrases to the skill-based action. ’

1BM watsonx Orchestrate

@  Actions ]
© | Alitems . Created by you
ES Set by assistant
X [0 Name Last edited J. Examples count Steps count Status
> Variables ~
Cxested by yiod O #8150 Cammand afew seconds ago o e ®
7 Set by assistant
— B z/0S certificate expires soon 3 hours ago 1 11 L
F Sk b dgration

Saved responses S Cert Renewal skill flow 7 heurs age 0 7 (]

N

icate expiration 7 hours ago. 0 3 L]
Bl Retrieve IPL information aday age 1 3 -]

8% 2/0S IPL Information adayago 0 3 e

Oo/o|g|o|o|o
B

& Zeeves-gather-facts-flow 3 days ago 1 0 [

6. Create a custom-built action for RACF administration support.

Phrase to start the interaction:

RACF assistance

The steps for the custom-built action follow:

Step 1. Without conditions, prompt the user for their RACF User ID as free text.

Assistant says:

What is your RACF User ID?

The step should look like the following image:
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Step 1
z

Customer starts with:

RACF assistance

Conversation steps 1s taken

without conditions  ~ Set variable values

Assistant says
S B F G BB NE B N <

What is your RACF User ID?

User enters free text

t respor t valida @ = om

And then

| Continue to next step ~

Use the following guidance when entering prompts and expressions in the following custom-built action
steps.
Do NOT use the copy and paste icon if the string contains a $ . Type each string manually.

When $ appears in the string to enter, type the $ character and then select the variable specified in the <> . For
example: User passphrase changed to $<7. Please enter your new RACF passphrase>

Use the single quote character'for all single quotes shown.

Step 2. Without conditions, use provided user ID and display a message that the assistant is checking the current
privileges.

Assistant says:

Checking user privileges for $<1. What is your RACF User ID>

Edit the passed values for the subaction and add a new passed value for 7. extra_vars.zos_tso_command. The To
of the variable will be an Expression and include the string:

"LIST USER ' + $<1. What is your RACF User ID>


http://localhost:8000/usecases/racf/_attachments/step1.png
http://localhost:8000/usecases/racf/_attachments/step1.png

IBM watsonx Assistant for Z Level 4 Lab Guide 334 / 346

Expression editor

Learn more about writing expressions in Al assistant builder.

'LIST USER '+ 1. What is yaur RACF User 102

Cancel

The step should look like the following image:

RACF assistance

M
Customer starts with: u Step 2
.
RACF assistance . 2
v .
Conversation steps 5 1€ akon
»  withoutconditions Set variable values fx
What is your RACF User I0? .

1 Tr Free text .

" Assistant says
J Continue to next step -

===t B [ e o o e e | i >

Checking user privilages for  Step 1 o - Checking user privileges for 1, What is your RACF User 107

3 Goto subaction: TSO Command G o p

3 o

. &' Define customer response w
.

. And then

% i3 Gotoasubaction 55
. Goes to action TS50 Command

+  Passvalues

- Upon return Continue

.

J Edit settings Edit passed values

Step 3. Without conditions, prompt the user if they want RACF assistance and geta Yes or No confirmation.

Assistant says:

Do you need RACF assistance?
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The step should look like the following image:

1BM watsonx Orchestrate |

RACF assistance

Customer starts with: Step 3
RACF assislance £
Is taken

Conversation steps
without conditions

What is your RACF User 107

1 Tr Free text
Assistant says
J Continue to next step ¥

i 3 B R = E 0 <>

Checking user privileges for  Stap 1 Bo/y/5il Hesd RACF assistance?

13 Go o subaction: TSQ Command

Do you naed RACF assistance?

3 Confirmation
Yes  MNo
g m
------------------------------ ! View response Edit validation brc1 e A 1
And then
[ Continue to next step w

Step 4. With conditions, prompt the user what type of assistance they need.

Assistant says:
What type of assistance?

Create a Options type Customer response with two options:
Changing my RACF password

and
Privileges issue

Change the Customer response settings to Always ask for this information, regardless of previous messages.
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1cendition

<

The step should look like the following image:

atsonx Orchestrate

RACF assistance

Conversation steps

What is your RACF User 1D2

Tt Free text

1
fe next step
Checking user privileges for  Step 1
2
13 Golo subaction: TSO Command
Do you need RACF assistance?
3 Confirmation
J Continue to next step

What type of assistance?

Privileges iss

Changing my

=

Step 4
&

Is taken

with conditions v

Conditions

i of this is true:

and

Assistant says

ff 3 B A B2 @8 0

What type of assistance?

Changing my RACF password  Privilages [ssues

Editresponse  Ed

‘And then

- Continue to

1condition  ~

Step 5. With conditions, change the condition Step 4. What type of assistance? and the value of Privilege issue.


http://localhost:8000/usecases/racf/_attachments/customerReponseSettings2.png
http://localhost:8000/usecases/racf/_attachments/customerReponseSettings2.png
http://localhost:8000/usecases/racf/_attachments/step4.png
http://localhost:8000/usecases/racf/_attachments/step4.png

IBM watsonx Assistant for Z Level 4 Lab Guide 337 / 346

Assistant says:

Notifying the RACF Administrator.

Q Other options exist.

There are alternative actions that can be taken if the user selects ‘Privileges issue’. For example, the assistant can
trigger an automated email to the RACF administrator. At the time of writing this documentation, Orchestrate does

not allow Outlook integrations to IBM’s Outlook organization, so this action cannot be demonstrated. But for the
purpose of the flow, simply have the assistant respond with ‘Notifying the RACF Administrator’ for demonstration

purposes.

The step should look like the following image:

IBM watsonx Orchestrate

RACF assistance Editor Visualization g @ G| x
@ e e i
Step 5 v
Checking user privileges for  Step 1
2 Is taken with conditions v Set variable values
13 Go to subaction: TSO Command
Conditions 1condition A
Do you naed RACF assictance?
If of this is true:
3 Confirmatian
4. What type of assist. s Privileges issues %
J Continue to next step
and  Add condition +
3 is | Yes

What type of assistance?

Changing my .. Privileges iss.. New condition group +

- Continue to next step

4 js  Privileges iscues Assistant says

] |
i
| |
{ 5 | s stop nas no conten ! i@ B A= & £
i
| Lo
] L Continue to next step [ A T |

|

& Define customer response ™

And then

L Continue to next step

Step 6. With conditions, change the condition Step 4. What type of assistance? and the value of Changing my

Assistant says:
Would you like to change your user ID's RACF passphrase?

The step should look like the following image:


http://localhost:8000/usecases/racf/_attachments/step5.png
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1BM watsonx Orchestrate

RACF assistance

Do you need RACF assistance?

Step & Pl
2 Canfirmation L =
Continue to next step Is taken with conditions v
3 is j¥es X
. Conditions Leondition A
What type of assistance?
4 1f of this is true:
Changingmy .. Privileges iss...
4. What type of assist is Changing my RACF password ®

L Continue to next step
and  Add condition +
4 s  Privilages issues
This step has no conter

New condition group +
1 Continue to next step

4 is  Changing my RACF password ]
i Assistant says
Would you like to change your user ID's RACF ]
passphrase? : B fF 3 B A @™ & 0 o
Confirmation o
1 Would you like to change your user ID's RACF passphrase?
i P |
1 Continue to next step [} |0
)

Yes  No
View response Edit & =2 W
And then

Step 7. With conditions, prompt the user to enter their new password as free text.

Assistant says:

Please enter your new RACF passphrase.

The step should look like the following image:


http://localhost:8000/usecases/racf/_attachments/step6.png
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IBM watsonx Orchestrate

RACF assistance

3 Canfirmatian

Step 7 £
. Continue to next step
Is taken with conditions
3 is e
i it % Conditions 1candition
What type of assistance?
4 Changing my Privileges Iss ’
2. 5 If of this is true:
L continue to next step 6. Would you like to c... s Yes ®
4 ic e and  Add condition +
o content
5
|, Continue to next step New condition group +

4 js Changing my RACF password

Would yau like to change your user 10's RACF Assistant says
passphrase?

fi 3B A m B m <>

Canfirmation

L Continue to next step Please enter your new RACF passphrase.

~

And then

L Continue to next step \

Step 8. With conditions, change the condition to Step 6. Would you like to change your user IDS passphrase
equals Yes, inform the user the password is bing changed, and create a TSO Command subaction to change
the passphrase.

Assistant says:

Issuing RACF command

The formatting of the values that follow is important.

When creating the To expression for the passed values, be very careful with typing the expression. Do NOT cut &
paste this value. Type each charter. All quotes are single-quotes. The $<> denotes typing $ and then selecting the
appropriate action step variable.

Edit the passed values for the TSO Command subaction to include the 1. extra_vars.zos_tso_command variable

with a To expression with the value of:

"ALTUSER ' + $<1. What is your RACF User ID?> + ' PHRASE(''S$<7. Please enter your new RACF
passphrase>'"') NOEXPIRE RESUME'

The expression should look like the following image:


http://localhost:8000/usecases/racf/_attachments/step7.png
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x

Expression editor

n more about writing expressions in Al assistant builder. 73/4000

'ALTUSER '+ 1.What is your RACF User ID? + ' PHRASE ("' 7.Please enter your new RACF passphra ' '} NOEXPIRE RESUME'

The step should look like the following image:

1BM watsonx Orchestrate

RACF assistance 4 i} al x
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| Continue to next step y I
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4 Changing m: Privileges (ss :' -
s d ' 1 of this is true: -
4 I
i g H
L Continue fo next step 5 6. Would you like to c. is Yes X .
=
3 I
4 s | Privileges [ssues " and  Add condition + -
. "
o conter " 3
122 no conten [+
5 h -
. "
I
. Centinue to next step & ondition group + 1
"
. "
I
4 is Changing my RACF password 3 -
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. I & o .
Confirmation - s @ f W E A®E 0 -
2 "
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2 -
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"
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I
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4 2 Define customer response w »
4 Continue to next step a -
L :
sssssssssssssssssssssssssssmEs: And then ]
L 6 s Yes W m -
. s .
of o | ssunerack command .. 1. LA S .
. 1= -
L 43 Go to subaction: TSO Command il e . g [
Sussssssssssssssssnunnenannunsl » Goes to action TS0 Command T
. H
> Pass values 1 tso_command -
L :
. H
» Upon return Continue -
- .
. H
; Edit settings Edit passed values -
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Step 9.: With conditions, change the condition to Step 6. Would you like to change your user IDS passphrase
equals Yes, and inform the user the passphrase has been changed. Change the And then option to End the

action.
Assistant says:
User passphrase changed to $<7. Please enter your new RACF passphrase.>

When entering the above string, after typing $ select the 7. Please enter your new RACF passphrase.

The step should look like the following image:

1BM watsonx Orchestrate |

RACF assistance g @ ; %
Canfirmation
3 Step 9 '
J Continue to next step
Is taken with conditions
3 is [Yes
What type of assistance? Conditions 1condition
4 Changing m Privilages iss
iadl i b il It of this is true:
L Continue to next step 6. Would you like to c.., Yes x

4 s Privilages issues and  Add condition +

L Continue to next step New condition group +

4 is  Changing my RACF passwaord

Would you like to change your user 1D's RACF Assistant says
passphrase?
fH @ H A ®E 0 <

Canfirmation

User passphrase changed to 7. Pleasa enter your new RACF passphra

Please enter your new RACF passphrase

2 Define customer response h

J Continue to next step
And then
6 s Yes

© Erd the aitic
Issuing RACF command .. © End the action

%} Gota subaction: TS0 Command

User passphrase changed to ' Step 7

0

@ Action complete 0o

7. Be sure to save your custom-built action.

8. Demonstrate the custom-built action.

Using the Al Assistant builder preview, run the custom-built action. Use the APP web console to verify the

passphrase ws changed.

The following video shows how the demonstration should work. The video does not have audio.
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404 - Not found

This use case demonstrates the value watsonx Assistant for Z can provide to offload common, manual tasks from
subject matter experts like RACF Administrators. The use case shows the level of customization offered with
infusing automations into natural conversations. Watsonx Assistant for Z improves employee productivity and
reduces effort needed by individuals to completing manual tasks.
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Adding other integrations

IBM watsonx Assistant for Z can integrate with other delivery channels beyond a web page. Other channels include
Slack, Microsoft teams, WhatsApp, and many others. Integrating with these and other channels are not covered in
the lab guide. However, follow the steps to find the current channels that are supported and where to get more
information.

1. Hover over the Home (@) and click Integrations.

=  1BMwatwcax Orchastrate

iistant
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presting
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s Imagrations
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2. Explore the Essential channels and Channels sections.

Essential chanoels

[l -4

<] g i @

s Facetiook memesger Garenyn Bt Cosnecier Slack Microot tmams Vihataion with Tuillo

3. Click Add on the Slack tile.
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4. Click Add.

5. Review the step-by-step instructions and additional information available for adding a Slack integration.

Note: Most regular users do not have permissions to integrate with your enterprise slack deployment as doing
so requires administrative rights.

s Getstaried O3 Slackbot L} Conméct Shack
Get started
Thraugh Slack, your assistant is ready to join the collabaration hub that
brings the right people, information, and tools together to get work
donk. Learn maore =
Steps to setting up Slack
1 Setup your Slack bot
2. Connect Al assistant builder to Slack
3. Configure your Slack bot

4. Connect your assistant

Take time to further explore the next steps for adding a Slack integration channel and the other supported
integration channels.
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Learn more about adding integrations here.


https://cloud.ibm.com/docs/watson-assistant?topic=watson-assistant-deploy-integration-add
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Next steps

This lab guide covered many of the IBM watsonx Assistant for Z capabilities and provides a good base for
conducting basic client pilots. However, there is still more to learn about IBM watsonx Assistant for Z. Updates and
new releases of the offering and the underlying offerings like watsonx Orchestrate rollout regularly. Be sure to stay
informed by bookmarking and regularly reviewing the offering landing page and the product documentation.

Other resources

The following resources are also available; however, not all are available to Business Partners:
Slack channel: #watsonx-assistant-z-technical
Wiki: Development team's wiki

Box: wxa4z Q&A - questions with high-quality responses.

Earn the badge

Finally, remember to earn the IBM watsonx Assistant for Z Technical Sales Advanced badge you must complete the
IBM watsonx Assistant for Z for Technical Sales Level 4 learning plan.

IBM technical sellers: Your Learning learning plan

Business Partners IBM Training learning plan


https://www.ibm.com/products/watsonx-assistant-for-z?mhsrc=ibmsearch_a&mhq=Watsonx%20assistant%20for%20z
https://www.ibm.com/docs/en/watsonx/waz/2.x
https://ibm.enterprise.slack.com/archives/C07ARLXF2R1
https://pages.github.ibm.com/wxa4z/wiki/
https://ibm.box.com/s/f19a7r8h1omgqgtff8jfj8d4szd2kg4b
https://www.credly.com/org/ibm/badge/ibm-watsonx-assistant-for-z-technical-sales-advance
https://yourlearning.ibm.com/activity/PLAN-93023CD29A04
https://www.ibm.com/training/learning-path/ibm-watsonx-assistant-for-z-technical-sales-advanced-960

