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Challenges and Opportunities 
for Responsible Prompting



Agenda
• Goal
• Prompting definition
• Materials
• Anatomy of prompts
• Prompt hacking
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• Embedding visualization
• Visual tools for prompting
• Productivity tools
• Discussion & takeaways



Goal
• Go through popular materials and courses for prompting to:

• Understand practices, trends, and tools
• Gain a deeper understanding on prompting engineering
• Map challenges & opportunities for Responsible Prompting, 

Visualization, Benchmarking, and Labor
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https://learnprompting.org/docs/intro

Prompt 
engineering (PE) 
is the process of 
communicating 
effectively with 
an AI to achieve 
desired results.

https://pitch.com/v/tmd33y/
6fb6f14b-10ef-48f3-a597-d4af7aa1c9c6

https://openart.ai/promptbook

Prompt Engineering



Prompt Engineering

https://docs.anthropic.com/claude/docs/prompt-engineering

Prompt engineering […] involves iterating 
and testing prompts to optimize 
performance. Most of the effort […] is spent 
developing a strong set of evaluations...



https://docs.anthropic.com/claude/docs/how-to-use-system-prompts

System prompt

A system prompt is a way of providing context 
and instructions […], such as specifying a 
particular goal or role [...] before asking it a 
question or giving it a task.



Voegtlin, C., & Scherer, A. G. (2017). Responsible innovation 
and the innovation of responsibility: Governing sustainable 
development in a globalized world. Journal of business ethics, 
143, 227-243.

Innovate while
(1) avoiding harm, 
(2) doing good, and 
(3) implementing governance 
over the first two dimensions Stilgoe, J., Owen, R., & Macnaghten, P. 

(2013). Developing a framework for 
responsible innovation. Research policy, 
42(9), 1568-1580

Responsible Innovation

Four dimensions: 
anticipation, reflexivity, 
inclusion and responsiveness.



The process of communicating effectively with an AI to 
achieve desired results while avoiding or minimizing harms, 
promoting responsible practices, and employing mechanisms 
for anticipation, reflexivity, inclusion, and responsiveness.

Responsible Prompting



Books and references
https://learnprompting.org/docs/intro

…
https://docs.anthropic.com/claude/prompt-library

https://ibm.github.io/watsonx-prompt-lab/

Datasets
https://github.com/f/awesome-chatgpt-prompts

…
https://ibm.biz/GPTprompts

https://github.ibm.com/destiny/prompts
https://huggingface.co/datasets/ibm/AttaQ

Materials

Anatomy of prompts

Blog posts
https://thebabar.medium.com/
the-art-and-science-of-crafting-
effective-prompts-for-llms-

e04447e8f96a

Courses
https://www.udemy.com/

course/complete-ai-guide/learn/
…

https://learn.deeplearning.ai/courses/
chatgpt-prompt-eng/



MidJourney AI - Best Prompt Ticks 
- Beginners Guide - Beginners - MJ 
Explained - NFT Art
https://www.youtube.com/
watch?v=lFI8JQvPfu8

https://openart.ai/promptbook https://pitch.com/v/tmd33y/
6fb6f14b-10ef-48f3-a597-d4af7aa1c9c6

Materials



3 principles
- Be specific
- Work in steps
- Iterate and improve

https://www.udemy.com/course/complete-ai-guide/learn/

RGC Style 
- Role 
- Result
- Goal
- Context
- Constraint



3 principles
- Be specific
- Provide context
- Iterate

https://www.udemy.com/course/chatgpt-for-data-science-and-data-analysis-in-python/



ChatGPT Prompts
for Developers

https://dev.to/mursalfk/50-chatgpt-prompts-for-developers-4bp6



Awsome
ChatGPT Prompts

https://github.com/f/awesome-chatgpt-prompts



Awsome
ChatGPT Prompts

https://github.com/f/awesome-chatgpt-prompts

I want you to act as a [noun]. 
You will [verb] [instructions/details] and [verb] [what]. 
[Do/Do not] write [noun]. 
[Do/Do not] [verb] [noun]. 
[When/If] [condition], [instruction]. 
[My/Our] first [noun] is [sentence/request].

ChatGPT 3.5 (May/2023)



Additional techniques

https://docs.anthropic.com/claude/docs/prompt-engineering



Llama2

https://learn.deeplearning.ai/courses/prompt-engineering-with-llama-2/



Anatomy of prompts

Required



Anatomy of prompts



Anatomy of prompts

Required

Role DOs Context Input DON’Ts Output Assessment Iteration

Params



Human Values in HCI

Pereira et al. 2018. An Essay on Human Values in HCI. https://sol.sbc.org.br/journals/index.php/jis/article/view/689



Role. Instruction (DOs). Context. Input. Instructions (DON’Ts). Output. Assessing understanding. Iteration
Text-to-text

Anatomy of prompts – Values

I want you to act as a [noun]. 
You will [verb] [instructions/details] and [verb] [what]. 
[Do/Do not] write [noun]. 
[Do/Do not] [verb] [noun]. 
[When/If] [condition], [instruction]. 
[My/Our] first [noun] is [sentence/request].

Awsome ChatGPT prompts template



Time to practice #1

https://chat.openai.com/

3 principles
- Be specific
- Work in steps
- Iterate and improve

3 principles
- Be specific
- Provide context
- Iterate

RGC Style 
- Role 
- Result
- Goal
- Context
- Constraint

Role, DOs, context, input, 
DON’Ts, output, assessing 
understanding, and iteration

Techniques
- XML 
- Prefill
…



Prompt Hacking

Prompt hacking is a term used to describe a type of 
attack that exploits the vulnerabilities of LLMs, by 
manipulating their inputs or prompts. 

Unlike traditional hacking, which typically exploits 
software vulnerabilities, prompt hacking relies on 
carefully crafting prompts to deceive the LLM into 
performing unintended actions.

https://learnprompting.org/docs/prompt_hacking/intro



Prompt Hacking
Prompt Injection

https://learnprompting.org/docs/intro



Prompt Hacking
Prompt Leaking

https://learnprompting.org/docs/intro



Prompt Hacking
Jailbreaking (Waluigi*)

* The Waluigi Effect (mega-post)
https://www.lesswrong.com/posts/D7PumeYTDPfBTp3i7/the-waluigi-effect-mega-post



Prompt Hacking
Jailbreaking (Pretending)

https://learnprompting.org/docs/intro



Prompt Hacking
Jailbreaking (Roleplay)

https://learnprompting.org/docs/intro



Prompt Hacking
Jailbreaking (Roleplay)

ChatGPT (May/2023)



Prompt Hacking
Jailbreaking (Roleplay)

https://learnprompting.org/docs/intro



Prompt Hacking
Jailbreaking (Roleplay)

https://learnprompting.org/docs/intro



Prompt Hacking
Jailbreaking
(Logical Reasoning)

https://learnprompting.org/docs/intro



Prompt Hacking
Jailbreaking
(Superior Model)

https://learnprompting.org/docs/intro



Prompt Hacking
Jailbreaking
(Sudo Mode)

https://learnprompting.org/docs/intro



Prompt Hacking
Jailbreaking
(Think out Loud*)

ChatGPT (Feb/2024)



Prompt Hacking
Adversarial Suffix

http://llm-attacks.org



Prompt Hacking
Indirect attacks

https://techcommunity.microsoft.com/t5/ai-azure-ai-services-blog/
azure-ai-announces-prompt-shields-for-jailbreak-and-indirect/ba-p/4099140



Time to practice #2

https://chat.openai.com/

3 principles
- Be specific
- Work in steps
- Iterate and improve

3 principles
- Be specific
- Provide context
- Iterate

RGC Style 
- Role 
- Result
- Goal
- Context
- Constraint

Role, DOs, context, input, 
DON’Ts, output, assessing 
understanding, and iteration

Techniques
- XML 
- Prefill
…


